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Introduction

ESET and Group-IB researchers have seen and analysed a good deal of Russian malware, but some of
the most interesting examples have been malicious programs that steal money from Remote
Banking Systems (RBS), targeting major companies that carry out thousands of financial transactions
a day. This type of malware was discussed at some length in a presentation at CARO 2011 on
“Cybercrime in Russia: Trends and issues” and some later presentations.

In November 2011, we examined some interesting modifications to Win32/Carberp, discussing the
use of the Zerokit bootkit builder — also associated with the Rovnix bootkit — and considering the
likelihood that the gang concerned is working on the development of more effective ways of evading
antivirus detection.

In December, we published another blog discussing the dramatic rise in Carberp-related incidents
and linking it with the Black Hole exploit kit, as well as with the parallel development and evolution
of SpyEye, indicating the way in which cybercriminal activity has been growing and evolving with
respect to various payment systems, in Russia in particular.

This paper summarizes this information in a single document, and also includes a resources list for
further reading.
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Deep Diving

In November 2011 we discovered new information on a new modification of Trojan of
Win32/TrojanDownloader.Carberp family. This trojan is notorious as one of the most widely spread
malicious programs in Russia, stealing money from remote banking systems and primarily targeting
companies which perform a huge number of financial transactions a day. We already shed some
light on this malware in our CARO 2011 presentation “Cybercrime in Russia: Trends and issues”. The
cybercrime group behind this Trojan is very active in the territory of Russia and the former Soviet
republics. We spotted the first cases related to the Carberp trojan around the end of 2010 and in the
middle of the summer of 2011 we can see from the following graph that there was a big spike in the
number of detections, a pattern which has been repeated at the beginning of the fall.

Carberp detection in Russia
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The Russian Federation is the country where the largest number of installations of Carberp has been
seen, as confirmed by the statistics below:

April 2010 - March 2011 April 2011 - October 2011

Russia M

Ukraine Ukraine
Spain Turkey

United States Kazakhstan
Belarus

M Thailand

B Mexico

u Italy

o Thailand W Argentina
® Rest of the world M Rest of the world

www.eset.com


http://go.eset.com/us/resources/white-papers/CARO_2011.pdf

@

The criminal gang behind Carberp is one of the biggest cybercrime groups engaged in banking fraud.
The group’s average weekly income is estimated to be several million US dollars. Furthermore, these
guys are heavily investing money in the development of malware technologies, as is confirmed for
instance, by the evolution of the Hodprot dropper: this has been implicated in installations of
Carberp, RDPdoor and Sheldor. RDPdoor, by the way, installs Carberp to open a backdoor in the
infected system and manually perform fraudulent banking transactions. We have ascertained that

these examples of malicious software are products of single cybercrime group.

At the beginning of this year advertising appeared on some cybercrime forums for a new bootkit
builder which wasn’t detected by antivirus software. The price of the builder was estimated to be
tens of thousands of US dollars and seemed incredibly high compared with that of the SpyEye and
Zeus Trojans.

Ring0 bundle (Zerokit) for control million-strong botnet
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It isn’t known how many groups bought the builder. We managed to obtain a sample of the
compiled dropper with the builder which loads a stub driver. The code in the sample is identical to
those of some other examples of malicious software. At the time the only known malware utilizing
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the same bootkit component was the Rovnix bootkit (http:/blog.eset.com/2011/08/23/hasta-la-vista-
bootkit-exploiting-the-vbr). Testing of the Carperb Trojan with bootkit functionality started early in
the fall and during this period its distribution was very limited. There are two facts that suggest that
the bot is working in the test mode. The first is that there is an abundance of debugging and tracing
information relating to bot installation and the binary’s behavior. Secondly we managed to gain
access to log files from the bot C&C server that also support the probability that Carberp was under

test:
Total bots: 2831
D step || info status|| data |
o [TEST_BK_KIT_EXPLORI 1493DFECAESCA B |Biinstall FFALSE [0000-00-00 00.00.00]
faie [EST_BK_KIT_EXPLOREROBD7BD1220A005] 6 |Brinstal FALSE [0000-00-00 00.00.00|
Alias [12321300b i Jinfa |faise_][0000-00-00 00.00.00]
- : C [Bkinstal FALSE|0000-00-00 00:00:00f
oel S [Bnctan FALSE|0000-00.00 0000 00
DRV062A52B2216EEED1A ~ |Bkinstal__ —FALSE|D000-00-00 00-00-00
DRVOGF0743BC19E94740 |Blinstall AL SE [0000-00-00 00 00.00)
DRVODARIIE2FABBSGZAE B |Bkinstal FALSE|0000-00-00 0000 00|
DRVO79943F BAG4FANE/B [Biinstal IFALSE 0000-00-00 00:00-0
DRVOIADTA1B010AB03SA B |Bkinstall FALSE [0000-00-00 0000 oﬁl‘
i B |Blinstalld GetLastError = 0 FALSE|[0000-00-00 00.00.00]
TEST, T 1FDBA4ZBF B |Binstal FALSE|[0000-00-00 00.00.:00]
TEST_BK_EX_ORIG_DRVOAE10F7A3602E42C8 B [Blinstall FALSE|0000-00-00 00.00.00]
[TEST_BK_EX_ORIG_DRV06627CGA2AB3A2480 i [IsUserAdmin FALSE0000-00-00 00:00:00]
TEST BK_EX ORI [ b |Bkinstal |FALSE 0000-00:00 00 0000
b |Bkinstal FALSE|[0000-00-00 00:00:00]
EX_ORIG_DRVOF7988F621726501 —_|jprobapera false _[[0000-00-00 00:00:01
EST_BK_EX_ORIG_DRVOF [988F 631726501 |probapera false _|[0000-00-00 00:00:00
EST_TEST_TEST0123324234243 Jinfa false_|[0000-00-00 00:00:00]
[EST_BK_EX_CHANGE_DRVOIEGAJGOEFQDINGDA |2 |SetsystemPrivieges
[EST BK EX CHANGE DRVOBCS93AB2AB121144 Bhinstall
T 2 14FTI 3 |Bkinstal FALSE [0000-00-00 00-00.00]
TEST. H 1 8 2 [SeiSystemPrivileges FALSE|[0000-00-00 00.00.00]
TEST EBK. HAL V014 3 |Bkinstal FALSE|0000-00-00 00:00:00]
T_BK_EX_CHAN RV0593877 14360 |6 |Biinstall FALSE|0000-00-00 00.00.00|
[EST BK_EX_CHANGE_DRVODB781E84800SA04A |6 [Bkinstal FALSE|0000-00-00 00:00:00]
IEST BK_EX_CH 4 b |Blinstal FALSE|[0000-00-00 00.00-00)
[EST BK_EX CHANGE DRVOOFCOB3?DCEBACFSA |6 |Bkinstal | FALSE [0000-00-00 00-00-00
[EST_BK_EX_CHANGE_DRV039034BD2EB1688D0 |6 |Blinstall ‘ALSE|0000-00-00 00.00.00)
[EST E B |Bkinstall FALSE [0000-00-00 00-00°00|
— 6 |Blinstall FALSE|0000-00-00 000000
B | Bkinstall FALSE [0000-00-00 00.00.00]
B |Bkinstal JFALSE|[0000-00-00 00.00.00]
2 [SetSystemPrivileges FALSE|0000-00-00 00:00:00]
6 [Bkistal FALSE][0000-00-00 00.00.00)
6 |Bkinstal JFALSE|[0000-00-00 00:00:00]
NEW_BK_TE STOOOEOG1AID26824C0 2 [Bidnstal FALSE|0000-00-00 000000
NEW_BK TESTQOB4BTTCAIOCO4BIE |3 [Bkinstallo GeflastEmor =0 FALSE [0000-00-00 00:00:00f
JEW _BK_TEST_CHE J0BOSEB7F457A58CCE 5 |Bhinstall |IFALSE|[0000-00-00 00-00-00]
NEW_BK_TEST_CHECKEDO9563004426F2698 | [BRinstal ALSE|0000-00-00 00:00:00)
HEC] |Blinstall ALSE [0000-00-00 00-00:01
L S e e E S SR

C&C for tested bot version

There is also a lot of debugging information to be found in the installer of the new version of
Carberp:

String found in the unpacked Carberp module
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The bootkit component of the new version remains the same and is almost identical to that of
Rovnix bootkit. You can also find technical details of the Rovnix bookit in the slides of the "Defeating
x64: Modern Trends of Kernel-Mode Rootkits" talk given at the Ekoparty 2011 Security conference.

At the same time, its installer has been changed significantly. Besides installing the bootkit in the
system it tries to exploit several vulnerabilities in the target system so as to escalate its privileges.
Carberp utilizes these exploits as it requires administrative privileges in order to install the bootkit.
Primarily, the Carberp Trojan targets corporate users using RBS (Remote Banking Systems) software
which in many cases lack administrative privileges, so that a social engineering attack isn’t applicable
or sufficient in this scenario. Therefore the installer exploits the following vulnerabilities in the

©

system software in order to escalate privilege:

MS10-073 (win32k.sys KeyboardLayout vuln)
MS10-092 (Task Scheduler vuln)

MS11-011 (win32k.sys SystemDefaultEUDCFont vuln)

.NET Runtime Optimization vulnerability (http://osvdb.org/show/osvdb/71013)

zero = 0
status = @;
osUerInfo.dulsUersionInfoSi
osUerInfo.dulajorVersion H
mem_set{&osUerInfo_duMinorUersion, 8, 8x94u);
result = GetUersionEx(&osUerInfo);
if ( result )
{

if ( osUerInfo.dwMajorUersion == 5 ) i

status = ExploitKeyboardLayoutUuln(); 1
if ( status )
goto NEXT_STEP;
imBase = GetImageBaseSelf();
if { *CheckPE({imBase) )
{
size = 0;

winxp

MS19-673

data = GetDataFromSection{"DROPER_DLL", &size);

if ( data )
{
if ( size )

hD1l = _GenTempFileMame();
WriteDataInFile(hD1l, data, size);
status = BypassHIPS(hD11});
CheckName(hD11);
zero = B;
H
H
i
if { status ?!= zero )
goto NEXT_STEP;

exp_status = Exploit_dotMetUuln{HodFileName);

H

else

if ( osUerInfo.duMajorUersion t= 6 )
goto HEXT_STEP;

if *osUerInfo.dulinorVersion )
{
if ( ExploitTaskSchedUuln{HodFileHame) }//
status = 2;

if { osUerInfo.duMinorUersion = 1 ) i
goto HEXT_STEP;
exp_status = ExploitEUDCFontUuln(); /
»
status = exp_status;
MEXT_STEP:
result = status;

return result;

H
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Yet another interesting feature of the installer of the new version of Carberp is that it removes
various hooks from the following list of system routines just before installing the trojan or bootkit
onto the system:

hash_ntdll_ZwSetContextThread;
hash_ntdll_ZuwGetContextThread;
hash_ntdll_ZwlinmapViewdfSection;
hash_ntdll_ZwHapUiewOfSection;
hash_ntdll_ZwAllocatelirtualHemory;
hash_ntdll_2ZwWritelVirtualHemory;
hash_ntd1l_ZwProtectUirtualnemory;
hash_ntdll_ZwCreateThread;
hash_ntdll_ZwOpenProcess;
hash_ntdll_ZwOpenThread;
hash_ntdll_ZwQueueApcThread;

hash ntdll_ZwTerminateProcess;
hash ntdll_ZwTerminateThread;

hash ntdll ZwResumeThread;
hash_ntdll_ZwQueryDirectoryFile;
hash_ntdll_ZwCreateProcess;
hash_ntdll_ZuwCreateProcessEx;
hash_ntdll_ZuwCreateFile;
hash_ntdl1l_ZwDeviceloControlFile;
hash_ntdll_ZwClose;

hash ntdll_ZwSetInFormationProcess;
hash_kernel32_CreateRemoteThread;
hash_kernel32_WriteProcessHemory;
hash kernel32_UirtualProtectEx;

hash kernelSZ_UirtualnllocEx;
hash_kernel32_SetThreadContext;
hash_kernel32_CreateProcessA;
hash_kernel32_CreateProcessInternalf;
hash_kernel32_CreateProcessInternalll;
hash kernel32_createFilen;
hash_kernel32_CreateFilel;
hash_kernel32_CopyFilen;
hash_kernel32_CopyFileW;
hash_kernel32_CopyFileExW;
hash_ws2_32_ connect;

hash_ws2_32_ send;

hash_ws2_32 recu;
hash_ws2_32_gethostbyname ;
RestoreSplicing{L"ntdll._d11", &uwi1, 1});
RestoreSplicing({L"kernel32 _d11™, &uw23, 1);
return RestoreSplicing{L"ws2 32._d11", &u37, 1);

This is done with the intention of evading sandboxes and other monitoring software that employs
user-mode hooks.

The bootkit itself is intended to load a kernel-mode driver which in turn injects a malicious DLL into
address spaces of processes running on the system. In the new version of Carberp we found only a
32-bit kernel-mode driver, but the technology in use makes it possible to load a 64-bit unsigned
kernel-mode driver on 64-bit operating systems.

After unpacking the injected kernel-mode driver we can find the compiler version and date of build:

Field Mame | Data tYalue | Dezcription
b achine 014ChH i30EE
0005k

e[ i 4EB FF565h
Fainter to Symbol T able 0000000k
Mumber of Spmbols 00000000k
Size of Optional Header 00E Ok
Characteristics 0102h iy
b agic 010Bh PE32
Linker Yerzian 1009k 9.0
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Based on the data provided above the driver was built at the beginning of November and is being
tested right now. The linker has left an interesting string in the driver binary containing the path to
debugging symbols on the developer’s computers:

1 1
.d 11
wowhbh4sxntdll._.dll

T @M - —&
p r Ua® By

It seems that this is not the first and possibly not the last version of the malware to appear recently.
Since there are only two known examples of malware (Carberp and Rovnix) employing this particular
bootkit technique, the development of which requires highly qualified specialists, it is possible that
the group which originally developed this bootkit is currently supporting it.

As was mentioned earlier in this article, the main task of the driver is to inject its payload into user-
mode address space of the process in the system.

TSTATUS _ stdcall _DriverEntry(PDRIVER_OBJECT DriverObject, PUNMIGCODE_STRING RegistryPath)

NTSTATUS Status; // eax@1
NTSTATUS _Status; // esi@2

DbgPrint{"DriverStartup”});
Status = InitializelnternallList(&dword_16250, 268, 6, 08);
if { Status >= @ )
{
ExtractPayloadFromImage();
_InitializeInternallist(};
_Status = (CreateProcessHotifyRoutine, 8);
if ( _Status >= 8
&b (_Status = (LoadImageNotifyRoutine),
DriverObject->DriverUnload = Driverlnload,
_3tatus >= @) )
H
StartSystenThread();
Status = _Status;
H
else
{
(CreateProcessNotifyRoutine, 1u);
FreeInternallList{dword_16250);
Status = _Status;
H
H

return Status;

K

After unpacking the DLL injected by the kernel-mode driver we can see that the date of its
compilation is different to that of kernel-mode driver.

Field Mame | D ata Walue |DemmmMn |
Machine 014Ch i30EE

Mumber of Sections 0005H

Time Date Stamp 4EB16817h 02:11/2011 15:56:07
Fainter to Symbol Table 0000000k

Mumber of Symbols 00000000k

Size of Optional Header 0E Ok

Characteristics 2102h iy

b agic 10Bh PE3Z2

Linker Yferzion 0003k 9.0

www.eset.com



©

Inside the binary we found a string pointing to other directory containing debugging symbols. We
can see “GSVSoft” as the name of a root-level directory.

0e IIpE:be cnﬂ —Hib ﬂEn_i;iGm Eé“mTTpa {}c_i;iadxq:axqr
w4 LHEZp uckp ExyweCEpYuw bxEwep wcEpCawmw étuw xbvéawwExEp http wnds
DigitalProductlId ] InstallDate Regld # OB X< 08X H

11" ;E' Eﬂﬁ ait gt :[-‘:I_!ﬁ Tl<_l nﬂﬁ room

Chi O 2
code_pointer *8_initterm #@ initterm_e EE _amsg_exit &E_adjust_fdiv J _ Cpp

Since the dates of compilation and paths to debugging symbols directories are not the same it may
be that there are two independent groups of people working on the malware. By the way, there is a
real company with the name “GSVSoft” (gsvsoft.ru) but we don’t have enough information to draw
any conclusions from that.

The main functionality of the injected library is very close to that of the previous version of Carberp.
Its main task is to inject JS-scripts into internet banking webpages, downloading additional plugins
and communicating with the C&C server.

Based on the information presented above we can conclude that the authors of the malware aren’t
satisfied with current methods of concealing malware in the system, and so are investing money into
developing their own techniques for bypassing antivirus software. The evolution of this malware led
Carberp to become the number one malware attacking the clients of Russian banks (there also
governmental organizations that became victims of this trojan). The new version of Carberb with
bootkit can be compared to such advanced malware as TDL4 and Rovnix.

Even though Carberp is currently targeting only Russian banks, this situation might rapidly change as
there are no obstacles to applying the same fraudulent techniques in order to target banks in other
countries. A possible reason that the cybercrime group doesn’t attempt to target other regions is
that it is satisfied with current conditions and revenue, at least until a new partnership draws them
to spread to other parts of the world. In the last year we have noticed some Carperp activity in
Europe, but this declined rapidly.

In recent years there has been a tremendous increase in the Russian region in the number of sites
redirecting users to the Black Hole exploit kit In most cases, successful exploitation of a vulnerability
in client software leads to the installation onto the victim’s machine of either the trojan
Win32/TrojanDownloader.Carberp or or of Win32/Carberp (the version updated to incorporate
bootkit functionality, as described in http://blog.eset.com/2011/11/21/evolution-of-win32carberp-
going-deeper). One of the most intriguing aspects is that distribution of the malware was restricted

to the most popular web sites for people managing finances in companies: these sites are visited
several hundred thousand times a day. The statistics presented below clearly reflect an increase in
Carberp detections in the Russian region during November. This trojan takes fifth place in the list of
the most widely spread malware: Win32/TrojanDownloader.Carberp.AF - 1.73 %.

The number of detections of the Carberp family in general has more than tripled in November:
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The distribution model is essentially a standard approach, but what makes it interesting is the

number of legitimate web resources used to deliver Carberp onto the victim’s computers. The
distribution scheme is depicted below:

return to legitimate site

legitimate site | o BlackHole
) . findexi.php?pagewxi=cef5f373309/18467 #
/main.php?page=débbads76@e755a5
TRUE . FALSE
—— [ search vuln
St.art ; ____download dropper_—. tEn
exploitation | | dropper |

fcontent/1fdp.php?f=17
Jw.php?f=178&e=1

Based on the statistics obtained from one of the nodes hosting an active Black Hole exploit pack, the

most frequently exploited vulnerabilities leading to system infection with malware are found in Java
software.
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O Blackhole?

CTATHCTHKA MOTOKH DAL BE3OMNACHOCTD HACTPO#KH
T KomeLt: W AsToofHosneHne: 10 MuH. m
CTATHCTHKA SKCTNOMTHI L 3ATPYSKN 0o
FLASH » 5405 12.11
3A BECh MEPMOA 1 5 1 OA) & b
N A Hoe 1122 251 @
639761 xutu 304056 xocTel 39126 zarpyzu NPOEHE
é G JAVA SKYLINE » 1933 434 @
@ Java OBE > 11053 24.76 QD
3A CETO/HA 15.2% & ovasis > 7297 1635 @B
916850 xuTu 245932 xocTul 31716 3arpyaim NPOEHE
- W Java TRUST + 10945 24.52 @D
—
@ MDAC > 1023 229 @
G POFALL 1287 283 @
oC XHTBI XOCTbl SArPYZKH 1 00
W POF LIETIFF > 4568 10,23 @
Ay Windows XP 361047 175212 31695 21.01 @
€ windows 7 226867 125594 7422 7.03 @ BPAY3EPBI | HKUTHI XOCTHI  3ATPY3KM 0h
@ Windows Vista 34032 18071 1916 1174 @ @ chvome > are e T 349 @
Windows
AUTEETD e £ L IR @ Firefox > 173884 100411 183% 18.33 @
£ windows 2003 4463 1069 109 10.71 @& @ vsiE - 151316 52873 12113 1927 @
A tinux 5630 3340 & 253 @ Mozl > 1847 904 47 520 @
B/ MacOs B/12 287 he 210 & O opera ¢ 193568 107831 11110 10.80 @
A windows NT 1547 644 10 161 @ @ saferi 14176 3101 555 585 @
A windows 98 140 71 4 563 @
M Windows 95 91 52 2 385 @ CTPAHBI KNThI XOCTbl t  3ATPY3KM o
mm Russian Federation 6356890 302658 39023 15.13 @
== Ukraine 621 490 41 8.33 @
MOTOKH XATBI XOCTbl 3AIPY3KH 1 % = Poland 221 156 0 0.00
s 258126 143043 14857 15.60 @ B Ohe ey 159 114 5 1184 @
o uiE SED G . B Belarus 122 106 5 15.00 @

In the last year Java has outpaced last year’s “leaders” in exploitable application formats such as
PDF and SWF (Adobe Flash file format), which are now more or less equal in second place (Figure 3).
The vulnerabilities in Java are easier and more consistently exploitable than those in PDF and SWF.
The code required for aworking exploit is fairly small, and may be only a page in length. The
exploited vulnerabilities aren’t really new: some of them are more than a year old.

Below you can see a screenshot demonstrating the configuration window for an address to which
users are redirected from legitimate web sites. There may be many such addresses. Sometimes the
address is generated dynamically, based on parameters determined from the victim’s browser.

CTATHCTHKA MOTOKH ©AANGI BE3ONACHOCTb HACTPOIKH

O Blackhole?

BhliATI

oaluy
hittp: /R rv\in. php

2 NPABWNO: DEFAULT

L X
htp:/ ), m>in.php?page =2fas338h7244769d

3 nPABNNO: DEFAULT

PELWPEKTE: google.com = 177 wz 00 SKCTNOMTEE: 2 Skcrn
DAANEI:
TPADHK: £ Becw Tpadmk ik
TPAGMK: &, Beco Tpaduk
==
[— x
http:.-'_.-‘_main.php?paqe:b40&5c949f6a6f5a L

2 NnPABWNO: DEFAULT
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Once the vulnerability has been successfully exploited the dropper is executed: in this case it is
Carberp that is being dropped. To prevent antivirus software detecting the dropper the Black Hole
exploit kit includes functionality for measuring dropper detections by the most widely used antivirus
software. When the number of detections reaches a defined value the dropper is repacked by the
service responsible for it.

O Blackhole® CTATHCTHKA MOTOKH SAINBI BE3OMACHOCTb

CIMMCOK SAINOB
G (=x<) [IATA: 28 September 2011 %
PASMEP: 252.00 kB
JATPY2HM: 0 zarpysrm _
MpoEepka Ha BHPYChI "ﬁ 7135 CRCI22:
MocneaHAR nposepka: 29-09-2011 00:02:25 MDS: h
R (=x<) [ATA: 29 September 2011 p
FAZMEP: 143.00 kB
JATPYIHM: 5 411 3arpy3su —_
MNpoBepka Ha BHUDYChI '&EISS CRC32:
MocneaHAR nposepka: 29-09-2011 00:01:32 MDS: h

As we can see this is quite an effective system for exploiting vulnerabilities and installing malware on
the victims’ machines. The price for Black hole — including support — is in the order of several
thousand US dollars, but cyber criminals offer rather flexible pricing: thus, it is possible to rent the
service for up to a day.

This is what exploitation of a Java vulnerability looks like:
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And this is a gate configuration file for distributing the Carberp dropper:

z|ctf|tpl|cac|p
first|hunter
[L.]

RewriteRule

Recently we’ve been finding targeting plugins installed by Carberp in case it detects SberBank and
CyberPlat payment software in the system.

In most cases the plugins are stored in publicly accessible directories and are downloaded by the
malware on demand. In order to conceal the functionality of the downloaded modules they are
downloaded encrypted. Here is the script to encipher the plugins:

An RC2 cipher and BASE64 encoding algorithm are used to encrypt data. In most cases the
encryption key is stored inside BASE64-encoded data.

Another malicious program worth some attention is SpyEye. From the following chart we can see
that its activity has increased significantly in November.
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Figure 9

SpyEye is distributed by regions as shown in the next chart:

Sep-Nov

m Chile

B Russia
ttahy

B Netherlands

H Spain
Ukraine
Colombia
Thailand
Turkey

Rest of the world

Russia takes second place in distribution of SpyEye. There is a reason for this: we’ve recently
detected a SpyEye sample which downloaded plugins into the system for stealing money from
Russian RBS (Remote Banking Service) systems.
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hss.dll

hes . dll.cfg
collectors.txt
config_dat
customconnector._dll
customconnector._dll._cfyg
ffcertgrabbher.dll
ffcertgrabber_dll._cfyg
ftphc.dll
ftphc._dll._cfyg
ftpgrabher.dll
ftograbber.dl]l.cfg
ibZ.d11

ib2 _dll.cfqg

screenshots . txt
zocksh.d11

socks5.dll.cfg
wehinjects .txt

A more interesting feature is that the configuration file includes rules for taking screenshots which
contain not only names of banks but also of big Russian companies:

dropper_unpscreenshots _txt
ealer.osmp.rux JOO JO0O 10 30
https:/7*ibank=* 300 300 10 30
https:/7*/ibcx* 300 300 10 3@
https: 7% hsi.dll= 300 300 10 30
https . 7*unistream* J00 300 10 30
https i /*yesternunion®* 300 300 10 30
yandex—team.rux* 300 300 30 0
admin.bhalance.vyandex.ru* 300 300 30 90
ilials.payment.ru* 300 300 10 30
https i “connect .raiffeisen.rusrmcs* 300 300 60 70
https:/7*gate.dll=> 300 300 10 30
https :/7ibank.alfabank.ru= 300 300 10 30
http=s:/7online.sherbank.rru PhizIC/privatesaccounts.do 300 300 1@ 30
ealer.apelsintm.ru=* J00 300 10 30
secure .delta—telecom.rux JO0O 300 10 30
service.esgp.netx* J00 300 10 30
https . 7%deltakey.ru=* 300 300 10 30
ealer.creditpilot.rux JOOD 300 10 30
https /7 forvardmnobile .ru=* 300 300 1@ 30
ealer.comepay.rux* JOOD 300 10 30
lient.ekassir.com=* J0O0 300 10 30
pnline.pinpay.rux* JOO 300 10 30
ealer.pinpay.rux* 300 300 10 30
https - 7*novo—plat .rux JOOD 300 10 30
pls.ru* 300 300 10 30
ityps . .pu* 300 300 10 3J0O
ard.russhank.prux* J00 300 10 30
gamoney.ru* JOOD 300 10 30
ealers2 .quickpay.ru=* 300 300 10 30
https: 7*onpay.rux JO0 300 10 30
ealer.x—plat.rux 300 300 10 30
https:/s*freecash_rusCazshSystenx 300 300 10 30
https ts/s*cazshhoxcom.rux 300 300 10 30
spesehnss2* 300 300 10 30
sPS1X% 300 300 10 30
zubhsh._.prux 300 300 10 30

All these features indicate that cybercriminal activity has been growing and evolving with respect to
various payment systems.
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Resources and Further Reading

CARO 2011 presentation: “Cybercrime in Russia: Trends and issues”

Hodprot Report: http://go.eset.com/us/resources/white-papers/Hodprot-Report.pdf

Hodprot: Hot to Bot

Carberp, RDPdoor and Sheldor: http://blog.eset.com/2011/01/14/sheldor-shocked

Rovnix bootkit: http://blog.eset.com/2011/08/23/hasta-la-vista-bootkit-exploiting-the-vbr

Ekoparty 2011 presentation: "Defeating x64: Modern Trends of Kernel-Mode Rootkits"

ESET on SpyEye: http://blog.eset.com/?s=spyeye

Hasta La Vista, Bootkit: Exploiting the VBR

Modern Bootkit Trends: Bypassing Kernel-Mode Signing Policy

Defeating x64: Modern Trends of Kernel-Mode Rootkits

Carberp Evolution: http://blog.eset.com/2011/11/21/evolution-of-win32carberp-going-deeper

Carberp + Black Hole: http://blog.eset.com/2011/12/04/carberp-blackhole-growing-fraud-incidents

www.eset.com


http://go.eset.com/us/resources/white-papers/CARO_2011.pdf
http://go.eset.com/us/resources/white-papers/Hodprot-Report.pdf
http://go.eset.com/us/resources/white-papers/Hodprot-Report.pdf
http://blog.eset.com/2011/01/14/sheldor-shocked
http://blog.eset.com/2011/08/23/hasta-la-vista-bootkit-exploiting-the-vbr
http://go.eset.com/us/resources/white-papers/Ekoparty2011_preso.pdf
http://blog.eset.com/?s=spyeye
http://blog.eset.com/2011/08/23/hasta-la-vista-bootkit-exploiting-the-vbr
http://go.eset.com/us/resources/white-papers/Rodionov-Matrosov.pdf
http://go.eset.com/us/resources/white-papers/Ekoparty2011_preso.pdf
http://blog.eset.com/2011/11/21/evolution-of-win32carberp-going-deeper
http://blog.eset.com/2011/12/04/carberp-blackhole-growing-fraud-incidents

