Defeating x64:
Modern Trends of Kernel-Mode Rootkits

Aleksandr Matrosov

Eugene Rodionov



Who we are?

» Malware researchers at ESET
- rootkits analysis
- development of cleaning tools
- tracking new rootkit techniques
- Investigation of cybercrime groups

http://www.joineset.com/



Agenda

v Evolution of payloads and rootkits
v Bypassing code integrity checks
v Attacking Windows Bootloader

v Modern Bootkit details:
= Win64/Olmarik
= \WIn64/Rovnix

v How to debug bootkit with Bochs emulator

v HiddenFsReader as a forensic tool



Evolution of Rootkits



Evolution of Rootkit Installation
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Evolution of Rootkit Installation

Malicious
Web-site

Exploit
Vulnerability

Bypass
ASLR/DEP

Escape
Sandbox

L

Rootkit

Kernel-Mode

Exploit

Download

Local Privilege

Escalate

A4

> Install Rootkit



Evolution of Rootkit Features
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Evolution of Rootkit Features

/~  Dropper / Rootkit \

bypassing HIPS/AV self-defense
privilege escalation surviving reboot
 IIS————————————
Installing rootkit bypassing signature
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\ injecting payload /

User mode
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Obstacles for 64-bit Rootkits

o Kernel-Mode Code Signing Policy:

v It is “difficult” to load unsigned kernel-mode driver

o Kernel-Mode Patch Protection (Patch Guard):
v SSDT (System Service Dispatch Table)
v IDT (Interrupt Descriptor Table)
v GDT ( Global Descriptor Table)
v MSRs (Model Specific Registers)



Bypassing Code Integrity Checks



Types of Integrity Checks

o PnP Device Installation Signing Requirements

o Kernel-Mode Code Signing Policy

v Enforced on 64-bit version of Windows Vista and later

versions
64-bit Windows Vista and | 32-bit Windows Vista
later and later
Boot-start driver |ZI |zl
Non boot-start PnP driver V] X
Non boot-start, non-PnP V] X
driver

(except stream protected media
drivers)



Subverting KMCSP

o Abusing vulnerable signed legitimate kernel-mode

driver

o Switching off kernel-mode code signing checks by
altering BCD data:

vabusing WinPe Mode
v'disabling signing check
v'enabling test signing

o Patching Bootmgr and OS loader



Bypassing Integrity Checks

L Bypassing Integrity Check Techniques j

4 v
/—[ USER-MODE j j KERNEL-MODE J
;»C TESTSIGNING ON ) (System Boot Modification}
MBR
QCDISABLE INTEGRITY CHECKS) CVIaster Boot RecorD
VBR
(Volume Boot Record)




Attacking Windows Bootloader



Boot Process
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Boot Process of Windows OS

Load MBR

real mode
real mode
Load VBR
real mode/
protected mode
Load ntidr 1
Load kernel
and boot

Boot Process of pre
Windows Vista OS

MBR — Master Boot Record

VBR — Volume Boot Record

start drivers

Load MBR

real mode
real mode
Load VBR
real mode/
protected mode
Load
bootmgr

Boot Process of post
Windows Vista OS

Load
winload.exe or
winresume.exe

real mode/
protected mode

Load kernel
and boot
start drivers




Boot Process with Bootkit Infection

real mode

Load MBR |
load malicious
MBR/VBR

Load VBR ]

real mode

| NT kernel

modifications
Load bootmgr | real mode/
protected mode
load rootkit
driver

Load winload.exe

or winresume.exe real mode/
protected mode

Load kernel and
boot start
drivers




Code Integrity Check

Non boot-start
kernel-mode drivers
| OS kernel
Bootmgr OS loader .
| dependencies

Boot-start
drivers



Evolution of Bootkits
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o Bootkit PoC evolution:
v eEye Bootroot (2005)
v'Vbootkit (2007)
v Vbootkit v2 (2009)
v  Stoned Bootkit (2009)
v Evilcore x64 (2011)
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o Bootkit Threats evolution:
v Win32/Mebroot (2007)
v ' Win32/Mebratix (2008)
v Win32/Mebroot v2 (2009)
v Win64/Olmarik (2010/11)
v ' Win64/Rovnix (2011)



Win64/Olmarik
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Installation on x86 vs. x64



TDL4 Installation on x86

Adjust
fail SelLoadDriver success
privilege
v
Check OS . _ R io_p\{ I:l’tself into
WinXP version ista/Win7 > rintProcessor
director
v
o . Set IMAGE_FILE_DLL
mail fail Exploitation success flag in the PE header
Qstall l MS10-092
. \ 4
Copy itself into . Call '
%TMP% directory AddPrintProvidorwW
API
v )
Create call
e DeletePrintProvidorW
admin privilege API

\ 4

Call
ShellExecute




TDL4 Installation on x64

Prepare hidden FS
image

Write FS image,
patch MBR and Adjust
SE_SHUTDOWN_PRIVILEGE

Exploitation
MS10-092

fail Call
ZwRaiseHardError
to create BSOD

Copy itself into
%TMP% directory

\ 4

Restart
Dropper \ 4
Create
manifest requesting
admin privilege

A

Report to C&C

] *




Boot Configuration Data (BCD)

(=l 0 HKEY_LOCAL_MACHINE

B BCD

i Description

= I Dbjects
- | 40ced4991b-e6h3-4b16-b230-5e0d925 0509}
- | {1afa9cd9-16ab-4a5c-901b-212802da9460]) BCD BCD
- | {46368568-540F-4170-a130-a8477EF 40654} Object1 Object?2
- | {5189b25c-5558-4bF2-brat-269b1 1bd29e2}
- | {6567Fef2-0e15-11e0-a000-chSe17119bbo} I 1
®- | {AEA7FeF3-0e15-1180-a000-chSe17119bbat
#- | {6567Fef4-0e15-1180-a000-ch5e17119bbat BCD BCD BCD
- | {6567FefS-0e15-1180-a000-chSe17119bba} Elementl Element2 Element3
- | {6efbS2bf-1766-41db-a6b3-OeeSeff72hd7}
| {7eaZelac-2e61-4728-53aa3-896d9d049F 0}
- | {7FFE07e0-4395-110b-b0de-080020009a66}
= | {9deasezc-Scdd-4e70-acc1-F32h344d4795) wWindows Boot Manager

----- | Description
= Elements
----- , 11000001 BedLlibraryDevice_ApplicationDevice Inheritable
----- , 12000004 BedLibraryString Description

----- , 12000005 BedLlibranyString_PreferredLocale
----- , 14000006 BedlibraryObjectlist_InheritedObjects BCD Object Application Windows boot
----- | 23000003 BcdBootMgrobject_DefaultObject (T

----- , 23000006 BrdBootkAgrObject_ResumeObject

----- , 24000001 BedBoothderObiectList DisplavOrder

----- , 24000010 BedBoothAgrObjectList_ToolsDisplayOrder
----- , 25000004 BedBoothAgrinteger_Timeout

- | {b2721d73-1db4-4c62-bf 78-c545a850142d}  Windows Memory Tester

Windows boot
manager

Device




BCD Elements determining KMCSP
(before KB2506014)

BcdLibraryBoolean DisablelntegrityCheck disables kernel-mode code integrity
(0x16000020) checks

BcdOSLoaderBoolean WinPEMode Instructs kernel to be loaded in
(0x26000022) preinstallation mode, disabling

kernel-mode code integrity checks
as a byproduct

BcdLibraryBoolean_AllowPrereleaseSignatures enables test signing
(0x16000049)



BCD Elements determining KMCSP

(before KB2506014)

; BYTE _ stdcall BlImgQueryCodeIntegrityBootOptions{BYTE *a2, BYTE =xpOption, BYTE *AllowPreReleaseSign)
_BlImgQueryCodeIntegrityBootOptions@12 proc near

mou edi, edi

push ebp

mou ebp, esp

push ecx

push esi
B( :D ( mov esi, [edz+14h]

lea eax, [ebp+var_1]

push eax

H ush BcdLibraryBoolean DisablelntegrityChecks

BcdLibra hush T 4 - —

call _BlﬂetBuutﬂptiuanuleanE12 H BlﬁetBuutﬂptiunBuulean{x,x,x)
(OX16OO test Pax, eax

jge short loc_A428742

mou [ebp+var_1], @

BcdOSL
(0x2600(

n

loc_428742: ; CODE XREF: BlImgQueryCodelntegrityBootOptions(x,x,x)+1BTj
test byte ptr [edz], % 0
jz short loc_428764

cmp [ebp+var_1], @
jnz short loc_u28764
lea eax, [ebp+var_1]
push eax
. push BcdLibraryBoolean WinPEEnabled
BCdLIbr I]|_|5|] esl
call _BlﬂetBnutﬂptiunBunlean@12 H BlﬂetBuutﬂptiunBuulean{x,x,x)
(OX16OO test eax, eax
jge short loc_428764
mou [ebp+uar_1], @

loc_428764: ; CODE XREF: BlImgQueryCodelntegrityBootOptions(x,x,x)+24T]
; BlImgQueryCodeIntegrityBootOptions(x,x,x)+2AaTj ...
mou eax, [ebp+pOption]
mou cl, [ebp+var_1]
mou [eax]. cl
lea eax, [ebp+var_1]
push eax
push BcdlibraryBoolean_AllowPrereleaseSignatures
push esi

call - BlGetBootOptionBoolean@1? ; BlGetBootOptionBoolean(x,®,%x)



Abusing Win PE mode: TDL4 modules

mbr (infected) infected MBR loads |dr16 module and restores original
MBR in memory

ldr16 hooks 13h interrupt to disable KMCSP and substitute
kdcom.dll with 1dr32 or Idr64

|dr32 reads TDL4’s kernel-mode driver from hidden file
system and maps it into kernel-mode address space

|dr64 implementation of I[dr32 module functionality for 64-bit
OS

int 13h — service provided by BIOS to communicate with IDE HDD controller



A

using Win PE mode: Workflow

Infected mbr is
loaded
and executed

“Idr16”
en file s
“Idr16” is

loaded
and executed

Original mbr is
loaded
and executed

Load VBR

VBR is loaded
and executed

Continue kernel
initialization

Load ”drv32”

- or “drv64"
yuggerlniti
substitute
kdcom.dll
with”ldr32”
or “ldr64"

distrort
/MININT option

Substitute
EmsEnabled
option with WinPe

Load bootmgr

Bootmgr is loaded
and executed




Abusing Win PE mode: Workflow

ad infected M Ct')n.tl'nu.e k(:zrnel
. initialization
Infected mbr is

lnaded

Ez Load "drv32”
] or “drv64"

ds:-43Eh, dl ; drive number

5i, s5i

es, 5i

eax, es:[si+hCh]

ds:old_int_13_handler, eax ; store original int 13h handler

ah, : 'H substitute

5i, 552h ; buffer for drive parameters Jﬁ;ﬂgﬁgu

word ptr ds:552h, 1Eh or “Idr6a"

13h ; get drive parameters

di, di

word ptr es:[di+iCh], offset new_int13_handler

word ptr es:[di+4Eh], c©s ; hook int 13h handler distrort

di, 7C88h destination buffer /MININT option

5i, mbr

cx, 4

tdl4_fs_read_file ; restore original mbr

fFar ptr transfer control to the original mbr Substitute
EmsEnabled

Load bootmgr

option with WinPe
read bcd

Bootmgr is loaded
and executed




Abusing Win PE mode: Workflow

Continue kernel
initialization

Infected mbr is
loaded
and executed

Load ”drv32”

a“ 4ll
2d “Idr16” fre or "drvé
den file syst

“ldr16” is
loaded
and executed
substitute
kdcom.dll
ha dler and 0 ntoskrnl.e with”1dr32”
g )y dil,kdcom.d or “ldr64"
store origin Original mbr is 1 dll ant e
loaded = =
and executed
distrort

/MININT option

Load VBR ™\

dword ptr es:[bx], "0861'
short loc_23C
'f dword ptr es:[bx+4], "62@8°

short loc_23C
dword ptr es:[bx], "@862" ; substitute 1606806828 with 260808822
dword ptr es:[bx+4], "22@8°

Load bootmgr




Infected mbr is
loaded
and executed

“Idr16” fi
en file sy:

“ldr16” is
loaded
and executed

Original mbr is
loaded
and executed

andler an
tore origi

Load VBR
VBR is loaded
and executed

Load bootmgr

Bootmgr is loaded
and executed

Abusing Win PE mode: Workflow

Continue kernel
initialization

Load ”drv32”

- or “drve4"
buggerlnitia
substitute
kdcom.dll
with”ldr32”
or “ldr64"

cmp dword ptr es:[bx],
jnz short loc_26C
mov dword ptr es:[bx],

Substitute
EmsEnabled
option with WinPe



Abusing Win PE mode: Workflow

Continue kernel
initialization

Infected mbr is
loaded
and executed

Load ”drv32”
or “drv6e4"

ad “Idr16” fre
den file syst

“Idr16” is

word ptr es:[bx], SA4Dh ; check M2 Signature
loc_28E

di, es:[bx+3Ch] ; check PE signature

word ptr ES:[hx+di], 455 8h

loc_28E

word ptr es:[bx+di+18h], : check subsystem
short loc_13C ; this is x64 system

dword ptr es:[bx+di+ 1- ; "' : check size of the export directory
loc_Z28E

5i, ; 1dr3?2

cx, 6 ; this is x86 system

short loc_158

handler and
store origin

Substitute
EmsEnabled
option with WinPe

Load bootmgr

Bootmgr is loaded
and executed




MS Patch (KB2506014)

o BcdOsLoaderBoolean WinPEMode option no longer

Influences kernel-mode code signing policy

o Size of the export directory of kdcom.dll has been

changed



MS Patch (KB2506014)

o BcdOsLoa

Influences

o Size of th

changed

BlImgQueryCodeIntegrityBootOptions proc near

mov
push
sub
mov
mov
mov
lea
mov
mov
call
movzx
xor
cmp
lea
mov
cmovl

mow

mov
mov
call
movzx
cmp
cmovl
mov
mov
add
pop
retn

[rspsarg_s], rox n no longer
rdi

rsp, 28h

r11, [rocx+18h]

rbhx, r8 (:)/

18, rdx

r8, [rsp+28h+arg_A]

edx, BcdLibraryBoolean DisablelInteqrityCheck

rocx, P11l r] k)
BlGetBootOptionBoolean Eis; EBEBr]
r9d, [rsp+28h+arg_A]

edi, edi

eax, edi

r8, [rsp+28h+arg_A]

edx, BcdLibraryBoolean_AllowPrereleaseSignatures

r9d, edl

rcx, rii

[¥sp+28h+arg_A], r9b

[r18], r9D

BlGetBootOptionBoolean

ecx, [rsp+28h+arg_A]

eax, edi

ecy, edi

[rbx], cl

rbx, [rsp+28h+arg_8]

rsp, 28h

rdi

BlImgQueryCodeIntegrityBootOptions endp



MS Patch (KB2506014)

BlImgQueryCodeIntegrityBootOptions proc near

o0 BCdOSL 0ty DN no longer

push rdi

sub rsp, 28h
influences " cy

18, rdx
r8, [rsp+28h+arg_A]
edx, BcdLibraryBoolean DisablelInteqrityCheck

o Size of th GG has been

Crdinal Function Rva | Mame Ordinal | Mame RYA Mame

T Qo001 E3C OOOD1EF A Oaao1Ea&n OOO01EEE

C h a n g e d rmFunctions) | Cwword Word Dwword sZAnsi
o0o0001 nooo1014 aooo 0a00e0sc kdD0Transikion
Oo0o0o0z nooo1014 001 0a0o0a03E kdD3Transition
Oo0o0o0:s Qoooiozo ooz Oa00E0a. kdDebuggerInitialize0
0000004 Qo001 104 o003 oaooenco kdDebuggerInitialize1
00000005 Q0001225 oo+ 0A00&aCs kdReceivePacket
Q0000005 Qo001 005 ao0s O000&0ES kdReservedD
Qoaoooos Q0001155 0008 Oa0oaaFs kdRestore
Q0000003 Qo001 144 ooy Qa00sarFZ kdsave
Qo000 no0o1e0s o0 0a0oe103 kd5SendPacket

add Fsp, 28N
pop rdi

retn
BlImgQueryCodeIntegrityBootOptions endp




Bypassing KMCSP: Another Attempt

Patch Bootmgr and OS loader (winload.exe) to disable
KMCSP:

: mov edi, COBABLZEBNK

mov edi, BABBCL428K



Bypassing KMCSP: Another Attempt

Patch Bootmgr and OS loader (winload.exe) to disable

KMCSP:

; _int32 _ stdcall I_CheckImageHashInCatalog{struct _CRYPTOAPI_BLOB =, unsigned __int8 =xconst )}
?I_CheckImageHashInCatalogB@YAJPEAU_CRYPTOAPI_BLOBEH(EAEEZ proc near
; CODE ¥REF: HinCrypL_CheckImageHash+2cTp
H MinBrpr_EheckImageHaSh+52Tp
; DATA XREF: ...
var_88 dword ptr -88h
var_gsa quord ptr -88h
var_78 byte ptr -78&h
var_»68 dword ptr -68h
var_28 dword ptr -28h
Source? quord ptr -28h
var_18 byte ptr -18h
arg_a dword ptr 8
arg_g8 quword ptr 16h
arg_1a quword ptr 18h

mou [¥sp+arg_8], rbx
mou [vsptarg_18], rbp
push rsi
push rdi
push r12
98 86 68 68 sub rsp, 28h
mou ebx, [rcx]
a8 mou rbhp, [rocx+8]
mou r12, rdx=
test ebx, ebx
moy edi, BCOBBB428h ; STATUS_IHUALID_IMAGE_HASH




Bypassing KMCSP: Result

Bootmgr fails to verify OS loader’s integrity

# Startup Repair 5'

Your computer was unable to start
Startup Repair is checking your system for problems...

If problems are found, Startup Repair will fix them automatically. Your computer might restart
several imes during this process.

Mo changes will be made to your personal files or information. This might take several minutes.

Atternpting repairs...

< Back: Mexh = | Cancel




Bypassing KMCSP: Result

Bootmgr fails to verify OS loader’s integrity

A, ;_r"rlh'ln—'m has been detected and windows has been shut down fo prevent damage
L0 yOUr computer.

PAaSE_FAULT _IM_RMOMPAGED_AREA

IT this 1s the first time wou' we ‘EEI this stop error screen,
restart your computer. I 15 5¢ 1 appears again, Tollow
chese steps:

e

“heck to make sure angmandg e-.nir" v 1' mC & emiocr 1y installed.
I1' this 15 a new inst 1" ‘ ur bar Iw ‘nr‘Eﬂ'wir" manufacturer

For any windows Ide:ﬁIVIJ@H’ Iln—'U -U I

If problems continue, disable ar remove any rumn'l}-' installed hardware
or software. E"I_:llil-li- I8 @Oy 0P s -"-"|r||:1 or Sf'l‘rirl"n"
If oLl need to Us 5, T Ilrm:ll-ll—'

WwOUP Computer, p R - A el S

select safe Mode. u

echnical information:

WHN STOP




TDL4 Hidden File Systems



TDL’s Hidden Storage

o Reserve space in the end of the hard drive (not visible

at file system level analysis)
o Encrypted contents (stream cipher: RC4, XOR-inQ)
o Implemented as a hidden volume in the system

o Can be accessed by standard APIs (CreateFile,

ReadFile, WriteFile, SetFilePointer, CloseHandle)



TDL4 File System Layout

One One
Variable length Not more than 8 Mb
IsectorI Isector

Disk partitions

Growth direction
typedef struct TDL4 FS_ROOT DIRECTORY <

{

// Signature of the block
// DC - root directory
WORD Signature;
// set to zero
DWORD Reserved;
// Array of entries corresponding to files in FS
TDLA_FS_FILE_ENTRY FileTable[15];
}TDLA FS_ROOT_DIRECTORY, *PTDLA_FS ROOT DIRECTORY;

typedef struct TDL4 FS FILE_ENTRY
{
// File name - null terminated string
char FileName[16];
// Offset from beginning of the file system to file
DWORD FileBlockOffset;
// Reserved
DWORD dwFileSize;
// Time and Date of file creation
FILETIME CreateTime;
}TDL4_FS_FILE_ENTRY, *PTDL4_FS_FILE_ENTRY;



Debugging Bootkit with WinDbg



WinDbg and kdcom.dll

NTOSKRNL KDCOM.DLL
KdDebuggerinitialize

RETURN_STATUS
Data packet

l\\\ \ _ i/ﬁ !m b)gJ

KdSendPacket

RETURN_CONTROL

Data Packet
KdReceivePacket

KD_RECV_CODE_OK



TDL4 and kdcom.dll

original routine
: __stdcall Hdﬂehuggeélnitialize1(x]
public _KdDebuggerInitialize1@y
_KdDebuggerInitialize1®@4 proc near : DATA XREF: .edata:off_88811328)o0

call _KdCompInitialize1®8 ; KdCompInitialize1{)

Xor eax, eax
retn b
_KdDebuggerInitialize1@4 endp

modified routine

public KdDebuggerInitialized
KdDebuggerInitialize1 proc near ; DATA XREF: .text:off_1886816858To
push offset MotifyRoutine ; MotifyRoutine
call
retn 4
KdDebuggerInitialize1 endp

; void __stdcall MNotifyRoutine{HAMDLE, HAMDLE, BOOLEAN)
HotifyRoutine  proc near ; DATA XREF: CallbackRoutine+1CETo
; KdDebuggerInitializeijo

cmp dword_186817F0, @

jnz short locret_1888179D

push offset DriverEntry

push 5]

call

Xor ecx, ecx

test eax, eax

setns ¢l

mov dword_188817F0, ecx

locret_1888179D: ; CODE XREF: MotifyRoutine+7Tj
retn @ch
HotifyRoutine  endp




TDL4 and kdcom.dll

riginal expoirt talle

Marme

modified expoirt table

Address Crdinal Marre Address Ordinal
=#| KdDOTransition a0010386 1 | KdDOTransition 10001714 1
4| KdD3Transition 20010386 2 4| KdD3Transition 10001724 2
| KdDebuggerInitializen 20010346 3 = KdDebugaerInitializel 10001740 3
EHdDEhuggerHﬂUahzel L E001 040 4 ElDDDl?ﬂE 4
| KdReceivePacket S0010F4C 5 | KdReceivePacket 1000170 2
= KdRestore 20010460 & =¥ KdRestore 100017 CA =
| KdSave A0010456 7 | KdSave 10001784 7
| KdSendPacket a00111Bz2 o = - =

| HallnitSyskemix, ) B0010CES E‘i

HotifyRoutine

locret_10888179D:

HotifyRoutine

proc near

cmp
jnz
push
push
call
x0or
test
setns
mow

; void _ stdcall NotifyRoutine(HANDLE, HANDLE, BOOLEAN)
: DATA XREF: CallbackRoutine+1CETo

; KdDebuggerInitialize1jo
dword_100017F0, 6
short locret 18861790

offset DriverEntry
n

ecx, ecx
eax, eax

cl

dword_1080017F08, ecx

: CODE XREF: NutiFyHuutine+?Tj

BCh




How to Debug TDL4 with WinDbg

o Patch Idrl16 to disable kdcom.dll
substitution

o Reboot the system and attach to it with
WinDbg

o Manually load drv32/drv64

“TDL4 Analysis Paper: a brief introduction and How to Debug It”, Andrea Allievi
http://www.aall86.altervista.org/TDLRootkit/TDL4 _Analysis Paper.pdf



Debugging Bootkits with Bochs

B O O |Locsl Bochs debugge FEF DEY 5 3 00m @ &k
DA View-ETP, General ragsters, Modules, Threads, Hex View-1, Steck view [ | [E] Structures H| Enums
L:] IDA View-EIP g x ﬁ General registers

;0P 7C00h

EAS ABBAAARSS o
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing

EBX
ECY

public start ’
. EDY 0A0GaRsA .

“ Bochs for Windows - Display

I E: w Copy  FPogte shagshot Reset suseenn | Fower
=4 B = § I
4 ~E

Flex86/Bochs UGABios ©.6c 08 Apr 2009
This UGA-UBE Bios is released under the GNU LGPL

BOOT_SECTOR:7CB8

EST 6OBERBOA &
EDI 6ABOF778 «

L | Modules g X
Please vigit : dj

. http:s/bochs.sourceforge.net Path Base Size
. http://wuww, nongnu . orgsvgabios (4 BOCHS_DISKIMAGE_LDR

Bochs UBE Display Adapter enabled

Bochs BIDS - build: 02/
ORevision: 1.257 § SDat
Options: apmbios pcibio

atad master: Gemeric 12
atal master: Gemeric 12 think inside the bochs. 5 hests 5 x

Press F12 for boot menu. Decimal  Hex  State

JJJ' 1 1 Ready

Booting from CD-Rom. ..
CDROM boot failure code : 0003
Boot failed: could not read the boot disk

Booting from Hard Disk...

UNKNOWN 00007C00- B CTRL + 3rd button enables mouse IPS: 4506868 HD:o-M R s

©)] Hex View-1 8 X (0] Stackview 8 X
18000:1FEFFFFA [ 6O B0 00 60 80 00 00 A0 60 6@ A AG 0O 6O 6O
AGA:FODA  60AAAGE2 IUTABLE:AGA2

0860:FODE AA@OAOOR IUTABLE:@dae
UNKNOWN 1FFFFFFO: PHYSMEM:1FEFFFFQ = | [UNENOWN DO00FEDE: debug0O01:F306 b




DEMO

http://www.youtube.com/watch?v=sT6N7Dr-G6s




WIin64/Rovnix



Win64/Rovnix: Installation

Check if
success already
infected

Check OS

——Windows XP. i
Version

Vista/Win7

fail
Check Admin
Privileges

rSuCCGSS

Determine OS
Digit Capacity

A 4

Call ShellExecuteEx
API with “runas”

A 4

Install Corresponding
Kernel-mode Driver

Y

Overwrite Bootstrap v
Code of Active Partition

Self Delete and Exit '«

\ 4

A 4

A

Initiate System Reboot




Win64/Rovnix: Bootkit Overview

real mode
Load MBR
real mode
Load VBR
~
/ \ real mode/
" Load | protected mode
( bootstrap
_ code |
\ / real mode/
~ protected mode
Load
Target of bootmgr
Win64\Rovnix
real mode/
Load protected mode
winload.exe or 1
winresume.exe
Load kernel
and boot

start drivers




NTFS Bootstrap Code

NTFS Boot Sector (Volume Boot Record)




NTFS Bootstrap Code

| typedef struct BOOTSTEAP CODE {

typedef struct BOCTSECTICOR {
BYTE dmp[3]
BEYTE ocemID[E]
BIOS PARAMFETR BLOCE bpb
EXT BIOS PRERMETE BLOCK ebpb
BOOTSTRAP CODE bootstrap:
NTLDR CODE ntldr;

BEYTE code 1[8] <fgocolor=cGreeni;
BYTE IPL[32] <fgocolor=choua>;

BYTE IPL EXT([7] <fgocolor=cYellow>;
BYTE code 2[387] <fgcolor=clGreen>;

EYTE endOfSector[2] <fgcolor=cWhite>;

<fgocolor=cGreen;
<fgocolor=cWhite>;
<fgcolor=cYellow>;
<fgocolor=cPurple>;



Win64/Rovnix: Infected Partition Layout

o Win64/Rovnix overwrites bootstrap code of the
active partition

o The malicious driver is written either:

v before active partition, in case there is enough space
v in the end of the hard drive, otherwise

MBR

VBR

Bootstrap Code

File System Data

MBR

Before Infecting

After Infecting

File System Data

NTFS bootstrap code
(15 sectors)



Win64/Rovnix: Bootkit Detalls

Load MBR Continue kernel
MBR is

loaded
and executed

initialization

Map malicious driver into

kernel-mode address space
Load VBR

VBR is loaded
and executed

Hook
d malicic BlimgAllocatelmageBuffer
Malicious bootstrap
code is
loaded and executed

Bootloader parameters
are read from BCD

andler a
. Read BCD
= Original bootstrap

code is restored

Restore bootmgr,
hook intl handler and

copy itself over IDT
} M
Bootmgr is loaded

and receives control




Win64/Rovnix: Loading Unsigned Driver

o Insert malicious driver in BootDriverList of
KeLoaderBlock structure

o When kernel receives control it calls entry point of
each module in the BootDriverList

S
O,
. %,
%
7.
%
.
S

Malicious
] BootDriverList
Driver

L 4



Win64/Rovnix: Abusing Debugqging Facilities

Win64/Rovnix:

o hooks Int 1h
v tracing
v"handles hardware breakpoints (DR0-DR7)

o overwrites the last half of IDT (Interrupt Descriptor Table)
v is not used by OS

As aresult the malware is able to:
v' set up hooks without patching bootloader components
v’ retain control after switching into protected mode



Win64/Rovnix: Abusing Debugging Facilities

Win64/Rovnix:

o hooks Int 1h

v tracing
v handles hardwzg

o overwrites the I
v'is not used by (

Iqey Joyd

=1

As aresult the me®
v' set up hooks
v’ retain control

-
>

Int Oh Descriptor

Int 2h Descriptor

Descriptor Table)

.omponents

mode
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Olmarik vs Rovnix

Characteristics Win64/Olmarik Win64/Rovnix

Privilege escalation MS10-092 X
Reboot technique ZwRaiseHardError API ExitWindowsEx API
MBR/VBR infection MBR VBR (bootstrap code)

Inserting into boot driver list

Loading driver ZwCreateDriver AP of KeLoaderBlock structure

Kelnitialize Apc/ Kelnitialize Apc/

Payload injection KelnstertQueueApc APIs  KelnstertQueueApc APIs

Kernel-mode hooks,

SEREIEEE MBR monitoring =
Number of modules 10 2
Stability of code EEEE EEE

Threat complexity EEE EEEN



What Facilitates the Attack Vector?

o Untrusted platform problem
v BIOS controls boot process, but who controls it?
v The trust anchor is below point of attack

Point of
Attack

‘ Non boot-start
| kernel-mode drivers
B Pr kernel
A - Bootmgr OS loader 05 ke e.
firmware dependencies
| Boot-start |
GIES




HiddenFsReader as a Forensic Tool



HiddenFsReader as a Forensic Tool

Retrieves content of the malware hidden file system.
Supported malware: TDL3/TDL3+,TDL4,

ZeroAccess (will be added soon)

C:n>Td1FsReader.exe
Contents of TDL file system:
cfg.ini MD5: BS8CBB1BSCA1EBF2F48760F2ERGC482ER
mhr MD5: AF1EC?B2CSCE1D?4D3D?CAIBBEAFA?41
bckfg.tmp MD5: 6ADY6461EEBS?A1D??529B595D3672ED
cmd.dll MD5: 4DADEDGCYEFF?23HD6EAE48BAZAB4FA
ldrie MDS5: 4FB?748189F6688ADATAS1AS?681486FA

1d»32 MD5: CAVBESEA1YFRLIACARIADZFLBARBFY7161
1dr64 MD5: ADEB8?BD564913F113A1C648ASFE622A
dru64 MDG: 8YA462D@34192EDD6AACER 35E?1BY 308
cmdb4.d1]1 MD5: BC3IB?FBREAFD44AD43B76DC12FB445C7

http:lieset.ruftools/TdiFsReader.exe




DEMO

http://www.youtube.com/watch?v=iRpp6vn2DAE




HiddenFsReader (HFR) Architecture

8 2

HiddenFileReader

HiddenFsRecognizer

HiddenFsDecryptor

SelfDefenceDisabler

LowLevelHddReader




Conclusion

v" The bootkit technique allows malware to bypass KMCSP
v Return to old-school techniques of infecting MBR

v Win64/Olmarik (TDL4) is the first widely spread rootkit
targeting Win x64

v Win64/Rovnix relies on debugging facilities of the platform
to subvert KMCSP

v' The only possible way of debugging bootkits is to use
emulators (Bochs, QEMU)

v' The untrusted platform facilitates bootkit techniques

v HiddenFsReader is shared amongst malware researchers
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