
Upgrade your organization’s securityUpgrade your organization’s security

with ESET’s MDR
solutions!



***This is a work of fiction. Unless otherwise indicated, all the names, characters, 
businesses, places, events and incidents in this manga comic are either the product of 
the author's imagination or used in a fictitious manner. 
Any resemblance to actual persons, living or dead, or actual events is purely coincidental.

Multi-layer
auto-lock
system

ELEVATOR

CARD KEY

High-performance
security cameras

24/7Concierge on-site

I hear the security‛s
amazing.

What kind of celebrities
must be living there?

I imagine you‛re 
doing the same
at your place too,
right, Matthews?

W-Well, yeah,
pretty much…

All those different
security measures
must make the folks
living there feel
really safe.

Of
course.

You‛re taking precautions
as thorough as that?

It‛s like
the security measures
at our company.

President of
CN Manufacturing

 Tyler Matthews 

Looks like they‛ve built
a new apartment building.

Yeah, that
high-rise one, 
right?

Welcome
home!

FRONT DESK

SWOOSH

Nice shot!
Huh…?

Haha...

Huh?!

Hahahaha...

President of
B Manufacturing Co., Ltd.

Mr. Smith

President of 
C Industries Inc.
Mr. Young



And I've heard of cases where
companies have said, 
"Improve your security, 
or we'll switch vendors."

We‛re just a small or 
mid-sized company…
No one would really 
target us, right?

We‛re part of
the supply chain,
so we need to take
proper measures
as well.

And not only that,
but your company
could end up losing
its social credibility, too…

The word is that these days, 
attackers often use 
companies like ours as a 
      back door to infiltrate 
　　 our major contractors.

Is our company… …really okay
as it is…?

and your customer
information will
get leaked…

your internal data
will be encrypted…

it’ll take you days
to get up and
running again…

and you'll be
looking at millions
of dollars in
total damages

All it takes is a successful attack…

Customer Info Leak
Sends XX Inc.’s Shares
into a Nosedive

Malware Infection
Puts YY Corp.’s 
Business on Hold

The security is too high
for direct unauthorized 
access, so they can’t
get in.

Large companies
(The real targets)

Customer
information

Business partners
(Weak security)

If businesses in their supply chain are compromised, 
the larger companies can suffer damage as well.

They sneak in
via business partners
with weaker
security.

SWOOSH

SPLISH...

CLANG

BAM!

We can‛t do business
with you, you know?

Whaaat...?!

Ah...
Gah!

Whoa, 
hold on 
there!

Yep,
for sure.

Huh?!

SILENCE

Eeek!



If anything happened,
it could jeopardize
our very survival…

I just make sure everything
has antivirus, 
so we should be fine, 
right?

And besides, 
implementing advanced 
security measures 
gets expensive...

Plus, it‛ll mean
hiring more 
staff as well…

I want us to take
more thorough 
measures.

O-
Okay…

But even so…
I'm one person, 
not a full-time 
security team...

I can't do much more than 
I already am...

Wanting top-notch security 
is fine and all, but telling 
the only IT Security Manager 
to figure it out....

Let's see what 
people say online. 

Information Systems
Department

Our current security
measures
might be putting us
in danger!!

I don’t care
about all the
little details!

Just get it 
done,
pronto!

FLARE

SLAM

CLICKETY-

　CLACK

CLICKETY-

　CLACK

CLICKETY-

　CLACK

I‛m home!

Haaah...

Haaah...

SIGH

Information
Security Manager

at CN Manufacturing
 Jason Bennett



Wow!!!
You bet!!

If you don’t mind,
could you give me some more details?

I'm an ESET Sales Representative.

Moffmaff

…Looks like
everyone‛s doing it
pretty thoroughly…

ESET, huh…?

Does anyone 
know about advanced 
cybersecurity solutions? 
Please help!

We use
a security product
called ESET
for that.

We use a product
from XX Corp.,
and outsource
the monitoring and 
operation.

ShootingStar☆B

ShootingStar☆B

Crossbar

Mametaro

POP

POP

POP

TAPPITY-TAP

TAPPITY-TAP

Cybersecurity message board.
Chat with fellow 
cybersecurity peers!



Please do!!

J-Just as I
thought…!

As much 
as that?!

Please
don‛t worry.

Let me show you the 
latest in cybersecurity!

Excuse me,
Ms. Moffmaff…?

So, the only thing you 
have installed is 
basic antivirus software

Cyber risks are getting
more and more serious
year by year.

…Millions of 
dollars in many cases.

Ransomware attacks 
are continuously on the rise, 
and investigation and 
restoration are getting 
more and more expensive.

That won't be enough 
to stop a serious breach.

My real name is 
Sarah Ward

I'm an ESET
Sales Representative.

Moffmaff is 
just a username…

A few days later...

Nice to
meet you!

Hmmm…

But!

ConferenceRoom



Attackers exploit
security gaps and 
vulnerabilities*...

I‛ve been very
naive about it…

Right…

to sneak in
past the security
measures.

Since the attackers 
are getting more 
sophisticated…

It‛s absolutely
terrifying…

Criminals
will target you
regardless of your size
or industry you‛re in.

For example,
with supply chain
attacks…

the first thing they go 
for are companies, 
business partners, 
and clients.

Smith was right…

*Vulnerability: A security flaw in software arising from program defects, system errors, etc.

it’s important
for the defenders
to up their game, too.

Encrypt and
steal their data,

blackmail them, etc.

Information leaks
Service disruptions

System failuresSpread
malware

(ransomware, etc.).

Upload malware, 
exploit vulnerabilities* and 

misconfigure VPNs, 
user accounts, and other systems

Gain access
using stolen
information.

Steal
confidential
information.

An example
of an

attack method

Companies
Business Partners

Clients

Attackers infiltrate 
companies that do business 
with the original target and 
steal information that can be 
used to against them.

Target
company

WRIGGLE

GULP

CACKLE



Okay…
so now,
let‛s review some
security-related
terminology.

That‛s because even if
malware gets through
your EPP…

Detecting issues via XDR
will enable
"rapid incident response, 
leading to damage 
mitigation"…

and can significantly 
cut the staff-hours
and costs involved!

Are you saying 
we‛ll be fine
even if an attack
does get in?!

XDR continuously 
monitors and 
analyzes behavior 
from endpoints, 
detecting suspicious 
activity that 
EPP may miss.

So effective 
monitoring can 
reduce operational 
overhead and 
cut costs…!

XDR will be able to 
detect it and help 
mitigate the damage.

*1. EPP: Endpoint Protection Platform     *2. XDR: Extended Detection and Response

When it comes to 
post-breach response, 
XDR is an absolute must!

Prevention

Threats

Identify and block
malware proactively

Malware,
attackers, etc.

EPP*1

prevents attacks.
XDR*2

Provides both threat prevention and post-intrusion response.

Detect threats Isolate the affected
devices and 
contain malware.

Investigate the 
cyberattack and the 
extent of the damage.

Remove the malware from the
infected devices and restore 
everything to normal.

Detection Containment Investigation Recovery

As an attack progresses,
the cost of responding to it goes up.

Defense Measures

Before breach = "Prevention" After breach = "Response"

(Example of an attack)

Response cost and
staff-hours

Reconnaissance

Scope out the attack target
in advance.

Weaponization

Create the payloads and malware
to use in the attack.

Delivery

Send targeted
attack emails.

Attack

Execute the exploits via someone
opening the files or URLs attached to the emails.

Installation

Malware installation

C＆C

Remotely control devices
connected to the C&C server.

Execute objectives

Data exfiltration
Erase evidence to 

avoid detection

Hmmm...

GLARE

Even if EPP fails,
XDR detects
threats.

I‛m in!

Busted!

Yes!

I see…

Hey, you!



Also, the information being 
monitored by XDR is logged, 
providing full visibility of 
the attack timeline, 
including historical data.

the security they have
in luxury apartment 
buildings!

This sounds 
very good, 
Boss!

This is…

Now I can really see 
why introducing XDR
is a very good idea!

After all,
since we‛re part of 
the supply chain,
we need to take
proper measures,
as well, right?

So, if that‛s that, 
then let‛s go right
ahead and introdu—

Who‛ll be watching
the surveillance
cameras?

Running a 24-hour
emergency response 
system will be a lot of 
work, too, right…?

I thought as much…
The only way 
we can take
proper measures,
will be to hire
more staff…

In that case,
what I recommend you do…

That‛d be
a huge help…!

But
hold on…

High-performance
security cameras

Hmmm...

Yeah…

Wow!

Oh...
Right, Boss?

Huh?

Concierge and gated entry

CARD
KEY

24/7

Welcome
home!

FRONT DESK



* Managed Detection and Response

handling
the threat monitoring
and response.

I can see that MDR
is the best choice for us…

but what product
should we go for?

I recommend

ESET PROTECT MDR!

Our security engineers
will provide 24/7 support and 
run the XDR on your behalf,

With ESET PROTECT MDR, 
ESET security experts are
available 24/7/365 to 
handle any 
customer inquiries.

That‛s 
absolutely
fantastic!

MDR…
MDR

Managed Security Services:

Wow!

leave it all to us
through our MDR* service.

There‛s a service
like that…?!

By “leave it all to us”…

do you mean
I won‛t need to constantly do
the XDR monitoring
myself?

…is instead of
running it yourselves…

Yes! Whaaat?!

POP



Please
don’t worry
about that.

Presenting thesituation visuallythrough regularreports

We‛ll regularly issue
reports that show
you how the XDR
operations are going.

That‛ll be very
reassuring!

This‛ll let us rest easy
even with someone like me
handling it, and not
a full-time specialist.

But then
again… Won‛t it all end up

costing quite a bit
in the end…?

Our security engineers…
are watching over things constantly.

I see! That‛s really
good to hear!

Hmmm...



ESET PROTECT MDR 
comes in two versions: 
ESET PROTECT MDR and 
ESET PROTECT MDR Ultimate.

So, we can choose the one
that best suits our 
needs! Great!

Given how much
the damage from an
incident would cost you,
and how much trouble 
it‛d be to put together
an operational
system yourselves…

I really don't 
think it's expensive at all.

right away!

Leave
everything to 
us until
remediation
is complete.

We‛ll 
support
you!

I‛m totally
clueless here… Security officer

Operation

We‛ll introduce
ESET PROTECT MDR…

Definitely!!

This’ll be
really
reassuring!!!

Yeah!

■ESET PROTECT MDR Ultimate
If you're looking for a white-glove concierge service
througout all phases, covering everything from
deployment to normal operations to remediation

For customers who want a low fuss, 
cost-effective monitoring solution, 
covering normal operation to initial incident response

Malware Infection
at CN Manufacturing
Leads to Leaks of Customer Info
and Questions About Its
Security Management

■ESET PROTECT MDR



I‛m glad he‛s feeling
safe and sound now!

No Smith
today?

But he said 
they had it covered, 
right?!

Say what?! 

His place got hit
by a ransomware attack,
so golf‛s definitely
off the menu
for him right now.

The security
we‛ve introduced
gives 24-hour support,
though…

Tell me more!!!

Apparently, 
the attack happened
in the middle of the night,
so there was nothing
they could do about it, 
and it caused
a ton of damage.

This isn‛t all
just “somebody
else‛s problem,” 
you know…?

CHIIIRP

  CHIRP

GLARE

CHIRP
   CHIRP SIZZLE

They really did
a number on us...

He was actually in tears, 
poor guy….

Birdwatching…

Of course! I‛ll tell Smith
about it, too!
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