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ESET Breaks Down
Education Breach Trends

D 42%

of breaches were caused by malware, with
ransomware responsible for 30% of them.

36%5

Hacking methods accounted for 36%
of breaches, led by the use of stolen
credentials at 24%.

29%

Errors made up 29% of breaches, primarily
due to misdelivery at 17%.

Social Engineering, one of the top three
attack patterns, accounted for 16% of

breaches—77% of those were phishing and
7% were pretexting.

Source: Verizon: 2025 Data Breach Investigations Report, 2025.




