
Secured email communication  
with cloud-based sandboxing



Protect your users and their email, the most exploited threat vector. ESET 
Mail Security solutions make users’ lives much easier, by preventing spam 
from ever reaching their mailbox. The solution includes cloud sandboxing 
technology, preventing zero-day threats and ransomware. Security 
products are all managed via a cloud-based management console. 

•	 Improved protection against ransomware and zero-day threats via 
cloud-based sandboxing technology.

•	 Protection against disruption caused by email-based attacks and 
malware.

•	 Easily accessible ESET PROTECT console improves the TCO of security 
management.

•	 Single-pane-of-glass remote management for visibility of threats, 
users and quarantined items.

•	 Cloud-Based Console
•	 Mail Security
•	 Cloud Sandbox

All ESET produ cts are managed from a single-pane-of-glass cloud console, ESET PROTECT, 
ensuring a complete overview of your network.



IMPROVED RANSOMWARE PROTECTION AND 
ZERO-DAY ATTACKS SOLUTION WITH CLOUD 
SANDBOXING

ESET Dynamic Threat Defense provides proactive protection 
against zero-day threats, by executing all submitted suspicious 
samples in an isolated and powerful cloud sandbox environment. 
It evaluates their behaviour using threat intelligence feeds, ESET’s    
multiple internal tools for static and dynamic analysis, and 
reputation data.

•	 Behaviour-based detection

•	 Machine learning

•	 Zero-day threats detection

LIMIT THE ORGANISATION’S EXPOSURE TO 
EMAIL-BASED ATTACKS

ESET Mail Security provides an additional layer of defence to 
prevent spam and malware from ever reaching users’ mailboxes. 
The solution uses ESET’s proprietary antispam, anti-phishing and 
host server protection technology, combining machine learning, 
big data and human expertise into one award-winning mail 
security platform.

•	 Robust quarantine management

•	 Multilayered technology filtering spam and malware

•	 Anti-phishing protection

CLOUD-BASED REMOTE MANAGEMENT 
CONSOLE

ESET PROTECT is a cloud-based, multifunctional remote network 
security management tool for ESET business security products 
across all operating systems. It enables one-click security 
deployment and gives you network visibility without the need to 
buy or maintain additional hardware, reducing the total cost of 
ownership.

•	 Setup and deployment within minutes

•	 No need for additional hardware or software 

•	 Single point of network security management

•	 Accessible safely via web browser from anywhere



About ESET
For more than 30 years, ESET® has been developing 
industry-leading IT security software and services, 
delivering instant, comprehensive protection against 
evolving cybersecurity threats for businesses and 
consumers worldwide.

ESET is privately owned. With no debts and no loans, 
we have the freedom to do what needs to be done 
for the ultimate protection of all our customers.

110m+
users 

worldwide
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200+
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ESET IN NUMBERS

ESET AWARDS

ESET achieved the highest final 
score in the latest VBSpam test, 

getting outstanding malware and 
phishing catch rates.

ESET is compliant with  
ISO/IEC 27001:2013, 

an internationally recognised 
security standard in implementing 

and managing information security.

ESET was awarded APPROVED 
status for its endpoint protection 
solution in the AV-Comparatives 

Business Security Test 2020.
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SOME OF OUR CUSTOMERS

ISP security partner  
since 2008, two million 

customer base

protected by ESET  
since 2016, more than  

4,000 mailboxes

protected by ESET  
since 2016, more than  

9,000 endpoints

protected by ESET  
since 2017, more than  

14,000 endpoints


