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1  Chaos na infostealer scéne
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Redline vs. Lumma
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Redline vs. Lumma

2020 2022

Prístupové údaje
2FA rozšírenia

Kryptopeňaženky

Rôzne dáta
Kreditné karty

Kryptopeňaženky
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Prežil RedLine zásah polície?
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Prežil RedLine zásah polície?
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Redline vs. Lumma (global)
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Lumma (global vs. Slovensko)

H2 2024 H1 2025

#7 3.2%
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PowerShell script

FakeCaptcha
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Načíta do pamäti

PowerShell script

PowerShell script

HTA

Stiahne a spustí

Lumma Stealer

Kryptik

FakeCaptcha
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FakeCaptcha (global vs Slovensko)

H2 2024 H1 2025

95k
#3 6.1%

FakeCaptcha
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AgentTesla zosadený starým konkurentom

H1 v H2 2024 
+213%

H1 v H2 2024 
-26%
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AgentTesla zosadený starým konkurentom
19.8%
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1.7%

1.5%

MSIL/Spy.AgentTesla trojan

JS/Spy.Banker trojan

PHP/Webshell backdoor

Win/Formbook trojan

MSIL/Spy.Agent trojan

Win/Rescoms backdoor

ASP/Webshell backdoor

Win/Spy.Grandoreiro trojan

Win/Pterodo backdoor

Win/PSW.Fareit trojan

H1 
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H2 
2024
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Win/Formbook trojan

MSIL/Spy.AgentTesla trojan

JS/Spy.Banker trojan

MSIL/Spy.Agent trojan

PHP/Webshell backdoor

Win/Rescoms backdoor

ASP/Webshell backdoor

Win/Spy.LummaStealer trojan

MSIL/Agent backdoor

Win/PSW.Fareit trojan

AgentTesla zosadený starým konkurentom
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Formbook rastie...opäť raz

H1 2024 v H2 2024 
+213%

H2 2024 v H1 2025*
-49%
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ModiLoader, AceCryptor poštár pre Formbook
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1  Chaos na infostealer scéne
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2  Digitálni lovci pokladov
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$69,000+

2024 ”made crypto great again”

$90,000+
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Kryptostealery všade kam až oko dovidí
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Dramatický nárast macOS kryptostealerov

HoH +127%
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Source: Cyble.com
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Kryptostealery pre Windows

HoH +56%
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Kryptostealery pre Windows

Win/PSW.Agent Win/PSW.Delf
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Kryptostealery pre Android rástli tiež

HoH +20%

HoH +56%
CERBERUS
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2  Digitálni lovci pokladov
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3  Je to appka, stránka alebo nový útok?
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WebAPK

Progressive Web Application Web Android Package Kit
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WebAPK
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WebAPK

APP
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Ako sa šíri táto nová hrozba?
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Prvý report
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3  Je to appka, stránka alebo nový útok? 
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4 Investujte ako slávni a bohatí, skončíte s Nomani
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Miestny jazyk
”Dobré rady” na začiatok
Individuálne poradenstvo
Investičná platforma
Stačí “len” 250€
Obrovský zisk rýchlo
Intenzívne telefonáty
Citové vydieranie
Pozor! Žiadajú vzdialený prístup
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Quantum Bumex
Bit 9.1 Maxair
Immediate 0.1 Alrex
Neoprofit
Immediate 4.1 Daypro
Immediate Imovax 400 
Immediate Peak 
Immediate Altex
Immediate Smarter 
Instant Max AI
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HTML/Nomani detection trend

H2 2024

H1 2025*

+335% 

+11% 
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HTML/Nomani detection trend

H2 2024 H1 2025*
+2155% +3% 
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Čo si všímať?

Nízka kvalita
videa

Zlá audio-video 
synchronizácia

Jazyk a prejav sú
neprirodzené

Vzdialený
prístup

4
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www.eset.com | www.welivesecurity.com | @ESETresearch

Ondrej Kubovič
ESET Špecialista na digitálnu bezpečnosť
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www.eset.com | www.welivesecurity.com | @ESETresearch
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you!
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