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Redline vs. Lumma
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OPERATION MAGNYS

On the 28th of October 2024 the Dutch National Police, working in close cooperation
with the FBI and other partners of the international law enforcement task force Operation
Magnus, disrupted operation of the Redline and META infostealers.

Involved parties will be notified, and legal actions are underway.
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welivesecuritysv k Award-winning news, views, and insight from the ESET security community English A

TIPS & ADVICE ~ BUSINESS SECURITY ~ ESET RESEARCH ~ FEATURED~ TOPICS~ ABOUTUS~ Q

ESET RESEARCH

Life on a crooked RedLine: Analyzing
the infamous infostealer’'s backend

Following the takedown of RedLine Stealer by international authorities, ESET researchers are
publicly releasing their research into the infostealer's backend modules

a Alexandre Coté Cyr

08 Nov 2024 « 24 min. read




Prezil RedLine zasah policie?
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FOR THE HOME ~ FOR COMPANIES ~ FOR IT PARTNERS DOWNLOAD TO » THE EXISTING CUSTOMER?

ESET Online Scanner for
Redline and META

This page is also available in English

It is important to note that our regular ESET solutions already detect forms these or malware.

ESET Online Scanner for Redline and System requirements
META

Supported operating systems :

Microsoft Windows 11/10/8.1/8/7

ONE-TIME SCAN MacOS, Android and I0OS are not supported
Required disk space

350MB (minimum), 400MB (optimum)
The Required Memory:
500MB of 50
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Redline vs. Lumma (global)
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Lumma (global vs. Slovensko)

H22024 H1 2025
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1eCAPTCHA Verification

Y

reCAPTCHA v2

~ I'm not a robot

FakeCaptcha
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Verification Steps

FakeCaptcha
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Stiahne a spusti
PowerShell script
c&cC

Kradez dat

g PowerShell script

Nacita do pamati

FakeCaptcha
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FakeCaptcha (global vs Slovensko)

? H2 2024 H1 2025
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AgentTesla zosadeny starym konkurentom

H1vH22024
-26%

FORMBOOK

H1vH22024
+213%
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AgentTesla zosadeny starym konkurentom

MSIL/Spy.AgentTesla trojan | 10 8%

JS/Spy.Banker trojan 13.0%
PHP/Webshell backdoor 7.0%
Win/Formbook trojan 5.5%
FORMBOOK
MSIL/Spy.Agent trojan 3.2%
Win/Rescoms backdoor 2.6%
ASP/Webshell backdoor 2.4%
Win/Spy.Grandoreiro trojan 1.8%
Win/Pterodo backdoor 1.7% H 1
Win/PSW.Fareit trojan 11595

2024
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AgentTesla zosadeny starym konkurentom

Win/Formbook trojan 15.4%

MSIL/Spy.AgentTesla trojan | 13.1%

JS/Spy.Banker trojan 12.7%

MSIL/Spy.Agent trojan 8.9%

PHP/Webshell backdoor 6.0%
Win/Rescoms backdoor 2.3%
ASP/Webshell backdoor 1.9%

Win/Spy.LummaStealer trojan - 1.9%

MSIL/Agent backdoor 1.7%

Win/PSW.Fareit trojan 1.6% 2 O 2 1
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Formbook rastie...opat raz

H1 2024 v H2 2024
+213%

FORMBOOK

H2 2024 v H1 2025*
-49%
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ModiLoader, AceCryptor postar pre Formbook
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1 Chaos na infostealer scéne

2 Digitalni lovci pokladov

3 Je to appka, stranka alebo novy utok?

skoncite s Nomani
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2024 "made crypto great again”
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Kryptostealery vSade kam az oko dovidi

macOS

== Windows

Android 4amk



INTERNAL

Dramaticky narast macOS kryptostealerov

macOS @E ﬂ

HoH +127% \
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ATOMIC MACOS STEALER
i

SYSTEM

- Keychain (Export all passwords from apple keychain)
- Systeminfo (Full information about system)

- FileGrabber (Desktop, Documents)

- MacOS Password

£y
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BROWSERS
- Chrome (Autofills, Passwords, Cookies, Wallets, Cards)
- Firefox (Autofills, Cockies)

- Brave (Cookies,Passwords Autofills, Wallets, Cards)

- Edge (Cookies,Passwords,Autofills, Wallets, Cards)

- Vivaldi (Cookies,Passwords,Autofills, Wallets, Cards)
- Yandex (Cookies Autofills, Wallets, Cards)

- Opera (Cookies,Passwords Autofills Wallets,Cards)

- OperaGX (Cookies,Passwords,Autofills Wallets,Cards)

‘ “‘

»*

WALLETS + PLUGINS
- Electrum
- Binance
- Exodus
- Atomic
- Coinomi
- Over 60 plug-ins like MetaMask Phantom and others

a i ‘

EEATURES
- Web-Panel

- Brute MetaMask (Seed/Private Key)
- Crypto-Checker

- Beautiful dmg-installer

- Logs in telegram(logs + notification)

Current price: 1000$/month

Source: Cyble.com
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Kryptostealery pre Windows

HoH +56%
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Kryptostealery pre Windows

e Windows
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Kryptostealery pre Android rastli tiez

Android 4mh

HoH +20%
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2 Digitalni lovci pokladov

3 Je to appka, stranka alebo novy utok?

4 Investujte ako slavni a bohati, skoncite s Nomani
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WebAPK

Progressive Web Application Web Android Package Kit
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Flipkart ® Login &

©Q Location not set Select delivery location >

Q Search for Products
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Grocery Fashion Mobiles Beauty Gadgets
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W Storage beds Spl. Price ¥799

Domestic flights From ¥9,999 Deal of the Day
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Chrome CSOBS..



Automated call

SMS

0
%

Malicious advertising

Ako sa Siri tato nova hrozba?

[
[
[
[
= sends URL —>

Victim

— openslink — —_—

Malicious website
asking to install app

INTERNAL

installs — — opens —>

PWA installed and
added to Home screen

Banking
phishing page



11:26 2 Wil B & ) 2 play-secure.pro -+ : INTERNAL
V Utery 12. brezna od 23:59 aplikace
)B Smart bude nedostupnd. Pokud ji (O 2 georgebankczonline + (@ :

jesté neprovedete aktualizaci, udélejte to ' Google Play Q @
V dtery 21. listopadu od 23:59 budou nedostupné
aplikace George a George Kli¢. Nahradi je nase nova

aplikace George ID. Pokud ji jesté nemate stazenou,

li udélejte to praveé ted! } ’
Altunizove: ﬁ\aﬁ CSOB Smart novy
L3

Ceskoslovenska obchodni banka, a.s.

nyni!

CESKAS
spofitelna

4.8 star 100 tis.+ Q

3 tis. recenzi Stazeni Everyone

Je potreba aktualizace

aplikace CSOB Smart :

Velikost: 32 MB aplikace ,George Cesko"

Verze aplikace je zastarala a brzy prestane Velikost: 46 MB
fungovat! Pro pokracovani v pouzivani CSOB
Smart doporucujeme nainstalovat nejnovéjsi
verzi aplikace.

B> Google Play AKTUALIZOVAT

pfimo z aplikdce George ID.

B

Verze aplikace je zastarald a brzy prestane
fungovat! Pro pokracovani v pouzivani
.George" doporucujeme nainstalovat
nejnovejsi verzi aplikace.

Informace o aplikaci -

Véechny vyhody CSOB Smart nyni v nove aplikaci "CSOB
Smart novy"

J Otevieno online jisté i
(24) Zjistete vice Vyuzivejte prvni nové funkce a ucastnéte se novych akci

pouze v aplikaci CSOB Smart novy!

Pomozte nam otestovat nové funkce aplikace a ziskejte za to

r@ Mobilni aplikace a Kate
4 @ |




Prvy report
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3 Je to appka, stranka alebo novy utok?

4 Investujte ako slavni a bohati, skoncite s Nomani
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SME Spravy ~ Sluiby v Noviny nawebe [fj) Last Minute Dovolenka Letné olympijské hry 2024 Viac [ Postsk ) R Prihlasenie

SMESK ¢ 27 °C SMEMINUTA DOMOV REGIONY INDEX SVET 8PORT KOMENTARE KULTURA VIDEO AUTO TECH ZENA ZORAVIE BLOG = MENU Q

Najnovsie &léanky | Olympijské hry Pariz 2024 | Closer | Sprava o stave krajiny | Podcasty | Vojna Ukrajina Rusko | Ekonomika | Dobré rano | Volby v USA | Newsletter

Danové prijmy obyvatel'ov Slovenska na zaklade
nariadenia Ladislava Kamenického

Pred 39 minGtami

Andrea Pollakova , digitalna producentka/reportérka
andrea. pollakova@freemail.sk




Ladislav Kamenicky minister financii Sloven:
acne, zdoraznil Minister financii.
ym sme sa ho opytali, ako moze kazdy, kto Zije v Slovensku, ziskat socidlne davky

akujem, Ze ste prisli, pAn Minister financii Ladislav Kamenicky. A Ze vetci ob¢ania budi oficidlne dostavat az 2500 eur mesacne. Ako to funguje?"”

Ladislav Kamenicky: "Zdravim. Od prvého diia, ked' som sa stal ministrom financii, som chcel zlepsit daniovy systém. Samozrejme, nezbavime sa dani Gplne, ale

i obyvatelia budi mat moznost at' z nich dividendy. Odteraz budi peniaze datiovych poplatnikov pracovat v prospech nasich ob¢anov a kazdy sa bude mé

sam rozhodnt, ako ich pouzije."

Jozef Hiibel: "Mam tomu rozumief tak, ze ide v $kodnenie od §

Ladislav Kamenicky: "Presne tak. Predpokladali sme platby az do vy$ky 2500 eur na osobu mesa¢ne. Pre niektorych I'udi to bude mala s
vykompenzuje ich dane a este viac."

Jozef Hiibel: "Odkial §tat berie peniaze na takéto odskodneni

adislav Kamenicky: "Ked'sa peniaze danovych poplatnikov dostavaji do rozpo¢tu krajiny, ¢ast z nich sa vynakladé na $tatne potreby: platenie socidlnych




Jozef Hiibel: "Doslova som zarobil 14 eur za 20 minnt bez toho, ab
to isté?",

Ladislav Kameni { divéaci! Ako vasmu ministr
nasom projekte Nearest Edge . Staci, ak zanechite svoje telefonne ¢islo a kontaktné tidaje, aby
preto 0 v §tdtnom program obmedzené. Potom

nim programu a aby ste mohli za¢at' zaribat, budete mus
vyske 250 eur. To vam umozni vdaka datiovej reforme zarobit az 2500 eur mesacéne".

AKO ZACAT ZARABAT S NEAREST EDG

[ » oficidlnu webovi strinku Nearest Edge a vypliite registraény fe

[ Po a pomébze vim nastavit iéet cez telefon.

opliite si zostat ou sumou od 250 EUR.

moZzete vybrat na 'ubovol'ni kartu alebo si ich ponechat na iéte a zarobit este viac.

Dolezité informécie: podla ministra financii Ladislava Kamenického zostava na nastupisti priblizne 800 miest. Aj ked' ste sa este nerozhod

de al mesaéni kompenziciu vo viske 2500 eur, dérazne vim odportcame vyplnit registraény formular a re

NAVSTIVTE OFICIALNU
STRANKU

mentire

om vytiahol telefon z vrecka. Neuveritelné! Mézete nasim divikom povedat, ako mézu zarobit

i financii mi zaleZi ne is vietkych. Preto ak nis dnes sledujete alebo ¢itate, zaregi
am manaZér mohol zavolat spit. A nezabudnite zdvihnut telefon,

' vykonat prvy vklad vo

cheete od vlady




@ Nearestidge

O Kontakt Prihl@senie

Nearest Edge

Odomknite tajomstva krypto vitazstva pomocou
pokrocilych investiénych technik!

Udrzat si naskok v rychlom svete obchodovania s kryptomenami si
vyzaduje hiboké pochopenie sofistikovanych investiénych metod. Bohuzial,
mnohym investorom sa nedari rozvijat tieto kl'Géové kompetencie. V
Nearest Edge vypifiame tlGto medzeru vo vedomostiach poskytovanim
prvotriedneho vzdelavacieho obsahu. Prostrednictvom nasej platformy tiez
poskytujeme pristup k mnozstvu vybranych nastrojov tretich stran, éim
rozsirujeme vyskumni zdatnost obchodnikov s digitainymi menami.

Create an account

First name
Last name
Email
mm +421 ¥ | Telephone, e.g. 0912 123 456

LEARN MORE

* By submiting you confirm that you've read and accepted the privacy policy and terms of
** By submitting this form, | agree to marketing material by email, SMS and

*** All Trading carries risk.
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Miestny jazyk
”Dobré rady” na zaci:

Individualne porade
Investicna platforma
Staci “len” 250€
Obrovsky zisk rychlo
Intenzivne telefonaty
Citoveé vydieranie
Pozor! Ziadaju vzdiale







Quantum Bumex
Bit 9.1 Maxair

Immediate 0.1 A
Neoprofit

Immediate 4.1 D
Immediate Imovz
Immediate Peak
Immediate Altex
Immediate Smar




BTC/USD $101,025.90 ETH/USD $3,519.11 |0 6 USDT/USD $1.03 SOL/USD $261.96 0.54% BNB/USD $683.00

COIN INSIDER

COIN NEWS GUIDES EXCHANGES ¥ COINS ~

Home > Reviews > Nearest Edge Review 2024: Is It Legit Or A Scam?

Nearest Edge Review 2024: Is It Legit Or A Scam?

NN | 95%
Coin Insider | Oct 24, 2024

+ Licensed CySec Brokers Sign Up Process & -

Getting Started

Ratin
¥ 24/5 Broker Support Deposits & Withdrawals 9

95/1 00 + Full User Risk Control Tools Ways To Trade & Assets T ¢

= Requires Quick Phone Call To Verify Security And Regulation

Account Customer Support 9 50/0

Excellent
TESTED & VERIFIED

Verdict:

Following comprehensive research conducted for Coin Insider, my findings substantiate Nearest Edge as a credible automated Try Nearest Edge

trading solution. The platform demonstrates remarkable utility for market participants across all expertise levels seeking to amplify

their trading performance. FREE ACCOUNT
MANAGER
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20 Avg, 16:00 21 Aug, 17:00 22 Aug, 18:00 26 Aug, 10:00 27 Aug, 31:00 28 Aug, 12:00 29 Aug, 13:00 30 Aug, 14:00

Equity Free margin Used margin Open P/L Balance Margin level Credit
€0.00 €0.00 €0.00 €0.00 €0.00 s €0.00




HTML/Nomani detection trend

H2 2024
H1 2025*
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HTML/Nomani detection trend

H2 2024 ? H1 2025*
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