AKO RIESENIA ESET POMAHAJU
ORGANIZACIAM SPLNAT POZIADAVKY
LEGISLATIVY

y 4

Julius Selecky, Senior Technical Pre-Sales Representative, ESET

gir%::;arfsesc.ulgiﬁgtected. ¢ SMEKONFERENCIE



Julius Selecky

Senior Technical Pre-Sales Representative

julius.selecky@eset.com




ESET PROTECT
Ecosystem

ESET Cybersecurity

Awareness Training

8. Response Defense

Al Advisor
ESET
PROTECT Hub ESET Inspect

Detectlon _Z:, Advanced Threat

O

Cloud App
Protection

X<

Mail Server
Security

ESET LiveGuard
Advanced
Reseller
MSP
Customer PROTECT PLATEORN
L N | - L™ A T W

Unified cybersecurity XDR

Powered by ESET LiveSensed

)‘3[ Integrations
13[ & Plugins

ESET
;%’ Services

79 Threat
¥ Intelligence

ESET Premium Support

Detection & Response
APT Reports

9,

Mobile Threat
BEEINE

Multi-Factor
Authentication

SharePoint
Security

Server Security

X

Vulnerability &
Patch
Management

5

Modern
Endpoint
Protection

&

Encryption




ESET LiveSense"?

Na nasledujucom obrazku su zobr\é‘ze\r]é niektoré z kl'ucovych

technologii spolocnosti ESET. Je uvedené, kedy a kde priblizne
moéZzu detekovat a/alebo blokovat hrozbu pogas jej Zivotného

cyklu v systéme.

.

/
r 4

Reputation
and cache

Network Attack
Protection

UEFI Scanner

Advanced Machine

) Ransomware Shield
Learning

Script Scanner
& AMSI

Brute-Force Attack

) e )
Protection LiveGrid® Protection

Advanced Memory
Scanner

Device Control Secure Browser

Botnet Protection

DNA Detections Exploit Blocker

Deep Behavioral

In-Product Sandbox Inspection




PROTECT

MDR
XDR

MODERNA OCHRANA KONCOVYCH BODOV

KONZOLA PRE SPRAVU

OCHRANA PRED MOBILNYMI HROZBAMI

POKROCILA OCHRANA PRED HROZBAMI (CLOUD SANDBOX)
SIFROVANIE CELEHO DISKU

CLOUD OFFICE SECURITY + MAIL (M365, GOOGLE WORKSPACE)
VULNERABILITY & PATCH MANAGEMENT
DVOJFAKTOROVA AUTENTIFIKACIA (2FA)

PREMIUM SUPPORT

Al ADVISOR (Al ASISTENT KYBERNETICKE)J BEZPEENOSTI)
SKOLENIA KYBERNETICKEJ BEZPECNOSTI

INFORMACIE O HROZBACH (THREAT INTELLIGENCE FEEDS)

ﬂ doplnok



Proces viacvrstvovej ochrany

Lokalne zalohovanie Detekcia
Zastavenie / Blokovanie Zmena spustitelnych Ransomware -
/ Prerusenie suborov zastavenie Obnovenie suborov
® ® ® @
Pred spustenim Spustenie Ransomware Vratenie

Shield suboru



INTERNAL

Ransomware Remediation
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Bezpecnostné opatrenia § 20 ZoKB

2) Bezpecnostné opatrenia zahfnaju oblasti aspon pre
b) spravu zranitelnosti, VULNERABILITY & PATCH MANAGEMENT

c) spravu aktiv a riadenie kybernetickych hrozieb a rizik

. . . _ ESET konzultacné sluzby
kybernetickej a informacnej bezpecnosti,

d) riadenie udalosti a kybernetickych bezpecnostnych incidentoy, INSPECT QET MDR
h) kryptografické opatrenia a zasady pouzivania kryptografie, FULL DISK ENCRYPTION

i) bezpecnost a spdsobilosti fludskych zdrojov, Skolenia kybernetickej bezpeénosti

j) sprava identit a pristupoy, @er SECURE AUTHENTICATION

k) bezpecnost pri prevadzke informacnych systémov a sieti, INSPECT QET MDR

) ochranu proti skodlivéemu kodu a neziaducemu obsahu, ENDPOINT SECURITY

m) systémovu, sietovl a komunikacnu bezpecénost, PROTECT INSPECT

n) monitorovanie, zaznamenavanie a hlasenie udalosti, INSPECT @e'r MDR



PROTECT

MDR
XDR

MODERNA OCHRANA KONCOVYCH BODOV

KONZOLA PRE SPRAVU

OCHRANA PRED MOBILNYMI HROZBAMI

POKROCILA OCHRANA PRED HROZBAMI (CLOUD SANDBOX)
SIFROVANIE CELEHO DISKU

CLOUD OFFICE SECURITY (M365, GOOGLE WORKSPACE)
VULNERABILITY & PATCH MANAGEMENT
DVOJFAKTOROVA AUTENTIFIKACIA (2FA)

PREMIUM SUPPORT

Al ADVISOR (Al ASISTENT KYBERNETICKE)J BEZPEENOSTI)
SKOLENIA KYBERNETICKEJ BEZPECNOSTI

INFORMACIE O HROZBACH (THREAT INTELLIGENCE FEEDS)

ﬂ doplnok



‘es[21) LIVEGUARD ADVANCED

Proaktivna ochrana pred doposial neznamymi
a zero-day hrozbami
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D Subor \/I\/I Sandbox
irobnost nith «

Nazov suboru I--H2Wi Nadradeny
prikazovy riadok
SHA-1
Cesta
SHA-256 252CA. BI - AQ: ; k nadradenému
14 suboru

Kategoria y subor Region

Velkost 1,23 M Cesta k suboru

Analyzovana aktivita

ESET LiveGuard nezachytil ziadne podozrivé spravanie.
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‘es[21) FULL DISK ENCRYPTION

Ochrana udajov pre firmy vsetkych velkosti



(es[Z}) FULL DISK ENCRYPTION

Zabezpecenie na urovni pred spustenim Sprava vsetkych produktov
systému z jednej konzoly

Sifrovanie celého disku Ochrana identity a udajov
Moznost spravy cez ESET PROTECT Ochrana napriec platformami
Vzdialené nastavenie politiky hesiel Nasadenie jednym kliknutim
Moznost vzdialene blokovat a vymazavat Overené riesenie

hesla alebo rusit ich platnost
v spravovanych koncovych zariadeniach



Sprava zranitelnosti

SPRAVA ZRANITELNOSTI A ZAPLAT

éo j e z ra n ite I n O St,? Zapnut spravu zranitelnosti a zaplat

( Slabé miesto informacného aktiva)

Opatrenia:

aktivne sledovanie zranitelnosti
cyklické vyhodnocovanie
automatické aktualizacie

GEleT VVULNERABILITY & PATCH MANAGEMENT
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‘es[:3) VULNERABILITY & PATCH MANAGEMENT

Aktivhe vyhodnocovanie a oprava zranitelnosti vo vsetkych
koncovych zariadeniach

centralna sprava nasadzovania zaplat z konzoly ESET PROTECT Cloud
automatizované kontroly na zaklade prisposobitelnych pravidiel
filtrovanie, zoskupovanie a triedenie zranitel'nosti podla ich zavaznosti
moznost automatickych alebo manualnych oprav

prisposobitelné politiky zaplat
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ESET Security for Microsoft SharePoint Server version
11.1.15001.0 has been released
29. oktébra 2024

ESET Security for Microsoft SharePoint Server version 11.1.15001.0 has been released
and is available for download from the ESET website or upgrade from ESET PROTECT
@ repositories.




—
nllnl

®

RIADIACI PANEL

POCITACE

INCIDENTY

ZRANITELNOSTI

Sprava zaplat
Detekcie

Reporty

Ulohy

Instalatory
Politiky
Oznamenia
Prehlad stavu
Moduly platformy

Viac

Prehlad stavu

=

Odoslat’ spatnu vazbu

(1)

ZBALIT

Riadiaci panel

Incidenty

Pocet zranitelnosti

S vysokym rizikom
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‘es[2l) MAIL SECURITY

Kompletna ochrana postovych serverov



‘es[El) CLOUD OFFICE SECURITY

Ochrana aplikacii Microsoft 365
a Google Workspace



FOR PARTNERS

CLOUD OFFICE SECURITY

Antispam  Multitenancy with access

Anti-malware management

Anti-phishing * Quarantine manager & Email
Clawback

Anti-spoofing

Homoglyph Detection * Policies and automation

Advanced Threat Defense * Deployment in just 5 minutes

Dashboard & Notifications * Protected applications

szT R N

Exchange Online, SharePoint Online, Teams, OneDrive, Gmail, Google Drive



Riadenie pristupov

» Co je to pristup?

* Opatrenia:
 Jednoznacna identifikacia

e Autorizacia len na nevyhnutné
prostriedky IS

* 2FA

EEIeT SECURE AUTHENTICATION



PROTECT

MDR
XDR

MODERNA OCHRANA KONCOVYCH BODOV

KONZOLA PRE SPRAVU

OCHRANA PRED MOBILNYMI HROZBAMI

POKROCILA OCHRANA PRED HROZBAMI (CLOUD SANDBOX)
SIFROVANIE CELEHO DISKU

CLOUD OFFICE SECURITY + MAIL (M365, GOOGLE WORKSPACE)
VULNERABILITY & PATCH MANAGEMENT
DVOJFAKTOROVA AUTENTIFIKACIA (2FA)

PREMIUM SUPPORT

Al ADVISOR (Al ASISTENT KYBERNETICKE)J BEZPEENOSTI)
SKOLENIA KYBERNETICKEJ BEZPECNOSTI

INFORMACIE O HROZBACH (THREAT INTELLIGENCE FEEDS)

ﬂ doplnok



‘es[E}) SECURE AUTHENTICATION

Dvojfaktorova autentifikacia, ktora sa lahko
implementuje a pouziva



‘es[2l) SECURE AUTHENTICATION

61 % unikov udajov zahrnalo prihlasovacie udaje
Pomaha riesit rizika spojené s :

externym pristupom k sieti zvonku
zvysujucim sa poctom sluzieb
zlym zaobchadzanim s heslami

pracou na dialku
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STANDARDNE
HESLO

OTP:

369875

JEDNORAZOVE
HESLO
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PASS
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POCITAC
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INTERNE UDAJE SPOLOCNOSTI
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‘es[2l) SECURE AUTHENTICATION

Priklady pouzitia

Prihlasenie do fyzického lokdlneho pocitaca/virtualneho

pocitaca/na vzdialenu plochu

Prihlasenie do siete VPN

Webmail, CRM a sluzby dostupné cez prehliadac
Prihlasenie do uloziska tretej strany (Dropbox,...)
SAML2 podpora

SDK/AP]



Riadenie udalosti a kyber incidentov

Co a ako riadit?

PROTECT & INSPECT cLoup D

ARD CJAIl > [JlocationBA > [EEIVESNGE

- [> userinit.exe (5008)

Incidenty
BCM

A Blocked by Anti-Phishing blacklist

Detected by ESET Endpoint Security pr C PE: Google Chrome

— [> explorer.exe (5068)

Occurred

[> 7zg.exe (7524)

Accessing process SHA-1 87C41FDID56DB38FBASCI34...

NCIDENTS 3 7zg.exe (2964
D Command Line - 1 Signature type Trusted =] A g.exe ( )

Signer Name gle LLC

A oeecrons
0
s

Seen on
o000 00O

First Seen

platform-channel-handle=
/prefetch:8 Last Executed

Username hb-c-e

User Role

atrenia: . ST

— [> chrome.exe (8092)

Parent Group Location BA
X D R p a t O r m a s comesee Vi

PM
Reputation
? Detections

Popularity

zber a korelacia dat | A
multiplatformovost
framework (MITRE ATT&CK ....

G| COLLAPSE

GEler INSPECT
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XDR?

Asi ide o kyberneticky utok.

Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.

XDR Vam umoznuje odpovedat na tieto otazky



INSPECT

Dobre prisposobitelné riesenie na detekciu
a naslednu reakciu na utoky na koncove zariadenia



Poskytuje vynikajuci prehlad o hrozbach a systeme, umoznuje im
vykonavat rychlu a hlbkovu analyzu pricin vzniku a okamzite reagovat
na incidenty.

Toto riesenie zabezpecuje:

Detekciu pokrocilych pretrvavajucich hrozieb
Zastavenie bezsuborovych utokov
Blokovanie zero-day hrozieb

Ochranu pred ransomvéerom

Zachytenie porusovania firemnych pravidiel



Prehlad o stave koncovych zariadeni

S O A & R

am
il
i
i
i

(A

L
Aktivne Bezsuiborové Hlavna Laterdlny Dotknuté Pouzité
sucasti Gtoky pric€ina pohyb data techniky

Pokrocilda moznost reakcie na vzniknuté hrozby

//|\ -
O o0
e /%
Blokovanie  lzolacia pocitaca  ykonéenie Vylieéenie
spustenia procesu suboru




@ minimalna viditelnost

-

C=

neistota

Bezna viditelnost AV ochrany:




S ESET Inspect
riesenim:

g Outlook opens email

[lxgy MS Excel Attachment
‘ j ACTIVE
{E%::‘ g‘%::‘ Rundll32 executes DLL @ COMPONENTS

ROOT

zvySena viditelnost

dodatocna kontrola

—[x]
gej ;'T"TE:E?(SS ?EE‘ DLL Executed in Memory




PROTECT & INSPECTctoup  ::: ‘

‘ BACK ’ Filecoder activity across multiple endpoints
1 Timeline Relation gra A Detections [f Computers Executables [> Processes

INCIDENTS g

asxizo

WK-Basta-BLKO4.Delygo.
c64 exe (4448)

WK-Basta-BLKO1.Demo.Lan
psexectd exe (T712)

scp.exe (4568)

b.exe {5496)

psexectd exe (7052)

netexe (26205}

WK-Beach-Hgad01.Demo.Lan

" \“\.' !

|

: D ‘
;\ /‘

net.exe (8404)

WK-Basta-BLK02 Demo.Lan b.exe (5432)

whoami.exe (B076)

route.&ye {3868)

scp.exe (5360)

b.efe (4044)

powershell.exe .
netstatexe (4376)

-

svr-ubun-nix07

WK-Basta-BLKO3.Demo.Lan

m
i
1
{

]
)
1
0
)
)
1
m
(
X
I

NCIDENT < ] REMEDIATION ‘ COMN

Filecoder activity across multiple endpoints

Status ® Open

Severity A High

Assignee Michal Jankech

Tags Gartner Scenario 2 || Ransomware Atta...
elect ta

Description

Threat indicators (28)

ARule Domain trust discovery [D1102]

Mitre att&ck™ techniques

A Rule Domain trust enumeration via NLTest/ADFind [C1118]

Mitre att&ck™ techniques

Computers (7)

CJwk-beach-head01.demo.lan

Executables (4)
[>Jpowershell.exe

Processes (19)
> powershell.exe (10188)

[> nitest.exe (7952)




-mgr-test-endpoint-1

What data or information was accessed or exfiltrated?

| Suspected Malware Execution and Botnet Activity on ei-

The data accessed or exfiltrated inclu

was flagged as simila CNOV 1alware but not ‘ Additionally, suspected
botnet activity with the ths me Win32/Bot rotection ted from source |

¢ 0.0.1, mitiat y the { r-t\administrator through

ked d ts unknown reputation and lack of signature.

iest

1496)
What is the reputation of the dropped executable make-nearmiss.exe?

detection_figger.exe (

The dropped executable make-nearmiss.exe has a reputation of “trusted.”

i

T e

memoryscannertestfile.exe

o0 1
el DU

notep
nd the destination 1P 1
botnet activity with the threat name

lIn

ipoint-1
Nstrator
x2 and its reputation?

2

O W

%ecommonprograms%\accessories\notepad.Ink

make-nearmiss.exe (3244)




Monitorovanie, zaznamenavanie a hlasenie udalosti

9o
PO D99 L
<

Kde vie ESET pomoct? //\

MDR (sluzby manazovanej bezpecnosti)

Co obsahuje:

nepretrzité monitorovanie, triedenie a reakcie na hrozby
reakcia na aktivne prebiehajuce kampane utocnikov
kniznica priznakov podozriveho spravania

optimalizacia priznakov podozrivého spravania a vynimiek
expertiza dodavatela

EEleD PROTECTMDR (EEJ€D MDR
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' Ako funguje ESET MDR

Zakaznik

Tyzdenny
a mesacny
report

(es[:1) INSPECT

SIEM | SOAR

2

Neustale zlepSovanie
a automatizacia

Monitorovanie
a vyhladavanie
hrozieb, 24/7 SOC

Rychla reakcia

Priebezné optimalizovanie priznakov
podozrivého spravania a vynimiek

Nepretrzité monitorovanie, vyhladavanie
hrozieb a vytvaranie incidentov s vyuzitim Al

a SIEM pod vedenim expertov bezpecnostného
centra sluzby ESET MDR
2

Upozornenie zakaznikov na incidenty
prostrednictvom oznameni

Promptna reakcia na incidenty a minimalizacia
rizik pomocou technolégie SOAR

\%

Prehlad aktualneho stavu incidentov
na riadiacom paneli ESET MDR




DASHECARD Dashboard

Status Cverview ESET LiveGuard ESET Wulnerability & Patch Management ESET Inspect ESET Cloud Office Security Computers Antivirus detections Firewall detections ESET applications Cloud-bas [»

ncidents 20c : Top incidents awaiting user input zod

Total Incident name Author Creation date Impacted computers Assigned to

o5 4 N 1

Low

Y 0

ncident on computer... Connect Apollo 09/04,/2024, 12:31 PM 1 Connect Apollo

ncident pipeline zod Incident status zcd : Top impacted computers 2oc

Created incidents Computer name Incidents Group name Last seen
@ Open
WE 4 Waiting for user D6 Dol -rs5 1 /All/Companies/Apollo Connect Test  00/29,/2024, 0:53 AM
nput
Closed - 1015 1 fAllfCompanies/Apollo Connect Test  09/27/2024, 8:53 AM
Detections related to incidents
Responded t
sRenEEste miso-windows11 fAllfCompanies/Apolle Connect Test  00/25/2024, 9:53 AM

L]
e .CID:E-:I - Falze

positive

. Closed - True
All detections Casitive
(R E V=

& '1 ?,831 Closed - Canceled

Incident response management : ESET MDR protection

Enablement in
@

& process 7 @ Protected
progress

@ Cleanand block 0 @ Uzzr-managed
Block exscutable 3 Mot monitored

Rermaoval in
progress
Mot yet enabled

Top MITRE ATT&CK™ techniques 20c : Incidents in time

Cantainer fcdministration & High Medium @ Low
Comrnand

(T160%)

Cloud Administration
Command
[T1851)

Command and Scripting
Interpreter
[T105%]




Specifikacie ESET MDR sluzieb

24/7 monitorovanie, vyhladdvanie, triedenie a reakcia na hrozby pod vedenim odbornikov

Tim Global Threat Intelligence

Optimalizacia vzorov spravania a vylucenia

KniZnica vzorcov spravania

Prispdsobené reporty Standard Pokro¢ilé

PrispOsobené vyhladavanie hrozieb

Viditelnhost vektorov utoku

Pomoc pri rieseni digitalnych forenznych incidentov (DFIR)

Dedikovany expert na incidenty

Odborna pomoc pri upozorneniach MDR s vacsim kontextom



V com je MDR vynimocné

20 000x

rychlejsie ako bez
MDR alebo
interného timu SOC

ESET MDR 20 minut

16 hodin
960 minut

R -

278 dni

Without MDR or SOC team

400 320 minuat



ESET MDR v cCislach

250+ zakaznikov
Monitorujeme viac ako 20 000+ stanic

Pocet riesenych True Positive Incidentov: 200+
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