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ESET has been recognized as both       
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2024 MDR Leadership Compass.
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THREAT 
INTELLIGENCE

ESET LiveGrid Cloud Reputation System

Machine Learning Threat Analyses

Adversary Monitoring

SIEM | SOAR

Continuous improvement 
and automation

Monitoring and 
hunting, 24/7 SOC

Rapid response

Continuous adjustment of behavioral patterns 

24/7 monitoring, hunting and incident creation 
using AI and SIEM combined with SOC MDR 

supervision

Alerting customers about incidents via notifications

Quick response to incident/ risk mitigation using 
SOAR technology

Overview of current of incident states in a 
dedicated MDR dashboard

Customer

Weekly and monthly report

How ESET MDR 
works





Initial access

• Valid credentials
• VPNs
• MS SQL servers
• RDPs

• Web shells
• Vulnerabilities



Targeted vulnerabilities

• Edge devices - FWs, VPNs, …
• Microsoft Exchange vulnerability (CVE-2021-

26855)
• Veeam vulnerability (CVE-2023-27532)
• Veritas Backup Exec (CVE-2021-27876, CVE-2021-

27877, CVE-2021-27878)
• FortiClient EMS vulnerability (CVE-2023-48788)



Targeted vulnerabilities



Targeted vulnerabilities



Infostealers | Commodity malware

• PXA Stealer – Python malware
• hxxps[://]tvdseo[.]com
• "Compilazione di video e immagini protetti da 

copyright.exe"
• Credentials from Web Browsers



Credential access

• Web browsers
• Locally stored
• lsass



Credential access

• Parent name: wmiprvse.exe
• /Q /c copy 

"C:\Users\<<redacted>>\AppData\Local\Google\Ch
rome\User Data\Default\Network\Cookies" 
"C:\Windows\Temp\<<epoch time>>“

• /Q /c copy 
"C:\Users\<<redacted>>\AppData\Local\Google\Ch
rome\User Data\Default\Login Data" 
"C:\Windows\Temp\<<epoch time>>"



LOLBins

• Powershell
• RMMs and likes (MeshAgent, …)
• ssh
• PsExec
• RDP
• WMI
• WinRM



HackTools | PUA | PUsA

• Cobalt Strike, Meterpreter, Empire, …
• Impacket
• PowerSploit
• Nirsoft, …
• Process Hacker, Gmer, …



Impacket

• Parent name: wmiprvse.exe
• cmd.exe /Q /c <<command>> \ 1> 

\\127.0.0.1\ADMIN$\__<timestamp value>
2>&1



Impacket

• Parent name: services.exe
• /Q /c echo dir C:\Users\<<redacted>>\.ssh ^> 

\\<<redacted>>\C$\__output 2^>^&1 > 
C:\WINDOWS\afCBqXqx.bat & 
C:\WINDOWS\system32\cmd.exe /Q /c 
C:\WINDOWS\afCBqXqx.bat & del
C:\WINDOWS\afCBqXqx.bat



Defense evasion

• EDR killers
• Loading of drivers
• BYOVD

• EDR silencers



Vulnerable drivers



Still seen in the wild

• USB drive as initial vector
• Cracked software
• Keygens
• Windows activators
• Torrent downloads



APT attack

Unmanaged endpoint

Managed by ESET 
MDR

Managed by ESET 
MDR



APT attack - TTPs

• [T1059] Command and Scripting Interpreter
• [T1053.005] Scheduled Task/Job: Scheduled Task
• [T1021.004] Remote Services: SSH
• [T1560.001] Archive Collected Data: Archive via Utility
• [T1570] Lateral Tool Transfer
• [T1105] Ingress Tool Transfer
• [T1021.006] Remote Services: Windows Remote 

Management



Ďakujem
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