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Kas ir noturiba?

organizacijas spéja ilgtspéjigi uzturet un nodrosinat planotos biznesa
procesus / rezultatus, neskatoties uz notikumiem digitalaja vidg;

spéjas sagatavoties dazadiem satricinajumiem vai katastrofam (all-hazard
approach), pretoties tiem, reagét uz tiem (un ari pielagoties,
transformeéties krizé€) un atguties no tiem;

Nevienu objektu / sistému nav iespéjams aizsargat no dazadu veidu
apdraudejumiem ilglaicigi / visu laiku!

Fokuss uz kritisko pakalpojumu / funkciju nepartrauktibu;
Noturiba ir aktiva riciba adaptacijai un transformacijai;

Noturiba nav konkréta riska noversanas stratégija, drizak integritates
stiprinasana pret daudziem apdraudéjumiem;

NepiecieSams veidot spéjas, kas nav balstitas tikai uz riskiem, bet veidot
ari iekSejas spéjas/rezerves (scenariju pieeja), lai spétu funkcionét
jebkada krize

KIBERNOTURIBA

BCP & SoS



ATO septinas noturibas pamatprasibas
1) valdibas un kritiski svarigu pakalpojumu

nepartrauktibas nodrosinasana;

2) noturiga energoapgade;

3) spéja efektivi risinat nekontrolétas
cilveku parvietosanas problemas;

4) noturigi partikas un tdens resursi;
5) masveida cietuso aprupe;

\g)1 noturigas civilas sakaru sistemas;

noturigas civilas transporta sistemas
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--Kiberdrosibas akts

-NIS 2 direktiva / DORA

-Kritiski svarigu strukturu noturibas
direktiva (CER)

-Digitalo pakalpojumu akts,
-Kiberdiplomatijas riku kopumes,

&) OECD

£ECD ieteikumi

uznémumiem nodroSinat
uzneémejdarbibas nepartrauktibu:
-nodrosinot, ka kritiska
infrastruktura un informacijas
sistémas darbojas ari péc
satricinajuma;

Darbibas noturiba = ka

- Niniste (Niinist6) zinojums un ES
)-\Sagatavoﬁbas stratégija /\

uznémeéjdarbibas veicinatajs

~
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M Noturiba, novérSana un aizsardziba, veidojot Eiropas Savienibai stipru kiberdrosibu (2017)
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* [..] Vienotais kiberdrosibas tirgus:

* ES kiberdrosibas sertifikacijas satvars:

= droSiba kritiskas vai augsta riska limena lietotnés
= kiberdrosiba digitalajos produktos, tiklos, sistemas un pakalpojumos
= integrétas drosibas metozu izmantoSana lietu interneta iericém

* Nozaru kiberdrosibas prasibas (finansu, energétika, transports, veseliba...)

IZAICINAJUMS: visu iniciativu (starptautisko, ES, nacionalo, industrijas) koordinacija / savietojamiba



Darbibas nepartrauktibas planosana
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Kaskadejosie efekti

Major cyberattack on Ukrainian mobile operator Largest cyberattack on Ukraine's
disrupts banking services and air raid sirens state registers: Ministry of Justice
systems shut down

IVAN DIAKONOV — FRIDAY, 20 DECEMBER 2024, 00:46

By Sean Lyngaas, CNN
® 4 minread - Updated 9:36 PM EST, Tue December 12, 2023
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Ukraine has experienced the largest cyberattack on government registries in

recent times. The operation of key Ministry of Justice systems has been
temporarily suspended as a result of the attack conducted by Russian hackers.

The hackers claimed to have destroyed all data they gained access to,
including backup copies stored on servers in Poland.
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Apdraudejums

* levainojamibas (Attack Surfaces) eksponenciali pieaug;

* graujoso tehnologiju (generativa maksliga intelekta, kvantu tehnologiju)
nekontroléta izplatiba;

» piegazu kéZu drosiba / noturiba

* aktoru skaits turpina pieaugt

* kibernoziegumi ka pakalpojums (Cybercrime as a Service )

= Graujoso tehnologiju nekontroléta izplatiba

= Daudz standartu (t.sk. nesavienojamo / outdated);

= |epirkumi / programmeésana «pa taisno»

= «Nedraudzigo valstu» programatura, lietotnes, sistemas, makoni

= Parrobezu standartu (sertifikacijas) savstarpéja atziSana;

R T e W Sertifikacijas standarti iericem un pakalpojumiem;

=  Kompleksa risinajumi (kinetiski / digitali / DNP);

= Piegazu drosSiba - iepirkumi un monitorings: apaksnieki, tresas puses,
pakalpojuma sniedzéji (Tier 1, Tier 2, Tier 3)

= Lietu internets (Ali Express, Temu etc.)

= Sadarbibas kultura!

= Diveéjada lietojuma tehnologiju aprite (end user)



Inlcollaboration WORLD
with Accenture ECONOMIC
RUM

gﬁ?oacl,;? ggg £secunty Ka motivet MVU investet kiberdrosiba un noturiba?

INSIGHT REPORT

JANUARY 2024 . _ _
» NepiecieSams investét:

» lai batu dala no starptautiskas ekosistémas

» lai kvalificétos publiskiem iepirkumiem;
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here is growmg cyber mequlty between organizations
b that are cyber reS|I|ent and those that are not
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~ “The cyber maturity gap between large corporations » Dala no kiberdroSibas pasakumiem neprasa lielus resursus;
--and medium/ small companies is constantly W|den_|ng,

S creatlng a systemic supply- chaln securlty r|sk ; > Reputicija un sociila atbildiba

> Piegadatajs / apaksnieks «vienmér bis vainigs»;
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: ~If you want to supply or be part of a Iare ecosystem,
. . invest in security and business contmulty LN
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Catins par drosu
viedtalruna
lietosanu

Cilveks joprojam centra

= Mindset

= Uz cilveku orientéta pieeja kiberdrosibai (human-centric
approach to cyber security);

= Sadarbibas kultura = cilveku sadarbiba;
= Sabiedribas plasaks akcepts kiberdrosibas ierobezojumiem;

VAL A = Atbildibas personificésana;

" |ndividiem pasiem jauznemas lielaka atbildiba par savu
kiberdrosibu;

= AtturésSanas efekts (visas sabiedribas noturiba liedzot
sasniegt uzbrucéja merkus (“kopiga atbildiba”).

Vitalijs Rakstins
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