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THREAT INTEL

ESET OUTBOUND INTEGRATIONS
SIEM

SOAR

XDR

MSP: PSA/RMM

Splunk
Microsoft Sentinel



Highly customizable 
Endpoint Detection & Response



What is ESET Inspect and what does it do
1. Main capabilities
2. Dashboards

Incident investigation
- triage
- investigation
- response
- 

This session



Collects real time events

Provides extensive filtering and sorting

Uses ESET reputation system

Custom notification rules

Blocking and remediation

Designed for threat hunting

Key features



The ESET Difference

Complete Prevention, Detection, and Response

Solution from a Security First Vendor

Prevention is better than cure

Detailed Network Visibility

Flexibility of Deployment

Automated Incident Creation

Ready to Start Work Now 

Reputation System 

Automation and Customization 



VISIBILITY RESPONSE

Find malicious 
anomaly

What is affected?

When it happened?

How it happened?

Block it

Remove it

DETECTION



ESET ENDPOINT 
PROTECTION

ESET INSPECT

   

   



Visibility into what is happening on endpoints

Active 
Components

Fileless
Attacks

Root
Cause

Lateral 
Movement

Techniques 
Used

Data
Affected



Block 
Execution

Isolate 
Computer

Kill 
Process

Clean
File

Allowing you to control how to respond



Incident investigation with ESET Inspect

Lateral 
Movement

There are 2 basic approaches to investigation

Detection centric
Operator reacts to triggered detections within set threshold

Incident centric
Operator reacts towards incidents created based on behavioral rules and AI model



Live presentation will be in place here with comments 
(I will pre-record it as well)

Lateral 
Movement
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