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What Is Email Authentication?

Email authentication 
helps to verify the 
sender's identity.

Common protocols:

SPF (Sender Policy Framework)

DKIM (DomainKeys Identified Mail)

DMARC (Domain-based Message Authentication, 
Reporting & Conformance)



Why Email Authentication Matters

Prevents spoofing and impersonation

Helps email security systems filter malicious 
content

Builds trust in communication



Example of [LegitCorp.de] Domain Security

Authentication

-Results-

Original

dkim=pass header.d=LegitCorpde.onmicrosoft.com header.s=selector1-LegitCorpde-onmicrosoft-com; 

spf=permerror smtp.mailfrom=sender@LegitCorp.de; dmarc=fail header.from=LegitCorp.de



Case 1: the Curious Case of the Phantom Bank Change

SCENARIO:

1. allnexTeam regularly received invoices from a vendor Banana Freight via the 
email sparklepony@rainbowmail.com.

2. One day, an invoice arrived with updated banking details. 

3. Shortly after, a known contact at Banana Freight confirmed that the company 
was not changing banks. Another confirmation for the same came 
via elena.donutss@gmail.com (a known gmail contact for Banana Freight), 
backing this up.

4. Weeks later, allnexTeam received another bank change notice 
from sparklepony@rainbowmail.com, along with official documents. On the 
same day, similar documents came from elena.donutsss@gmail.com, 
confirming the bank change.

mailto:sparklepony@rainbowmail.com
mailto:elena.donutss@gmail.com
mailto:sparklepony@rainbowmail.com
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Email #1

Banana Freight <sparklepony@rainbowmail.com>

allnexTeam@allnex.com

Elena Donutss

mailto:sparklepony@rainbowmail.com
mailto:allnexTeam@


Email #2

Elena Donutss

allnexTeam@allnex.com

Elena Donutss <elena.donutsss@gmail.com>

mailto:allnexTeam@


Case 1: the Curious Case of the Phantom Bank Change [cont.]

5. allnexTeam ran anti-fraud checks via the contact details provided in the email 
from elena.donutsss@gmail.com and updated the bank info.

6. The bank account was changed with approval from the supervisor at 
allnexTeam, and invoice was paid.

7. A week later, the real Banana Freight called, saying they hadn’t received the 
payment.

8. allnexTeam contacted another buyer, Caramel Iguana, to validate Banana 
Freight contact info. After calling the correct number, the Banana Freight 
confirmed their email had been hacked and no bank change had ever 
occurred.

mailto:elena.donutsss@gmail.com


Example of [rainbowmail] Domain Security



Case 2: Microsoft’s Shortcut Through Email Fort Knox

What Is Direct Send?

• Direct Send is a built-in feature in Microsoft Exchange Online (part of Microsoft 365).

• It allows devices like printers or business apps to send emails without needing a 
password or login.

• It is ON by default for all Microsoft 365 users.

How Hackers Are Exploiting It

• Using Direct Send to bypass email security checks.

• They send fake emails that look like internal messages (e.g., voicemails or PDFs with 
QR codes).

• These emails trick users into clicking malicious links or scanning phishing QR codes.

• Because the emails appear to come from inside the company, they’re more likely to be 
trusted.

Why It Matters

• Many organizations are unaware this feature is active.

• IT teams are struggling to secure it without breaking legitimate services.



Spoofed Email via Direct Send

allnexUser

allnexUser



Direct Send 
Email 

Header 
Artifacts



Direct Send Email Header Artifacts [cont.]

allnexUser
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Recommendations

• Enforce SPF, DKIM, and DMARC

• Use DMARC with a reject policy

• Implement email header analysis tools

• Configure Microsoft Exchange Online to Reject Direct 

Send emails, unless sent via specified connectors 

• Conduct phishing tests and Business Email Compromise 

(BEC) simulations to educate users

• Learn to understand headers to spot malicious emails



Q&A

What surprised you the most about these cases?

(Open floor for questions)
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