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How is MDR defined?
“Managed Detection and Response (MDR) is a service 
that provides customers with remotely delivered 
security operations centre (SOC) functions, enabling 
rapid detection, analysis, investigation, and response to 
threats”

Gartner
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How do we define? 
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MOBILE THREAT DEFENSE 

THREAT INTELLIGENCE FEEDS

CYBERSECURITY AWARENESS TRAINING

MULTI-FACTOR AUTHENTICATION

VULNERABILITY & PATCH MANAGEMENT

PREMIUM SUPPORT

MDR

AI ADVISOR

MANAGEMENT CONSOLE

ADVANCED THREAT DEFENSE

FULL DISK ENCRYPTION

XDR

EMAIL AND CLOUD OFFICE PROTECTION

MODERN ENDPOINT PROTECTION
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This enables our 
MDR to focus on 
truly unique and 
Zero-day activity

Prevention Layers Detection Response Layers
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An attacker will spend 204 
days In your network 
unnoticed before they 
attack
Source: 2023 IBM report

76%+ Of all ransomware 
infections occur outside 
working hours. With 49% 
taking place during the night 
times on weekdays and 27% 
over the weekend

https://www.ibm.com/reports/data-breach
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Time to detect and respond 2025

Down to 6 minutes or less

Mean 
Time To 
Detect

Mean 
Time To 
Respond

Down to 1 minute or less
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Reported attacks

5,100

Payments

$813 million

Gangs

96

+15% -35% +43%

Source: Chainalysis, ecrime.ch
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Growing variety Legitimate but abused No encryption

EDR 
killers

RMM 
tools

Data 
stealing



INTERNAL

Killer code Security solution 
process

User space

Kernel space

requests termination

dropped and 
installed by

terminates

Vulnerable driver
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Foothold / 
Persistence

Escalate Privileges / 
Credentials Access

INITIAL ACCESS

OBJECTIVES

Lateral Movement



INTERNAL

Foothold / 
Persistence

Escalate Privileges / 
Credentials Access

Lateral Movement
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Ransomware takedowns
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Victims according to data leak sites
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Victims according to data leak sites
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Victims according to data leak sites
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Zdroj: Sophos
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Victims according to data leak sites
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What would be the cost of a breach for you?

Who makes the decisions?
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Notification & Communication 

Legal & Regulatory Compliance

System Restoration

Incident Response

Assessment of losses

Data Recovery

Downtime 

Cyber Security Enhancements
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NIS 2

• Governance & Leadership

• Risk Management & Security 
Measures

• Supply Chain Security

• Incident Reporting & Response

• Legal & Regulatory Compliance

• Training & Awareness

• Continuous Improvement

• Technical Standards & Certifications

• Reporting & Communication

• Management Accountability
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Thank 
you!
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