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Paskutines dienos chronologija
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Paskutines dienos chronologija

) Everything is...
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Pirmine prieiga - RDS

* Piktadarys prisijungia prie RDS ir
pasirenka programa

* Jam parodoma programa
e 5 kartus paspaudzia klavisa ,,Shift”
* Paspaudzig nuoroda...

* Valdymo skydas (is tikryjy -
,explorer.exe®)

(

e Paleidzia ,iexplorer®, ,cmd” ir pan....



®® RDWeb Access

« - C @ O & hitps//10.0.0.57/RDWeb/ s/loqin.aspx?ReturnUs

Kali Linux @ KaliTools # KaliDocs X Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

i A

. Work Resources

»* ' RemoteApp and Desktop Connection

Domain\user

de '-f r
BHPERPY emo\|ruse

Password:}|

Security
Waming: By logging in to this web page, you
|‘(‘L’"l"“ that this ’v'-r"[:.lh"’ comphes .'.'i”‘ 'J"?.;’

organizabion’s security policy

Sign in

To protect against unauthorized access. your RD
Web Access session will automatically time out
after a penod of inactivity. If your session ends,
refresh your browser and sign in again.

am Windows Server 2016




®® RDWeb Access

&« C @ O & https://10.0.0.57/RI

Kali Linux & Kali Tools * KaliDocs N Kali Forums <X Kali NetHunter Exploit-DB Google Hacking DB OffSec

£ A , AT

. Work Resources

> RemoteApp and Desktop Connection

RemoteApp and Desktops Help Sign out

Current folder: /

Calculator

o= Windows Server 2016



= EEPYFlv]1 2 3 4|e ¢

File Actions Edit View Help

=k J=li=]
—% xfreerdp3 ~/Downloads/cpub-notepad-QuickSessionColle
ction-CmsRdsh.rdp /u:jruser /d:demo /p:Eset.nod32|

Places

= Com puter
- radmir

& Desktop
@ Recent

' Trash

@ Documents
@ Music

a Pictures

= Videos

+ Downloads

®  # NewTab X 4
C @ Q. Search with Google or enter addres:

Kali Linux @ KaliTools = KaliDocs «ah Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

*s Firefox

Amazon VRBO 10.0.0.38 10.0.0.57 127.0.0.1 exploit-db

I

o

YouTube

O ® A © 14

Facebook

& ¢ [



f JR-Kali-2024.2-AMDG4 - Vidware Remote Console

wwre = || - = O

N mm P2 o

File Actions Edit View Help

4 S( @ sticky Keys

[ 1 4 . / Do you want to tum on Shicky Keys?
.

Sticky Keys lets you use the SHIFT, CTRL, ALT, or Windows Logo keys by pressing
one key at a ime The keyboard shortcut to tum on Sticky Keys is to press the

nnevl:

= a X

L s a ¢ [

EEEEEN) 0002 )
14989] [INFO][com.freerdp.cha

Places

rtcal

[ 14 ; ——
nnels.rdpdr.c
drive] devic
[14:41:28:744
nnels.rdpdr.c
rtcard] devic
[14:41:28:744
nnels.rdpdr.c
rtcard] devic
[14:41:28:757
ls.smartcard.
ReadersW fail
[-2146435026]
[14:41:34:143
1l _monitored
[14:41:34:158
11l _monitored_
[14:41:34:222
1l _monitored
[14:41:34:223

Help Sign out

1132921:001149/a ERROR]LTODOJ -

il_monitored_desktop]: TODO: implement

&= Windows Server 2016
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! JR-Kali-2024.2-AMD&4 - ViMware Remote Console

vwire~ |} - S O
S EEPRYElr 2 3 4|9 €5 8 6 = ‘ O ® A 01| & ¢ [

 Save Webpage X

This PC > Local Disk (C:) »

T -

Qrganize v New folder ow (2]

o Quick access

B Desktop inetpub
Tk Logs
& Downloads PerfLogs
= Documents Program Files
» | Pictures Program Files (x88)
Users
(2 This PC &
findow

¥ Network

File pame:  Google

Save astype: Webpage, complete (" htm;*.htmi)

~ Hide Folders Encoding: Unicode (UTF-E) - Cancel

Help

Sign out

e il
nt [1]{BadReq
tion)}

[14:42:13:610
1l _monitored_
[16:42:13:611
ent.x11] - [x
nt [1]{BadRequest (1invalid request code or no such opera -
tion)}

|

oK Cancel

o= Windows Server 2016 Microsoft

-



Initial Access - RDS

RDS Launching Apps Sticky Keys Launched Control Panel Explorer



Initial Access - RDS

RDS

Launching Apps

winlogon.exe

userinit.exe

C:\.

rdpinit.exe

C:\.| outlook.exe

[SHIFT] x 5

C:\.] rdpshell.exe

Sticky Keys Launched

Control Panel Explorer



Initial Access - RDS

RDS Launching Apps

winlogon.exe

userinit.exe

C:\.

rdpinit.exe

C:\.| outlook.exe

[SHIFT] x 5

C:\.] rdpshell.exe

Sticky Keys Launched

C:\.

sethc.exe

C:\_] easeofaccessdialog.exe

@ sticky Keys

Do you want to turn on Sticky Keys?

Keys lets you use the SHIFT, CTRL, ALT, or Windows Logo keys by pressing
one key at a time. The keyboard shortcut to turn on Sticky Keys is to press the SHIFT

key 5 times.

Disable this

keyboard shortcut in Ease of Access keyboard settings

Control Panel Explorer



Initial Access - RDS

RDS Launching Apps

winlogon.exe

userinit.exe

C:\.

C:\.

rdpinit.exe

outlook.exe

[SHIFT] x 5

C:\.

rdpshell.exe

C:\.

@ sticky Keys

Sticky Keys Launched

C:\.| sethc.exe

easeofaccessdialog.exe

Control Panel Explorer

wininit.exe

services.exe

svchost.exe -k netsvcs

C:\.

easeofaccessdialog.exe

C:\.

explorer.exe

A Command Line:
::{21EC2020-3AEA-1069-A2DD-
08002B30309D}\::{D555645E-D4F8-4c29-
A827-

D9

3C859C4F2A}\pageStickyKeysSettings



Pirmine prieiga - RDS

RDS Launching Apps

Sticky Keys Launched

winlogon.exe

userinit.exe

C:\.

C:\.

rdpinit.exe

outlook.exe

[SHIFT] x 5

C:\.

rdpshell.exe

C:\.| sethc.exe

C:\_] easeofaccessdialog.exe

@ sticky Keys

Do you want to turn on Sticky Keys?

Control Panel Explorer

wininit.exe

services.exe

svchost.exe -k netsvcs

C:\.

easeofaccessdialog.exe

C

\-|] explorer.exe

A

Command Line:
::{21EC2020-3AEA-1069-A2DD-
08002B30309D}\::{D555645E-D4F8-4¢29-
A827-
D93C859C4F2A}\pageStickyKeysSettings

svchost.exe -k DcomLaunch

explorer.exe

Command Line:
/factory,{75dff2b7-6936-4c06-a8bb-
676a7b00b24b} -Embedding

C:\.| iexplore.exe

C:\.| Powershell custom.exe

Killed Process — Renamed PowerShell
Execution [D0411]

C:\.| cmd.exe

C\.| powershell.exe




Jie turi prieiga... K3 jie veikia?

Zvalgyba - PowerShell... Faily perdavimas - naudojami keli jrankiai...

* systeminfo.exe * Internet Explorer, MS Edge, Chrome

* URL/Urlik.AAF
* Win64/GenKryptik.GTKR

B ENUNED G

* Failed Command: powershell.exe '-c e MSIL/Riskware.BloodHound.D
"=[System.DirectoryServices.ActiveDirectory.Dom e MSIL/Riskware.Rubeus.A
ain]::GetCurrentDomain();='LDAP://".; <snip>" * Hash blocked by ESET LiveGuard

* nltest.exe /domain_trusts e PowerShell Invoke-WebRequest (used alias “iwr”)

* Win64/CobaltStrike.Agent.B

e whoami.exe
e Certutil.exe

¢ j fig.
Ipcontig.exe * Win32/Rozena.SA

* ping.exe * Explorer.exe (copy paste via RDP)

* Procexp64.exe * Win64/Kryptik.EEY



Dvi dienas buvo uzblokuota daugybeé veiksmy

Threat Name — Day 2 Count

Hash blocked by ESET LiveGuard
Generik.GXUDDTG
MSIL/HackTool.SharpShares.A
MSIL/Riskware.BloodHound.D
MSIL/Riskware.Rubeus.A
Suspicious

Win32/GenCBL.EQQ
Win32/Rozena.SA
Win64/CobaltStrike.Agent.B
Win64/CobaltStrike.Artifact.Z
Win64/CobaltStrike.Beacon.A
Win64/GenKryptik.GTCZ
Win64/GenKryptik.GTOS
Win64/Kryptik.EEY
Win64/Kryptik.EFH
Win64/Kryptik.EFK
Win64/Kryptik.EFP

Renamed PowerShell Execution [D0411]

Threat Name — Day 1 Count

Suspicious
URL/Urlik.AAF
URL/Urlik.C
URL/Urlik.E

W O = NN

o

Win64/GenKryptik.GTKR

Win64/Kryptik.EEY

Win64/Kryptik.EFH

Renamed PowerShell Execution [D0411] 19

2
2
2
1
2
2
2
2
7
5
2
4
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Jei visi jy jrankiai buvo uzblokuoti, kaip jiems pavyko

apeiti ,,ESET” ir paleisti ispirkos reikalaujancia
programa?

ems to atlikti nepavyko

di
di
~d1

d1i
d1i

ie atidaré PDF failg, pavadinta ,,Company Y B .-
Passwords.PDF“

Atsisake to jrenginio ir prisijungé per RDP pri
neapsaugoto serverio

Be to, per RDP prisijunge prie 127.0.0.1




' JR-Kali-2024.2-AMDS4 - VMware Remote Console

VMRC * H - s [

B EEPYF]1 2 3 4|2 » 5 8 © | OO0 & 012 | & ¢ 5]

310 ‘ -
Organize » New folder = ’
o Quick access

[ Desktop

LL‘vg:
& Dowmloads

NN EN Windows PowerShell

= Documents

» | Pictures

‘“'windows Powershel | :
= This PC - Copyright (C) 2016 Microsoft Corporation. All rights reserved.

@ Network *"ps C:\Windows\system32> _

File pame: | Googl

Save astype: Webpd
~ Hide Folders

Help Sign out

1 —
(15422738
1l _monitore
[148 54220
11l _monitore
[14:42:27:869
1l _monitored
[14:42:27:869 1132921:001149/a ERROR ][ TODO
il _monitored _desktop]: TODO: implement

} &8 Windows Server 2016












IWMT >R %WINDIR%\'syswow64\rund1'132% exel c ;\windows\COMPANYXc~ d11%5 VisibleEntry



pect/l\ swow64 \rundl132%exeXc \windows\COMPANY&c~dI11%VisibleEntry

leeGuard AdvancediwithiIns

KJ/




pw/ I\ swowb4\rundl'132%exefc \windows\COMPANYAcX d115VisibleEntnry

&J/

{“é} leeGuard AdvancediwithiIns
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IsSmoktos pamokos

Dviejy veiksniy autentifikavimas (2FA) buty uzblokaves pradinj prisijungima

Numatytas EDR/XDR taisykliy rinkinys ir antivirusiné programa yra veiksmingos

priemones, padedancios uzkirsti keliag jsilauzéliams
Jei tai buty stebeéje kibernetinio saugumo ekspertai, tai buty sustabdyta jau pirma dieng

Buty buve naudinga jdiegti ESET programa visuose jrenginiuose
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ISpirkos reikalaujantis virusas per SMB




Ispirkos reikalaujantis virusas per SMB

Domain

Controller




ISpirkos reikalaujantis virusas per SMB




Blocked by IDS/IPS

Kovos chronologija
Eneryption failed. ..

Lateral Movenient
from Rogue to
Unprotected device

Hour§“mu.
Beginn!ngg : ™
|m éc §et : B|;)Ck€d b\"/'"IDS/IPS
§p k .~ Lateral Movement : Ransomware Ove:!
'CP Port Scanning - ViaPSExecRDP SMB
. EDRKiller Appear:
nitial Access Blocked by IDS/IPS EXE & Driver

Rogue Device or
-ortigate SSLVPN

ICP Port Scanning
‘rom unprotected hos



Kovos chronologija

Mwe to anoﬁ\er Jevice...

Try again...

Latcral Movenient

from Rogue to -DR Killer Appear:
Unprotected device | =XE & Driver
_ateral Movemen® “Ransomware Ove!
Blocked by IDS/IPS
y / Via PSExec RDF SMB
; Hour3™-. — ™=Ho
Beginn!ng .......
Impacket Blocked by 1DS/IPS

ICP i’ort Scanning

Initial Access
Rogue Device or
-ortigate SSLVPN

Lateral Movement | Ransomware Ove!

Via PSExec RDP SMB
“DR Killer Appear:
Blocked by IDS/IPS EXE & Driver

ICP Port Scanning
‘rom unprotected hos



Kovos chronologija
...WHY No woRK?1?!

If 'shouw work.

It no work.
Lateral Movenient
from Rogue to -DR Killer Appear:
Unprotected device I =XE & Driver
_ateral Movement “~Ransomware Ove
Blocked by IDS/IPS
y / Via PSExec RDF -~ SMB
0 | Hour 3 w, o wHours Blocked by IDS/IPS
Beginn!ngg . .......
Imoacket ura | Blocked by 1DS/IPS
§p k .~ Lateral Movement : Ransomware Ove:!
'CP Port Scanning - ViaPSExecRDP SMB
. EDRKiller Appear:
nitial Access Blocked by IDS/IPS EXE & Driver

Rogue Device or
-ortigate SSLVPN

ICP Port Scanning
‘rom unprotected hos



Kovos chronologija

Time to c}\ange tactics. N o
l—onger use EXE or SMB

Just RunBUI32 and my PLL.

Latcral Movenient

from Rogue to -DR Killer Appear:
Unprotected device I EXE & Driver
_ateral Movement “Ransomware Ovel
Blocked by IDS/IPS
y / Via PSExec -~ SMB
p | Hour 3 o HourS Bloé'kgd by IDS/IPS
Beginn!ngg ........
Impacket Blocked by 1DS/IPS

ICP i’ort Scanning

Initial Access
Rogue Device or
-ortigate SSLVPN

Lateral Movement | Ransomware Ove!

Via PSExec RDP SMB",
~ EDRKiller Appear: "
Blocked by IDS/IPS EXE & Driver

ICP Port Scanning
‘rom unprotected hos 2undll32 Executes DL!



Blocked by IDS/IPS

Kovos chronologija
Lets try my EDR Killer

sSome more,

Lateral Movenient -DR Killer Appear:
from Rogue to -DR Killer Appear: EXE & Driver

Unprotected device EXE & Driver E
-ateral Movement “Ransomware Over ::

Via PSExecRDP  ~.  SMB
Hour 3 ™.

Begiﬁningg
Impacket

[CP i’ort Scanning

nitial Access
Rogue Device or
-ortigate SSLVPN

0
.,
L]
'.
.

Wi a4 | Blocked by 1DS/IPS
Lateral Movement | Ransomware Ovel

Via PSExec RDP SMB",
“DR Killer Appear: "
Blocked by IDS/IPS EXE & Driver

[CP Port Scanning
‘rom unprotected hos undli32 Executes DLI



Kovos chronologija

Skrew it.
PSExec to l-aunch my DLL oh

remote machines.

Latcral Movenent -DR Killer Appear:
from Rogue to -DR Killer Appear: EXE & Driver

Unprotected device =XE & Driver E
-ateral Movement “Ransomware Over

Blocked by IDS/IPS -
ocked by S/ Via PSExecRDP . SMB

Hour§“xu

. ° 0
ooooo

Beginningé § ....- § ....._.' § ...... ’,.. 3 :.' ......... O .',..

; Blocked b.\'}"'ID:'S_./ IPS
Lateral Movement | Ransomware Ove! i

Via PSExec RDP SMB", _ateral Movemen!
: “DR Killer Appear: ’SExec to Launct

Blocked by IDS/IPS EXE & Driver RunDII32 DLI
| Ransomware

Imfpacl%et

ICP i’ort Scanning

Initial Access

Rogue Device or ICP Port Scanning
-ortigate SSLVPN ‘rom unprotected hos undli32 Executes DL




Ransomware RunDII32 Using CS

E \ ?‘”




Ransomware RunDII32 Using CS
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Ransomware RunDII32 Using CS




Kovos chronologija
Whait...My DLL stepped

before it was finished.

Latcral Movenent -DR Killer Appear:

from Rogue to -DR Killer Appear: (XA Ransomware

Unprotected device =XE & Driver $ LiveGuard Scanner
- -ateral Movement “Ransomware Ovel A i Canary File

Blocked by IDS/IPS ,
Via PSExec RDF SMB Trigoered

Hour§“xu

s . ..' - % i .
. .
e o o : . o : . . Ky
S 9 o* . ., e E L . = .
. . ® . . .. o . . 3 . . "
. . P .* *. .. . 7 . . . s o . .
o o s . ., o . 2 R K o e o o o®
. . .
. & .
m - - - ” m m
N oo .o' . e, % b 5 - R .
5

Begiﬁningg LT . S e

ura Blocked by 1DS/IPS |
Lateral Movement | Ransomware Ove! 2
~ ViaPSExecRDP SMB:, _ateral Movemen!
: -DR Killer Appear: ’SExec to Launckh

Blocked by IDS/IPS EXE & Driver RunDII32 DLL
| Ransomware

Imipacl%et

[CP i’ort Scanning

nitial Access

Rogue Device or [CP Port Scanning
-ortigate SSLVPN ‘rom unprotected hos tundli32 Executes DL



Blocked by IDS/IPS

Kovos chronologija

Seem's to haVe Worket’ onh Some deﬁce'S. Buf

something is now deleting my DLL and my EXE

Lateral Movenient -DR Killer Appear:

from Rogue to -DR Killer Appear: EXE & Driver Ransomware
Unprotected device EXE & Driver £ LiveGuard Scanner

-ateral Movement “Ransomware Over

, . Advanced i Canary File
Via PSExec RDF SMB -'

Hour 3 Trigge red

Begifming
Impacket

ICP Port Scanning

Initial Access
Rogue Device or
-ortigate SSLVPN

e
. e .
'''''''''''''
.
-----
.......
. P R R

Blocked by 1DS/IPS rg
Lateral Movement | Ransomware Ovel 2
~ ViaPSExecRDP SMB:, _ateral Movemen!
: -DR Killer Appear: PSExec to Launch

Blocked b'.y IDS/IPS EXE & Driver RunDII32 DLL

: Ransomware
ICP Port Scanning Nin32/FileCoder.DeadLoc!

-rom unprotected hos 2undli32 Executes DL! \/in32/FileCoder.DeadLock./



Kovos chronologija

Back to hfyihg to get my

EDR Killer working.

Lateral Movernent DR Killer Appear: DR Killer Appear:
from Rogue to “DR Killer Appear: EXE & Driver Ransomware EXE & Driver

Unprotected device EXE & Driver s LiveGuard Scanner =
ateral Movemen Ransomware Ovel S e { Canary File 4 %

Blocked by IDS/IPS '
ocke V S/ Via PSExec RDF -~ SMB

Hour 3™ Fiiiiane

PSP L ee - 6004 e oo sees0e

Beginning. PRy i g

ura Blocked by 1DS/IPS |
Lateral Movement | Ransomware Ove! 2
~ ViaPSExecRDP SMB:, _ateral Movemen!
: -DR Killer Appear: ’SExec to Launckh

Blocked by IDS/IPS EXE & Driver RunDII32 DLL
| Ransomware

Imipacl%et

[CP i’ort Scanning

nitial Access

Rogue Device or 'CP Port Scanning Vin32/FileCoder.DeadLoc!
-ortigate SSLVPN ‘rom unprotected hos tundli32 Executes DL \Vin32/FileCoder.DeadLock./



2FA galejo uzblokuoti pradinj prisijungima

ESET tinklo ataky apsaugos funkcija s€kmingai uzblokavo atakas

Jei ekspertai buty stebeéje, to buty buve galima isvengti

Buty buve naudinga uztikrinti, kad ESET buty jdiegtas visuose jrenginiuose
Butina atnaujinti savo VPN programas

Naudokite 2FA VPN sprendime



Pabaigai

2FA prisijungiant IS iSorés = prevencija
Nesaugomi jrenginiai = Cia slepiasi jsibrovélis
Neapsaugotas VPN = vartai j tinkl3a
RDP/RDS/SSH = bus iShaudojamas programisiy
Jei niekas nestebi ir nereaguoja = blogai

,Hands On“ veikla:
1=Malware
== Malicious Human logged into network
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