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• ISO 27001 Certified
• ISO 9001 Certified
• SOC 2 Certified
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ESET has been using AI/ML
for over 25 Years

1997
First use of neural networks in ESET 
products, utilized for detection of macro 
viruses

2005
ESET DNA Detection uses genes of 
malware to detect current and emerging 
threats

2010
ESET LiveGrid® leverages ESET DNA 
Detections to speed up user-side 
updates. 

2019
ESET Advanced Machine Learning in the 
endpoint uses AI to power detection. 

2020-21
Transformer-based models deployed in 
ESET’s cloud and endpoint solutions

2023
Automated Incident Creator added to ESET 
Inspect to reduce noise and give a clear overview 
of incident

2024
AI security advisor for ESET Threat 
Intelligence and ESET Inspect offer 
greater insights

2018
ESET LiveGuard provides on-demand 
analysis within minutes



FOR PARTNERS
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Ransomware remediation/rollback



FOR PARTNERS

Geriausia konfigūruoti centrinės valdymo konsolės politiką



FOR PARTNERS

VERSLO PRODUKTŲ NAUJI FUNKCIONALUMAI
• ESET LiveGuard Advanced

• ESET Server Security

• ESET Endpoint Security

• ESET Inspect

• ESET PROTECT Cloud

• ESET Full Disk Encryption

• ESET Mail Security

• ESET Cloud Office Security

• ESET Secure Authentication

• ESET PROTECT Hub

• ESET Threat Intelligence

• ML / AI ir kitos vidinės technologijos

• ESET Connect (API)
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ESET LiveGuard Advanced (Sandbox)
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ESET LiveGuard Advanced (Sandbox)
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ESET LiveGuard Advanced (Sandbox)
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ESET LiveGuard Advanced (Sandbox)
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ESET Server Security for Linux 12.0

ADDED: Patch Management

ADDED: Network Isolation

ADDED: Kubernetes support in Container security

ADDED: RHEL 10 support

ADDED: AlmaLinux 10 support

ADDED: Rocky Linux 10 support

ADDED: Auto-updates for testing environments
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ESET Server Security for Linux 12.0
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ESET Server Security for Linux 12.0
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Endpoint Security for macOS v8.0

CPU: Apple M (ARM) ir Intel (x86) architektūra 

Vienas produktas.

Šiuo atnaujinimu norėjome pašalinti būtinybę spręsti, kurį produktą atsisiųsti. 
Įdiegėme mechanizmą, kuris dabar leidžia naudoti tik vieną produktą.

Produkto pavadinimas yra „ESET Endpoint Security“.

PRIDĖTA: integracija su ESET LiveGuard Advanced
PRIDĖTA: pažeidžiamumo ir pataisų valdymas
PRIDĖTA: ugniasienės konfigūravimas valdomose aplinkose
PRIDĖTA: galimybė izoliuoti kompiuterį nuo tinklo – iš PROTECT & Inspect
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Endpoint Security for macOS v8.0
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Endpoint Security for macOS v8.0
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Endpoint Security for macOS v9.0

Palaikymas naujajai macOS 26 versijai

HTTPS svetainių ir srauto nuskaitymo palaikymas

Įrenginių valdymo funkcija (device control)



FOR PARTNERS

ESET Inspect v2.7

Tinklo izoliacija Linux* sistemai

„SentBytes“ funkcija dabar yra prieinama taisyklėse

Native ARM EI Connector macOS sistemoms

Pridėta palaikoma versija: Oracle Linux 9

Aptikimo sluoksnio patobulinimai ir greitaveikos optimizavimai



Viena konsolė visiems saugumo sprendimams



Viena konsolė visiems saugumo sprendimams



ESET Protect - Incidents



ESET Protect Cloud



ESET Protect Cloud



ESET Protect Cloud



ESET Protect Cloud



ESET Protect Cloud







ESET Endpoint Antivirus/Security 12.1 (Windows)

• Perėjimas prie prenumeratos modelio
Modifikacijos ir atnaujinimai, leidžiantys pereiti prie šiuolaikinio prenumeratos verslo modelio.

• Ransomware Remediation/Rollback
Apsaugos sluoksnio evoliucija, konfigūracijos ir tolesni sluoksnių tarpusavio aptikimo patobulinimai (ESET 
LiveGuard).

• Automatiniai atnaujinimai testavimo aplinkoms
Geriausia praktika yra ta, kad visi programinės įrangos atnaujinimai gamybos aplinkoje turi būti dar kartą 
patikrinti testavimo tinklo segmente, kad būtų galima susidoroti su netikėtomis situacijomis. Mūsų automatiniai 
atnaujinimai atitiks šias kategorijas (testavimo ir gamybos segmento politiką) ir taip pat leis vartotojui atidėti 
priminimą ilgiau nei 24 valandoms, jei galutinis perkrovimo terminas yra daugiau nei savaitė.

• Pažeidžiamumų ir pataisų valdymo modulio atnaujinimai v1.4

• OAuth 2.0 authentication support for email notification forwarding.
Naujas autentifikavimo metodas, elektroninių laiškų pranešimams siųsti naudojant „Microsoft“ paskyras.

• Kiti pokyčiai ir patobulinimai



ESET Full Disk Encryption v2.0



ESET Full Disk Encryption v2.0



ESET Full Disk Encryption v2.0



ESET Full Disk Encryption v2.1



ESET Full Disk Encryption v2.1

AES-NI support



ESET Full Disk Encryption v2.1

AES-NI support



ESET Full Disk Encryption v2.1

AES-NI support



ESET Mail Security for Microsoft Exchange Server v12.0

„Microsoft 365“ skenavimas pagal poreikį gali būti atliekamas debesų pašto dėžutėse už hibridinių aplinkų ribų.



DOCUMENTED 
ATTACK 
VECTORS

Phishing/Smishing/BEC
Ransomware

Credential Stuffing

Malware

Zero Day Threat



• Antispam

• Anti-malware

• Anti-phishing 

• Anti-spoofing

• Homoglyph Detection

• Advanced Threat Defense

• Dashboard & Notifications

• Email Rules

• Multitenancy with access 
management

• Quarantine manager & Email 
Clawback

• Policies and automation

• Deployment in just 5 minutes

• Protected applications

Key features

Exchange Online, SharePoint Online, Teams, OneDrive, Gmail, Google Drive



• Antispam

• Anti-malware

• Anti-phishing 

• Anti-spoofing

• Homoglyph Detection

• Advanced Threat Defense

• Dashboard & Notifications

• Email Rules

• Multitenancy with access 
management

• Quarantine manager & Email 
Clawback

• Policies and automation

• Deployment in just 5 minutes

• Protected applications



ECOS effectivity in numbers*

*2024 metų duomenys

920,000 Email threats detected

813,000
Phishing emails blocked

110,000 Non-email threats

originated from OneDrive, Sharepoint, 
Teams & Google Drive

75,820,000
Spam emails captured



FOR PARTNERS

Vagystės ar kompromituoti prisijungimo 
duomenys yra dažniausias kibernetinių atakų 
ir duomenų pažeidimų įsilaužimo elementas.

ESET Secure Authentication suteikia visų 
dydžių įmonėms paprastą būdą įdiegti MFA, 
kad būtų galima patikrinti vartotojo tapatybę 
dažniausiai naudojamose sistemose.







ESET Protect HUB



ESET Threat 
Intelligence





Data Feeds





{
"cncs": [

{
"last_alive": "2022-09-09 00:32:41 UTC",
"url": "https://pastebin.com/raw/xAJSRWKH"

},
{

"last_alive": "2022-09-09 00:32:41 UTC",
"url": "tcp://191.96.225.91:779"

}
],
"file": {

"count": 1,
"file_name": "Oleacc.dll",
"file_type": "application/x-dosexec",
"first_seen": "2022-09-08 20:52:10 UTC",
"md5": "e9d7d3d05c19266a45b7f08d7299a9a3",
"sha1": "e2aa48f61f8d2f5e85f6df036d5e6185fe6c5123",
"sha256": "fc4e4fac21afcf1ca4486d3a31a712dd1acb98d23fa94aae1a2470f725c3e95a",
"size": 23909029,
"ssdeep":"393216:U33wgMWnrFL9VWtd5TtcVNS+X9caQGcgCi58ukR0pD7JsIvH3E:U33wgMWrFL9VydU4+X9caQG
cgFaFm7rU"

},
"files": [],
"targets": [],
"threat": "Win32/Spy.Numando.AL trojan",
"valid_to": "2022-09-11 03:40:05 UTC"

}



1. Operation In(ter)ception: This operation, attributed to the Lazarus group, targeted
aerospace, military, and defense companies using LinkedIn-based spearphishing and 
employed effective tricks to stay under the radar. Its main goal appears to be corporate 
espionage.

2. ProxyShell Exploitation: Various APT groups exploited the ProxyShell vulnerability chain in 
Microsoft Exchange servers to upload webshells and deploy custom toolsets. At least four 
known APT groups and a fifth unattributed cluster used the vulnerability to target
entities, including those in the health sector and defense contractors.

3. Compromise of Zoho ManageEngine ADSelfService Plus: An analysis of the compromise of 
a server at a US defense contractor highlighted the exploitation of a server vulnerability, 
use of a Java webshell, and data exfiltration for cyberespionage. The attackers used a
proxy botnet to hide their location. The incident has been attributed to the China-aligned 
APT group named Volt Typhoon.

4. APT-C-60 (False hunter or APT-Q-12): An East Asian cyberespionage group active since at
least 2018, focusing on high-profile targets such as governments, trade industries, and 
think tanks. They use spearphishing and social engineering to deliver a custom backdoor

Tell me about attacks against the defense sector

ESET AI Advisor

The ESET Threat Intelligence reports provide insights into various APT attacks against the 
defense sector. Here are some key points from the reports:



ESET is one of the most active 
MITRE ATT&CK contributors, 

and one of the most 
referenced sources

Member of the Joint Cyber 
Defense Collaborative | 

CISA

Long-standing and active 
cooperation with law 

enforcement agencies, such 
as the FBI, to crack down on 

cybercriminal gangs



https://www.eset.com/us/about/newsroom/company/eset-joins-europols-cyber-intelligence-extension-program-ciep/





GENERATIVE AI

SO HOT RIGHT NOW











AI ADVISOR



AI ADVISOR





If all you have is a hammer, 
everything looks like a nail



If all you have is a hammer, 
everything looks like a nail



BLOGA PRAKTIKA



BLOGA PRAKTIKA



ESET Connect (API)



Sprendimo tipas, į kurį integruojamas ESET (išorinės integracijos):

• SIEM - Security Information and Event Management

• SOAR - Security Orchestration, Automation and Response

• XDR (Open XDR) - Extended Detection and Response

• PSA and/or RMM - Platform Security Architecture and/or Remote Monitoring and 

Management (integrations for MSPs)

• Threat Intelligence.





ESET Open XDR
2026 ->



ESET Open XDR

Neseniai pradėjome dirbti ir su įeinančiomis integracijomis/duomenų šaltiniais.  
Pradedame nuo integracijų su ugniasienių ir tapatybės tiekėjais, kurios bus integruotos į ESET PROTECT Platformą.



FOR PARTNERS

Išnaudokite visas ESET teikiamas apsaugos 
galimybes.

Nežinote kaip? Reikia pagalbos? 

Rašykite mums: 
info@baltimax.com 

Kas toliau?



Lukas Apynis

Bendraukime
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