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Kas yra Dark Web?

Liet. tamsusis internetas
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Ar jasy verslo informacija gali atsidurti
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Ticketmaster Hacked: Customer Data Stolen R
and Shopped on|DSFKWEB by ‘Criminal AT&T data breach: Millions of customers

Threat Actor; Live Nation Discloses caught up in major/dark web leak

With hundreds of Snowflake credentials User data stolen from genetic testing giant

published on the [ it's time for 23andMe is now for sale on the|dark web
enterprises to get MFA in order

Data from 3m Avast users on Hospital system to pay $65
dark web million for/dark web data leak,




Kas yra Dark Web?

Surface web

Deep web

Dark web




Ka galima rasti ?

Tor network

Dark web marketplaces

Forums and social networks

Whistleblower platforms

Cryptocurrency exchanges and wallets



turi prieigq prie vienos didziausios
pavogty duomeny bazés
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Karsciausia
tema dark web’e:
Infostealer malware

Liet. informacijg vagianti kenkéjiSka programa
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augimas ir

irenginiy pazeidziamumas

IBM X-Force
2025 Threat
Intelligence Index

84% malware infostealer
uzsikretimy augimas

J Mandiant Google Cloud Security

M-Trends

2025 Report

72 malware
infostealer
|‘ ‘ pamingjimai

Viena didziausia Siuolaikinio
kibernetinio saugumo problema

naminiy

2025 DataBreach
Investigations Report

verizon

business

Nutekéjusios informacijos
augimas del uzsikretimy
naminiuose jrenginiuose



kenkéjiska programa apie

kurig (ne) girdéjote

Vartotojas atsisiuncia
nulauzta programine jranga

Infostealer pavogia:
° Prisijungimo duomenis
° Narsyklés duomenis
° Failus...

Atskiri incidentai sujungiami |
paketus

N

>

Admin teisés NEREIKALINGOS ir programa nepastovi

Uzkrésta programa
paleidziama vartotojo
kompiuteryje

Duomenys iSsiunciami j C2
infrastruktlra

Incidenty failai platinami
deep ir dark web'e



pavogiami duomenys

< Credentials (emails, passwords, URLS) ©> Cookies and session tokens
| Credit cards and crypto wallets sl Screenshots and webcam pictures
’. Autofills and Personal Identifiable Information (PIl) ] Files

They don't just steal passwords—they steal access



Kaip uzZsikrec¢iama infostealer malware:
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Kaip uzZsikrec¢iama infostealer malware:
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Kaip uzZsikrec¢iama infostealer malware:

Get The Latest Updates - MidJourney
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Infostealers - statistika is 2024

Populiariausios Populiariausi

Cookies 51,058,866,236 Rank Credential domain Count
Autofills 5,939,861,393 1 Facebook 13,695,693
Credentials 1,537,226,295 2 Microsoft 11,763,108
Passwords 346,453,140 3 Google 9,229,057
Emails 216,519,234 4 Instagram 5,658,990
Grabbed Files 66,888,742 S Netflix 5,203,901

Credit Cards 1,448,471



NordStellar - Threat
exposure management
platform

Liet. Kibernetiniy grésmiy valdymo platforma

NordStellar



Kibernetiniy grésmiy valdymo platforma

Aptikite ir uzbekite uz akiy

Kibernetinems gresméms, kurios — overviow

kelia pavojy jusy jmonei. ' s e e
Su NordStellar pagalba galite realiu — - il
laiku stebéti grésmes, kylancias ' e e—TC = N
dark web'e ir apsaugotie 7 =
darbuotojus, vartotojus, prekés 2

Zenklg bei infrastruktdra. L = —

NordStellar



Kaip NordStellar padeda kibernetinio saugumo ir
IT komandoms

Leaked data
management

Darbuotojy ir
vartotojy
apsauga

-

\_

Dark web monitoring

Jmonés ir prekés
Zzenklo apsauga

~

Attack surface
management

Infrastrukturos
apsauga

Cybersquatting
detection

Reputacijos
apsauga

NordStellar



Live DEMO




