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The Anatomy of The Crisis

Budget Pressure Time Pressure Increasing  User 
Friction

Increasing System Complexity

Increasing Threats to Data Sovereignty

Increasing 
Attacks





Attack Path Techniques
§ OSINT

§ Enumeration

§ Vulnerability Discovery

§ Exploit Creation

§ Initial Access

§ Remote Command Execution (RCE)

§ Persistence

§ Foothold Enumeration

§ Privilege Escalation

§ Lateral Movement

§ Data Exfiltration







NATO Locked Shields is 
the world's largest live-fire 
cyber defense exercise 
where 40+ nations protect 
critical infrastructure 
against thousands of 
sophisticated attacks in 
real-time.

Segura provided Identity 
and Access Security.



• World's most complex live-fire cyber defence 
exercise

• Over 40 nations
• 15th year
• 18 teams
• Over 4,000 participants
• 5,500 virtualized critical systems 
• Over 8,000 attacks
• Experts come from the fields of cyber security, digital 

forensics, legal affairs, and strategic communication







Business Risks 
& Pains

• Cyber Attacks 
(Ransomware, Data 
Exfiltration)

• Regulatory Fines 
(GDPR, NIS2, PCI-
DSS)

• Business 
Disruption/Downtime

• Third-Party & Supply 
Chain Breaches

• Insider Risks
• Financial & 

Operational Fraud 
(BEC, Invoice Fraud)

• Reputational 
Damage & Customer 
Trust Loss

Types of Privileged & 
Sensitive Access

Who Uses or 
Relies on 

Them

How Access is 
Used

How Access 
is Secured

Why They Are 
Critical for 
Business

• Privileged User Accounts 
(Admin, Root, Domain)

• Service & Application 
Accounts

• Non-Human & Machine 
Identities (APIs, Bots, 
Automation)

• Third-Party Access 
(Vendors, MSPs)

• Emergency/Break Glass 
Accounts

• DevOps & CI/CD 
Credentials

• API Keys & Tokens
• Legacy Systems 

Credentials

• IT & Security Teams
• Application Owners
• Developers & DevOps
• Automation Processes
• Third-Party Vendors
• Contractors & 

Partners
• AI/ML Workloads
• End Users (indirectly 

impacted)

• Administrative 
Tasks

• Software 
Deployment & 
Updates

• Access to Critical 
Systems

• Automation & 
Integration

• Remote Access 
(VPN, RDP)

• DevOps Pipeline 
Execution

• Third-Party 
Maintenance

• Incident 
Response & 
Break Glass

• Privileged Access 
Management (PAM)

• Identity Threat 
Detection & 
Response (ITDR)

• Zero Trust
• Just-in-Time (JIT) 

Access
• Passwordless & 

MFA
• Behavioral Analytics
• Secrets 

Management for 
APIs & Automation

• Continuous Access 
Reviews & 
Certifications

• Business Continuity & 
Uptime

• Reduced Attack Surface
• Regulatory Compliance
• Accelerated Cloud & 

Digital Transformation
• Secure Innovation 

(DevOps, AI, 
Automation)

• Protected Brand 
Reputation

• Trusted Customer & 
Partner Relationships

• Lower Cost of Breaches 
& Fines

1. Identity & Access Management
• Privileged Access Management (PAM) - Secure Usage of Privileged Accounts and Privileged Data

o Privileged Accounts (Objects)- Secure Vaulting of Privileged Credentials
o Privileged Data (Target) - Secure Access to Privileged Data

Where They 
Exist

• Cloud (IaaS, 
SaaS, PaaS)

• On-Prem 
Infrastructure

• APIs & 
Microservices

• Software Supply 
Chain

• CI/CD Pipelines
• Databases
• IoT & OT Devices
• Edge Computing 

Environments

Modern Identity Security & Access Management Matrix
Why It Matters for Business Resilience and Risk Reduction



Segura 360° Identity 
Protection Platform
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THANK YOU 


