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Increasing System Complexity

Increasing User Increasing
Friction Attacks

Budget Pressure Time Pressure

Increasing Threats to Data Sovereignty







Attack Path Techniques

OSINT

Enumeration

Vulnerability Discovery

Exploit Creation

Initial Access

Remote Command Execution (RCE)
Persistence

Foothold Enumeration

Privilege Escalation

Lateral Movement

Data Exfiltration



cat stolenhash. txt
administrator:1000:aad3b435b51404eeaad3b435b51404ee:46954271f9a31f4118fTf4c1f068a0®0807680: ::

t:—(wiretrapébkali)—[~/passwords]
$

I_—( wiretrap® kali)-[~/passwords]
$ hashcat -m 1000 stolenhash.txt passdemo.txt --potfile-disable
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NATO Locked Shields is
the world's largest live-fire
cyber defense exercise
where 40+ nations protect
critical infrastructure
against thousands of
sophisticated attacks in
real-time.

Segura provided Identity
and Access Security.
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@ Discovery 83 | Q search (CTRL +G) | 7 segura @ A O B @

el :
« Executions A~

Device discovery executions @ tions ~
» Devices Discovery - =

Device scan

e o -
h V. Filter Clear
& Discoveries A All All

QY Certificates v

39 ID Discovery  Last execution Start date of execution End date of execution Runtime Devices Success Error Progress Status Actions
DevOps v

1

1ed No devices ¥ Actions

BAF Domain 05/12/2025 3:55 am 05/12/2025 3:51 am 05/12/2025 3:55 am 00:04:22 26 0 0 Finis

(& Reports v

@ Management v 2 BAF INT 05/12/2025 4:06 am 05/12/2025 3:53 am 05/12/2025 4:06 am 00:13:04 254 0 508 Finished ¥ Actions

4 BAF DMZ 05/12/2025 4:08 an 05/12/2025 3:55 am 05/12/2025 4:08 am 00:12:47 254 C 508 Finished ¥ Actions =
v
5 BAF ADS 05/12/2025 4:06 am 05/12/2025 4:06 am 05/12/2025 4:06 am 00:00:15 5 0 10 Finished ¥ Actions
6 BEG Domair 05/12/2025 4:11 am 05/12/2025 4:59 5/12/2025 5:04 am 00:04:22 0 0 0 Finished No devices ¥ Actions
Z BEG INT 05/12/2025 4:271 am 05/12/2025 4:29 am 05/12/2025 4:41 am 00:12:47 254 0 508 Finished ¥ Actions
BEG DMZ 05/12/2025 4:24 am 05/12/2025 5:04 am 05/12/2025 5:17 an 00:12:48 254 ( 508 Finished ¥ Actions
9 BAF ADCS 05/12/2025 4:16 am 05/12/2025 5:17 am 05/12/2025 5:17 an 00:00:02 1 0 Finished v Actions

Total: 8 records 100 records < < 1 of 1 > >



7 Segura®

Modern ldentity Security & Access Management Matrix

Why It Matters for Business Resilience and Risk Reduction

~ 1. Identity & Access Management

» Privileged Access Management (PAM) - Secure Usage of Privileged Accounts and Privileged Data
o Privileged Accounts (Objects)- Secure Vaulting of Privileged Credentials
o Privileged Data (Target) - Secure Access to Privileged Data

Business Risks Who Uses or

Types of Privileged &

Where They

Exist

How Access is

Used

How Access
is Secured

Why They Are
Critical for
Business

& Pains Sensitive Access Relies on
Them
+ Cyber Attacks + Privileged User Accounts * IT & Security Teams
(Ransomware, Data (Admin, Root, Domain) « Application Owners
Exfiltration) + Service & Application . Developers & DevOps
* Regulatory Fines Accounts « Automation Processes
(GDPR, NIS2, PCI- + Non-Human & Machine _
DSS) Identities (APlS, Bots, ° Thlrd-Party Vendors
« Business Automation) * Contractors &
Disruption/Downtime «  Third-Party Access Partners
* Third-Party & Supply (Vendors, MSPs) * AI/ML Workloads
Chain Breaches + Emergency/Break Glass + End Users (indirectly
* Insider Risks Accounts impacted)
* Financial & * DevOps & CI/CD
Operational Fraud Credentials

(BEC, Invoice Fraud) + APl Keys & Tokens

* Reputational + Legacy Systems
Damage & Customer Credentials
Trust Loss

Cloud (laaS,
SaaS, PaaS)

On-Prem
Infrastructure

APls &
Microservices

Software Supply
Chain

CI/CD Pipelines
Databases
loT & OT Devices

Edge Computing
Environments

Administrative
Tasks

Software
Deployment &
Updates

Access to Critical
Systems

Automation &
Integration

Remote Access
(VPN, RDP)

DevOps Pipeline
Execution
Third-Party
Maintenance
Incident

Response &
Break Glass

Privileged Access
Management (PAM)

Identity Threat
Detection &
Response (ITDR)

Zero Trust
Just-in-Time (JIT)
Access

Passwordless &
MFA

Behavioral Analytics

Secrets
Management for
APls & Automation

Continuous Access
Reviews &
Certifications

Business Continuity &
Uptime

Reduced Attack Surface
Regulatory Compliance

Accelerated Cloud &
Digital Transformation

Secure Innovation
(DevOps, Al,
Automation)
Protected Brand
Reputation

Trusted Customer &
Partner Relationships

Lower Cost of Breaches
& Fines




Segura 360° Identity
Protection Platform

Certificate
Manager

Your Complete
PAM Platform
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THANK YOU




