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Executive summary

Prediction made; prediction fulfilled: AI-(co)generated malware is here
ESET found the first known AI-powered ransomware and named it PromptLock, but there 
are others.

NFC threats expand to new territories with improved tactics and techniques 
Attackers test new social engineering tricks, blend NFC abuse with banking trojan features; 
Brazil crops up as the newest NFC fraud hotspot.

Guess who’s back, back again? Lumma Stealer returns
Lumma Stealer brought back from the brink twice in the span of six months.

CloudEyE on the offensive
A rising tide of PowerShell downloaders brings a surge of CloudEyE attacks. 

A year on, Nomani scams are more advanced and harder to spot
Fraudsters continue to improve deepfake content, use AI to generate new phishing 
websites, and find ways to remain undetected by platforms, defenders, and users.

High or low profile, ransomware is on a growth spurt
Qilin has become the new public leader of the ransomware scene, but newcomer group 
Warlock brings innovative and dangerous evasion techniques.

Android

Infostealers

NFC threats

Malware as a service

AI threats Downloaders

Android

Ransomware

Malware as a service

NFC Scams

Ransomware
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Foreword
The second half of 2025 further underscored just how quickly 
attackers adapt and innovate, with rapid changes sweeping across 
the threat landscape.

AI-powered malware moved from theory to reality in H2 2025, 
as ESET discovered PromptLock, the first known AI-driven 
ransomware, capable of generating malicious scripts on the fly. 
While AI is still mainly used for crafting convincing phishing and 
scam content, PromptLock – and the handful of other AI-driven 
threats identified to this day – signal a new era of threats. 

After its global disruption in May, Lumma Stealer managed to 
briefly resurface – twice – but its glory days are most likely over. 
Detections plummeted by 86% in H2 2025 compared to the first 
half of the year, and a significant distribution vector of Lumma 
Stealer – HTML/FakeCaptcha trojan, used in ClickFix attacks – 
nearly vanished from our telemetry. 

Meanwhile, CloudEyE, also known as GuLoader, surged 
into prominence, skyrocketing almost thirtyfold in ESET 
telemetry. Distributed via malicious email campaigns, this 

malware-as-a-service downloader and cryptor is used to deploy 
other malware, including ransomware, as well as infostealer 
juggernauts such as Rescoms, Formbook, and Agent Tesla. 

On the ransomware scene, victim numbers surpassed 2024 totals 
well before year’s end, with ESET Research projections pointing to 
a 40% year-over-year increase. Akira and Qilin now dominate the 
ransomware-as-a-service market, while low-profile newcomer 
Warlock introduced innovative evasion techniques. EDR killers 
continued to proliferate, highlighting that endpoint detection 
and response tools remain a significant obstacle for ransomware 
operators. H2 2025 also brought an unpleasant flashback to the 
Petya/NotPetya ransomware, when ESET researchers uncovered 
HybridPetya – a new derivate of the infamous malware capable of 
compromising modern UEFI-based systems.

On the Android platform, NFC threats continued to grow in scale 
and sophistication, with an 87% increase in ESET telemetry and 
several notable upgrades and campaigns observed in H2 2025. 
NGate – a pioneer among NFC threats, first described by ESET 
in 2024 – received an upgrade in the form of contact stealing, 

likely laying the groundwork for future attacks. RatOn, entirely 
new malware on the NFC fraud scene, brought a rare fusion of 
RAT capabilities and NFC relay attacks, showing cybercriminals’ 
determination to pursuing new attack avenues. 

Fraudsters behind the Nomani investment scams have also refined 
their techniques – we have observed higher-quality deepfakes, 
signs of AI-generated phishing sites, and increasingly short-lived 
ad campaigns to avoid detection. In ESET telemetry, detections of 
Nomani scams grew 62% year-over-year, with the trend declining 
slightly in H2 2025. 

I wish you an insightful read.

Jiří Kropáč
ESET Director of Threat Prevention Labs

Welcome to the H2 2025 issue of the ESET Threat Report!
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Prediction made; prediction fulfilled:  
AI-(co)generated malware is here
ESET found the first known AI-powered ransomware and named it PromptLock, but there 
are others.

Since the machine learning boom in the 2010s, ESET 
has predicted that this technology will be used to 
develop new types of malware. Our research, as well 
as reports from others, suggests that 2025 is the year 
when this prediction has come true.

We base our claim on PromptLock, the first known 
AI-powered ransomware, discovered by ESET 
researchers on VirusTotal1 in H2 2025. What makes 
PromptLock stand out compared to previous findings 
that claimed to describe AI threats is its use of an 
OpenAI model, via the Ollama API, to generate 
malicious scripts on the fly, which it then executes.

PromptLock consists of two main components: 
a static main module, written in Go, that handles 
communication with the server running the AI model 
and carries hardcoded prompts, and cross-platform Lua 

scripts that are dynamically generated by the model via 
the prompts.

The Lua scripts serve multiple functions, including 
enumerating the local filesystem, inspecting files, 
exfiltrating data, and performing encryption. These 
capabilities enable PromptLock to autonomously scan 
victims’ systems, and decide whether the identified 
data should be exfiltrated, encrypted, or destroyed.

ESET assessed that PromptLock is a proof of concept, 
a conclusion supported by multiple indicators including 
the use of the bitcoin address of Satoshi Nakamoto – a 
pseudonymous personality credited with creating the 
first cryptocurrency. This assessment was confirmed 
when a team of NYU academics contacted ESET 
and pointed to their prototype, which matched the 
analyzed sample.

AI threats Ransomware

Victim’s files

Server running 
Ollama model

Static

Dynamic

Hardcoded 
prompts

Main module

Go Lua
encrypts exfiltrates destroys

prompts

contains

scans

generates

executes

1

2

3 4

5

Simplified PromptLock scheme

1 VirusTotal is an online service that scans uploaded files for malicious content using multiple malware detection engines. Paid users have the additional capability to search for malware within the uploaded material. 

https://www.welivesecurity.com/en/ransomware/first-known-ai-powered-ransomware-uncovered-eset-research/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://arxiv.org/pdf/2508.20444
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Interestingly, since AI models can hallucinate or 
produce nonfunctional code, PromptLock verifies 
whether the generated Lua code ran correctly by 
sending the log – produced by execution of the Lua 
script – back to the model for evaluation. If not, 
it instructs the model to correct the script based 
on the feedback and execute it again. Due to the 
nondeterministic character of LLMs, each output is 
unique, making it more difficult to detect variants of 
this AI-powered threat.

A handful of AI-powered threats
Apart from PromptLock, a Google Threat Intelligence 
Group (GTIG) report describes three other examples of 
malware that prompt LLMs during execution:

•	 PromptFlux, a dropper that prompts the Gemini 
AI model to rewrite the dropper’s source code, and 
save the newly generated version to the Startup 
folder to gain persistence.

•	 PromptSteal (aka LameHug), a data miner that 
queries an LLM via the Hugging Face API to 
generate short Windows commands to harvest 
sensitive documents and other information from 
victims’ devices.

•	 QuietVault, a credential stealer that, apart from 
stealing tokens for the npm software registry and 
for GitHub, leverages AI prompts and AI command 
line interface tools installed on the host to search 

for additional secrets on the compromised system 
and to exfiltrate them to a publicly accessible 
GitHub repository.

As documented in the PromptLock and GTIG cases, 
malware creators use social engineering techniques 
to circumvent the guardrails built into AI models 
designed to prevent their misuse. They often craft 
prompts to resemble queries from cybersecurity 
researchers, students participating in Capture The Flag, 
or academics writing papers.

While PromptFlux – just as PromptLock – is 
considered experimental, QuietVault and PromptSteal 
have both been observed in the wild, with the former 
being used in the s1ngularity supply-chain attack 
and the latter as a part of cyberespionage and 
reconnaissance attacks attributed by CERT-UA with 
medium confidence to Russia-aligned Sednit (aka 
APT28, Fancy Bear).

Anthropic also detailed a cyberespionage campaign, 
which it attributed to an unspecified China-aligned 
threat actor. The group leveraged Anthropic’s 
Claude model to automate several stages of the 
attack chain, such as vulnerability testing and 
exploitation, collection and evaluation of victims’ 
data, and exfiltration. To bypass Claude’s guardrails, 
the attackers posed as employees of a legitimate 
cybersecurity company and broke the attack into 
numerous, seemingly benign steps.

EXPERT COMMENT
The emergence of tools like PromptLock highlights a significant shift in the cyberthreat 
landscape. With the help of AI, launching sophisticated attacks has become dramatically 
easier, eliminating the need for teams of skilled developers. A well-configured AI model is 
now sufficient to create complex, self-adapting malware. If properly implemented, such 
threats could severely complicate detection and make the work of cybersecurity defenders 
considerably more challenging.

Anton Cherepanov, ESET Senior Malware Researcher

PromptLock’s hardcoded prompts and use of one of Satoshi Nakamoto’s bitcoin addresses

https://cloud.google.com/blog/topics/threat-intelligence/threat-actor-usage-of-ai-tools
https://cloud.google.com/blog/topics/threat-intelligence/threat-actor-usage-of-ai-tools
https://www.wiz.io/blog/s1ngularity-supply-chain-attack
https://cert.gov.ua/article/6284730
https://cert.gov.ua/article/6284730
https://www.anthropic.com/news/disrupting-AI-espionage
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However, this incident also highlights the limitations 
of current AI models for malicious campaigns, as the 
model sometimes hallucinated or exaggerated the 
value of some collected information. Human expertise 
remained essential in preparing the attack framework, 
selecting targets, and overseeing various phases of 
the operation.

AI(-threat) bubble vs. reality
Looking at the current threat landscape, it is difficult to 
distinguish which attacks can or should be considered 
AI powered. AI is used to varying degrees by all types 
of threat actors and is also promoted on dark web 
forums as a part of various tools for cybercriminals.

In another chapter of this report, we describe 
HTML/Nomani – scams spread via ads on social media 
or using deepfake videos to promote fake investments, 
drugs, or medical devices. We have also found 
indications – atypical symbols in code comments – 
that LLMs are being used to generate parts of landing 
pages used for harvesting the contact information of 
potential victims in this scheme.

Grammar and style in (spear)phishing emails and 
content are other areas where AI has had notable 
impact. Before the advent of chatbots, errors and 
typos were telltale signs that distinguished malicious 
messages from legitimate communication and content. 
Currently, mistakes in attacker-generated emails and 
websites are increasingly rare, and the language and 
style are much more polished.

ESET APT Activity Report Q2 2025‑Q3 2025 describes 
malicious activity targeting organizations in Poland 
and Lithuania, where generative AI may have been 
used to create decoy documents. The main hint in this 
case was heavy use of grammatical and stylistic forms 
uncommon for human communication.

Based on PromptLock, we expect that AI tools can 
and will be used to automate various stages of 
ransomware attacks, from reconnaissance to data 
exfiltration, and at a speed and scale once thought 
impossible. In a broader perspective, AI-powered 
malware represents a new frontier in cyberattacks, 
as it can be designed to morph and adapt to the 
environment of each victim.

EXPERT COMMENT
We expect direct use of AI for generating malware and scripts to remain limited and 
specific, with the real transformation in the threat landscape happening in the area of social 
engineering. The most significant challenge will be the continuous surge in high-quality, 
AI-generated attack vectors, such as convincing deepfakes, emails, and ads that enable 
even low-skilled attackers to orchestrate sophisticated scams at scale and low cost. As 
demonstrated by 2025’s investment scams, attackers increasingly rely on the appearance 
of trustworthiness rather than genuine functionality, leveraging AI to mimic professional-
grade presentations and interactions – making social engineering one of the primary 
battlegrounds in cyberdefense.

Juraj Jánošík, ESET Director of Automated Systems and Intelligent Solutions

https://www.welivesecurity.com/en/eset-research/eset-apt-activity-report-q2-2025-q3-2025/
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NFC threats expand to new territories with 
improved tactics and techniques

Android NFC threats

Attackers test new social engineering tricks, blend NFC abuse with banking trojan features; 
Brazil crops up as the newest NFC fraud hotspot.

Ever since we first documented NFC scams in 2024, the 
threat has been evolving in scale and sophistication. On 
top of the previously described tactics and techniques 
employed by NGate, GhostTap, and SupercardX in 
H2 2024 and H1 2025, ESET researchers and industry 
peers have observed several notable upgrades in H2 
2025, such as the harvesting of victims’ contacts, 
disabling of biometric verification, and even a fusion of 
NFC attacks with remote access trojan (RAT) features 
and Automated Transfer System (ATS) capabilities.

Fraudsters have also refined their social engineering 
scenarios in H2 2025 and were seen impersonating 
Google Play, “TikTok for adults”, digital bank ID 
services, and even toll road authorities. To increase 
the legitimacy of the lures, scammers have also 
been utilizing fake positive reviews on their malware 
distribution pages.

ESET telemetry shows that detections of NFC-abusing 
Android malware grew by 87% between H1 and 
H2 2025 – an apparent slowdown compared to 
the astronomic thirtyfold-plus growth in H1 2025. 
However, it is important to note that while the 
previous period effectively marked the onset of NFC 
malware in the wild, we are now seeing a more 
realistic trend in these attacks.

NGate now goes after victims’ 
contacts
NGate – a pioneer among NFC threats, first described 
by ESET in 2024 – has been upgraded to add contact-
stealing functionality. In one of the campaigns 
spotted by ESET researchers in late H2 2025, the 
victim was contacted by a malicious actor posing as 
a bank support employee, attempting to persuade 

NFC-related Android malware detection trend in H1 2025 and H2 2025, seven-day moving average

NFC, or near-field communication, is a short-range wireless technology that enables two devices, such as a 
smartphone and a payment terminal, to communicate when placed close together. Mobile payment apps like 
Google Pay and Apple Pay allow users to pay easily by tapping their NFC-enabled devices at a checkout terminal. 
When used legitimately, NFC allows for faster, more secure payments compared to older digital methods. 
Unfortunately, cybercriminals have also set their sights on NFC, creating a wave of highly specialized malware and 
fraud schemes exploiting this technology – starting with NGate and, over time, developing various spin-offs and 
malware-as-a-service tools that facilitate NFC fraud at scale.

https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h22024.pdf#page=15
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h12025.pdf#page=17
https://www.verimatrix.com/cybersecurity/cybersecurity-insights/nfc-relay-fraud-in-toll-road-scams/
https://www.welivesecurity.com/en/eset-research/ngate-android-malware-relays-nfc-traffic-to-steal-cash/
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the victim to install a fake banking app containing 
NGate. The NGate version used in this attack had the 
capability of harvesting contacts – previously unseen 
in this malware. ESET researchers believe that contact 
harvesting paves the way for new waves of targeted 
NGate attacks in the future – obtaining the full names 
of potential new targets might help increase the success 
rate of the fake support call tactic.

CERT Polska also notes that, in a separate campaign 
in November 2025, clients of Polish banks received 
phishing emails purportedly from the banks’ security 
departments, prompting them to click a link to install an 
app, which then compromised the device with NGate.

NGate-based malware swoops in 
to Brazil
In August 2025, ThreatFabric reported on NFC-abusing 
Android malware targeting banking clients in Brazil. 
The malware was discovered as a result of monitoring a 
Brazilian threat actor known as Go1ano Developer.

ThreatFabric named the malware PhantomCard, noting 
it was a customization of NFU Pay, a Chinese NFC relay 
malware-as-a-service tool available on underground 
forums (alongside SuperCardX and others), adapted 
for the Brazilian market. Due to code overlap with the 
NGate malware, ESET tracks this threat as variants of 
Android/Spy.NGate.

PhantomCard has been distributed through fraudulent 
websites posing as Google Play web pages for an 
app named Proteção Cartões (Card Protection in 
Portuguese). To make the app appear trustworthy, the 
distribution pages featured fabricated positive reviews in 
which supposed users – ironically – praised its ability to 
block scam attempts.

In October 2025, ESET researchers identified another 
active campaign distributing this variant of NGate (aka 
PhantomCard) in Brazil. Again, the threat actors behind 
it used fake Google Play sites to distribute malicious 
apps, posing as the official apps of four major Brazilian 

banks and one e-commerce app, all using Autenticação 
de Cartões in their names, which translates from 
Portuguese to English as Card Authentication.

Similar to previous NGate attacks, after installing and 
executing these malicious apps, the victim is prompted 
to hold their payment card near the phone and enter 
their PIN for authentication – the details are then 
relayed to the attacker.

In yet another instance, ESET researchers identified 
activity that appears to be tied to a new threat actor 
also distributing NGate in Brazil, this time in the form 
of a fake app named ProGuard – likely to give the 

Fraudulent app, containing NGate, requests access to victim’s contacts

Fake Google Play web pages for the malicious apps distributing NGate in Brazil

https://cert.pl/en/posts/2025/11/analiza-ngate/
https://www.threatfabric.com/blogs/phantomcard-new-nfc-driven-android-malware-emerging-in-brazil
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impression of an app with additional safety features. The app’s initial screen 
contains graphical elements associated with legitimacy and security, such 
as a green padlock icon, and Ambiente seguro (Secure environment) and 
Autorizado por BACEN (Authorized by Banco Central) labels.

RatOn: A banking trojan mega-hybrid you 
really don’t want on your phone
In terms of technical evolution, H2 2025 brought a novel intersection 
between NFC fraud and RAT-like features: the RatOn malware, first 
identified by ThreatFabric. 

RatOn, which appears to be written from scratch, combines the worst of 
Android malware: remote control, banking overlay attacks, Accessibility 
service abuse, Automated Transfer System (ATS) capabilities, NFC relay 
functionality…and even ransomware-like behavior. RatOn also supports 
commands that can disable biometric verification, which allows the 
attackers to capture PIN codes in targeted financial apps. According to ESET 
telemetry, RatOn was no longer active at the time of writing.

In the documented campaign, attackers used fake Google Play listing web 
pages and advertisements mimicking an adult version of TikTok (TikTok 18+) 
to distribute RatOn.

RatOn’s execution unfolds in several stages, during which the malware 
acquires permission to install third-party software, and obtains device 
administrator rights and Accessibility service permissions. These allow the 
attackers to click on elements on the victim’s screen and install the final 
payload – NGate. The screen access can also be abused in the interfaces of 
targeted cryptocurrency wallets – such as MetaMask, Trust, and Phantom.

The primary targets of RatOn seem to be Slovak- and Czech-speaking 
users, which is corroborated by one of the commands that the trojan uses 
to perform automated money transfers via George Česko – an application 
used exclusively by clients of a Czech bank.

The initial screen of the malicious ProGuard app

Ad and fake Google Play listing for the malicious TikTok 18+ app distributed in Czechia and Slovakia 
(Ad translation: Download the application; Listing translation: TikTok 18+ - Really short videos)

https://www.threatfabric.com/blogs/the-rise-of-raton-from-nfc-heists-to-remote-control-and-ats
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ESET researchers have identified two additional 
websites used for the distribution of RatOn, further 
pointing to the targeting of Czech users – idbank-
cz[.]run and telegrambot[.]pw. The fraudulent 
websites, shown in the screenshots below, 

impersonate a legitimate service offering digital bank 
IDs in Czechia. 

In response to the detected activity of RatOn in 
Slovakia, the Slovak National Center of Cybersecurity 
issued a warning.

EXPERT COMMENT
Recent innovations in the NFC sphere demonstrate that threat actors no longer rely solely 
on relay attacks: they are blending NFC exploitation with advanced capabilities such as 
remote access and automated transfers. The efficiency of the scams is further fueled by 
advanced social engineering and technologies that can bypass biometric verification.

This evolution makes detection and prevention more challenging, even for experienced 
users. While the cybersecurity community, financial institutions, and card issuers are 
monitoring and responding to these advancements, a large portion of responsibility still 
lies with users, which means that their security awareness remains critical. Downloading 
apps only from official sources and carefully reviewing permissions can significantly reduce 
exposure to these evolving threats.

We expect that the appetite of threat actors for exploiting NFC technology will continue 
to grow in 2026, leveraging NGate or similar malware, and adopting techniques and social 
engineering approaches used by other cybercriminal groups.

Lukáš Štefanko,, ESET Senior Malware Researcher

Malicious website impersonating a Czech Bank ID service and pop-up requesting permission to 
download the malicious APK (RatOn)

Screen instructing the user to hold their card 
against the phone for confirmation

https://bankid.cz/
https://bankid.cz/
https://www.sk-cert.sk/sk/skodliva-mobilna-aplikacia-ktora-cieli-aj-na-slovenskych-zakaznikov/index.html
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Guess who’s back, back again?  
Lumma Stealer returns

Infostealers

Lumma Stealer brought back from the brink twice in the span of six months.

Shortly after the disruption of Lumma Stealer in May 
2025, it became clear that while this malware-as-a-
service (MaaS) infostealer suffered quite a blow, it was 
not enough to get rid of it for good. 

The disruption operation, conducted by law 
enforcement authorities in cooperation with 
cybersecurity companies (ESET included), targeted 
the malware’s C&C servers and largely disabled its 
exfiltration network. However, the operators behind 
Lumma Stealer managed to regroup and restart their 
cybercriminal enterprise.

Reports of Lumma Stealer’s return started appearing 
as early as June 2025. What nobody foresaw at that 
point was this would not be the only time that Lumma 
Stealer seemingly managed to die and come back to life 
before the end of 2025.

’Tis but a scratch
Immediately following the disruption, we did indeed 
see a decline in Lumma Stealer activity, as the threat 
actors scrambled to rebuild their infrastructure. Their 
efforts were, unfortunately, successful: starting in June, 
Lumma Stealer detections started appearing more 
and more frequently, soon reaching levels similar to 
those registered before the takedown. Each week, the 
malware’s operators registered dozens of new domains 
whose IP addresses were being resolved in various 
locations in Russia, making further disruption efforts 
more difficult. Rebuilding infrastructure took priority 
over updating the malware itself, since the codebase of 
Lumma Stealer samples that ESET researchers analyzed 
at the time showed little change.

As was to be expected, soon after the malware’s 
infrastructure was patched up to some degree, 

campaigns followed. One of those involved 
cybercriminals mimicking Telegram Premium. Visiting 
the fraudulent website automatically triggered the 

download of a malicious EXE file containing Lumma 
Stealer. In August, the malware was also reported 
spreading via cracked video games, a distribution 

Lumma Stealer resolved IPs from April 2025 to November 2025

https://www.welivesecurity.com/en/eset-research/eset-takes-part-global-operation-disrupt-lumma-stealer/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.trendmicro.com/en_us/research/25/g/lumma-stealer-returns.html
https://www.cyfirma.com/research/fake-telegram-premium-site-distributes-new-lumma-stealer-variant/
https://www.broadcom.com/support/security-center/protection-bulletin/cracked-games-lead-to-lumma-stealer-and-sectoprat-infections
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h12024.pdf#page=16
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channel it has used in the past. Furthermore, ESET telemetry data shows 
a significant spike in the infostealer’s activity on July 8, with 70% of the 
day’s detections being registered in Mexico. This was a spam campaign 
distributing Lumma Stealer via email attachments.

Interestingly, after Lumma Stealer’s May disruption, the detection numbers 
of HTML/FakeCaptcha trojan, which is used in ClickFix attacks, cratered. 
They decreased by almost 100% from more than 1.6 million detections in H1 
to less than 60,000 in H2 2025. 

As stated in our previous Threat Report, HTML/FakeCaptcha was a very 
prolific vector in delivering Lumma Stealer. It is possible that several threat 
actors that were using this distribution vector decided to abandon ship 
after the takedown efforts, causing the sudden drop. 

However, the ClickFix social engineering technique, which involves enticing 
users into fixing fake technical issues by running malicious commands on 
their machines, is still very much in use, in crimeware and ransomware 
campaigns alike.

Alive and (un)well

After this surge in activity, Lumma Stealer suddenly fell silent. Then, on 
September 17, a post stating that the malware’s operators had had their 
Telegram accounts stolen appeared on an underground forum. 

A doxing website called Lumma Rats also emerged in September, claiming 
to contain personal information of several Lumma Stealer operators. At 
the time of writing, there were seven profiles up on the website, showing 
the alleged threat actors’ photos, names, home addresses, bank account 
numbers, and other information. One of the leaked profiles even mentions 
past connections to the Conti ransomware operation. It is, however, 
difficult to validate the veracity of the doxing claims, as the personal data 
has not been independently verified.

September 17 is also the date when Lumma Stealer botnet tracking data 
at ESET started showing a significant drop in the number of the malware’s 

A phishing email distributed in the July Lumma Stealer campaign in Mexico (partial machine 
translation: Good day, Please quote the requested material as soon as possible, as indicated at the 
bottom of this email and/or attached file, for market research purposes.)

HTML/FakeCaptcha trojan detection trend in  H1 2025 and H2 2025, seven-day moving average

Lumma Rats landing page

https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h12024.pdf#page=16
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h12025.pdf#page=9
https://www.bleepingcomputer.com/news/security/tiktok-videos-continue-to-push-infostealers-in-clickfix-attacks/
https://www.welivesecurity.com/en/eset-research/deceptivedevelopment-from-primitive-crypto-theft-to-sophisticated-ai-based-deception/
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C&C domains. For a couple of days, it looked as though 
the circumstances had pushed the MaaS operators 
to truly close up shop. Yet less than a week later, we 
spotted a couple of C&C domains resolving to a single 
IP address. Gradually, new domains appeared, and 
by October 7, the daily domain count returned to the 
numbers seen before the September 17 forum post.

While it is far from over for Lumma Stealer, the 
malware undoubtedly had a tough six months, 
numbers-wise: attack attempts using this MaaS 
infostealer plummeted by 86% in H2 2025. While in 
H1, when the malware was in its prime, we counted 

more than 60,000 detections, its H2 2025 numbers 
amounted to less than 9,000 in the end.

It remains to be seen whether Lumma Stealer 
manages to claw back to its previous spot as one of 
the most prevalent MaaS infostealers. The competition 
is fierce, with many affiliates on the lookout for a more 
stable replacement. One of the possible alternatives, 
Vidar, released its 2.0 update in October, boasting 
a complete overhaul of the code and new features. 
Taking into account Lumma Stealer’s outage, Vidar’s 
update potentially came at just the right time to 
attract disaffected Lumma Stealer customers. 

Lumma Stealer detection trend in  H1 2025 and H2 2025, seven-day moving average

EXPERT COMMENT
Even though the detection trend looks like the end of Lumma Stealer is near, we see 
new builds and dozens of newly registered C&C domains emerge on a weekly basis. It is 
unclear whether the malware is being distributed by verified affiliates, or by the operators 
themselves. In the meantime, other infostealer operations are taking advantage of the 
situation, making it that much harder for Lumma Stealer to return in full force. It is now on 
the precipice; only time will tell whether it holds or folds. 

Jakub Tomanek, ESET Malware Analyst

https://x.com/g0njxa/status/1975544041778331925
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CloudEyE on the offensive
Downloaders Malware as a service

A rising tide of PowerShell downloaders brings a surge of CloudEyE attacks.

In the ever-changing threat landscape, phishing 
campaigns spreading malware on a massive scale are 
one of the constants. While this method remains tried 
and true, the most-delivered payloads still tend to 
change once in a while, depending on which malware 
is currently the preferred choice of cybercriminals. In 
H2 2025, it was CloudEyE’s time to take the spotlight, 
as ESET telemetry data showed a steep increase in 
phishing emails distributing this malware.

Despite being advertised as a legitimate file protection 
service, CloudEyE, also known as GuLoader, is actually a 

malware-as-a-service (MaaS) downloader and cryptor, 
with early samples dating back to 2019. It is used to 
deploy other malware, including ransomware, as well 
as infostealer juggernauts such as Rescoms, Formbook, 
and Agent Tesla.

CloudEyE is multistage malware; the downloader is 
the initial stage and spreads via PowerShell scripts, 
JavaScript files, and NSIS executables. These then 
download the next stage, which contains the cryptor 
component with the intended final payload packed 
within. All CloudEyE stages are heavily obfuscated, 

meaning that they are deliberately difficult to detect 
and analyze, with their contents being compressed, 
encrypted, encoded, or otherwise obscured.

ESET telemetry data shows that attack attempts 
using PowerShell variants of CloudEyE’s initial 
stage (tracked as PowerShell/Agent trojan and 
Powershell/TrojanDownloader.Agent trojan) 
intensified significantly in the latter half of H2 2025. 
The malware’s numbers skyrocketed, going up 

almost thirtyfold, and amounting to more than 
100,000 detections during the reporting period. We 
recorded the highest detection peak in Poland on 
September 18. PowerShell downloaders in general also 
showed substantial growth in H2, registering a 59% 
increase, making up 9% of all downloader detections 
during the period.

In addition to enduring the highest CloudEyE detection 
peak, Poland also had to face the brunt of these 

CloudEyE detection trend in H2 2025, seven-day moving average

Cryptors are a type of malware designed to conceal a malicious payload from being detected. This 
payload is packed, i.e., compressed and encrypted, inside the cryptor. To further protect against 
detection, cryptors often employ obfuscation techniques meant to make analysis difficult, various 
anti-VM and anti-sandbox techniques to prevent the malware revealing itself in a lab environment, 
and anti-debugging techniques. Some of the prominent cryptors that ESET has publicly analyzed 
include AceCryptor and ModiLoader, which are both cryptor-as-a-service operations utilized by 
numerous well-known malware families. 

https://research.checkpoint.com/2020/guloader-cloudeye/
https://x.com/TheEnergyStory/status/1240608893610459138
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attacks throughout H2, with roughly every third attack attempt in the 
latter half of 2025 being seen there. The attacks were part of a wave of 
email campaigns in Central and Eastern Europe that ESET observed in 
September and October 2025.

In order to appear more legitimate, the emails deployed in the campaigns 
were often sent from compromised, legitimate accounts and localized to 
the language of the targeted country. To discourage further scrutiny, many 
of them contained carefully crafted signature sections with instructions 

not to forward the messages further. The emails themselves were usually 
inquiries about invoice payments, package tracking, and purchase orders, 
with subject lines such as Faktura nr: 2025/09/51 (machine translation: 
Invoice no:2025/09/51) and Potwierdzenie zamówienia kuriera 
(machine translation: Courier order confirmation). CloudEyE was lurking 
in the attachments in the form of archives, with .7z, .gz, or .img file 
extensions, that contained either a batch script or an NSIS executable.

Detection trend of PowerShell downloaders in  H1 2025 and H2 2025, seven-day moving average

Geographic distribution of CloudEyE attacks in H2 2025

EXPERT COMMENT
Around the time that CloudEyE’s activity began surging, 
we observed a switch in the prevalent downloader and 
cryptor variants in our telemetry from native Windows 
executables and MSIL assemblies to PowerShell scripts. 
Threat actors changing their preferences with regard 
to their cryptor of choice is a common occurrence: in 
the past couple of years, we have seen them go from 
AceCryptor to ModiLoader to PureCryptor, and now, to 
CloudEyE. In the future, it is highly likely that preferences 
will change again, and this malware will be replaced by 
another cryptor that cybercriminals have at their disposal. 
It is therefore important to stay on one’s toes and always 
be on the lookout for possible phishing emails. 

Jakub Kaloč, ESET Malware Researcher

A phishing email with an attachment delivering CloudEyE (machine translation: Good 
morning, Please send the price offer to the attached order. Greetings)

32%

0%
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A year on, Nomani scams are more 
advanced and harder to spot
Fraudsters continue to improve deepfake content, use AI to generate new phishing websites, 
and find ways to remain undetected by platforms, defenders, and users.

If you were on social media such as Facebook, 
Instagram, or Threads in H2 2024, there’s a good 
chance you encountered fraudulent ads propagating 
fake investment schemes, snake oil products, or 
other types of scams – threats tracked by ESET as 
HTML/Nomani.

A year later, ESET telemetry shows that this deceptive 
activity has grown year over year by another 62%, 
reaching hundreds of thousands of detections 
worldwide. These figures translate to over 64,000 
unique URLs being blocked over the course of 2025.

Campaigns spreading this type of malicious content 
have also propagated to other social media platforms, 
including YouTube. On the bright side, although overall 
detections are up compared to 2024, there’s a hint of 
improvement, as H2 2025 detections have declined by 
37% compared to H1 2025.

Geographically, most HTML/Nomani detections in 
2025 originated in Czechia, Japan, Slovakia, Spain, 
and Poland. Note that many of these countries are 
historically well covered by ESET security products and 
this might introduce bias into the statistics.

Scammers use more AI and lean 
into PUA strategies 
Looking closer at the scam ads, there have been 
notable upgrades over the last year. Deepfakes of 
popular personalities, used as initial hooks for phishing 
forms or websites, now use higher resolution, have 
significantly reduced unnatural movements and 
breathing, and have also improved their A/V sync. All 
of these changes make it more difficult for potential 
victims to spot the deception.

Web threats Scams AI threats

HTML/Nomani detection trend in H1 2025 and H2 2025, seven-day moving average

https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h22024.pdf
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To improve the impact of the ads, their content, as well 
as the phishing pages' content, often follows current 
events in the news cycle and uses personalities or 
topics that are more prevalent in the public discourse 
at the time – often using AI-generated images. In one 

notable case from the Czech Republic, two well-known 
politicians were depicted as having engaged in a public 
debate. The fabricated narrative claimed that, rather 
than allocating state funds to road infrastructure, the 
government was instead investing through one of the 

scam platforms, purportedly generating substantial 
returns – indirectly lending a facade of credibility to the 
fraudulent scheme.

To avoid detection by social media platform ad 
systems, scammers have shortened their campaigns 
to mere hours and have deployed tracking 
mechanisms to redirect users to benign cloaking 
pages instead of external phishing forms if they don’t 
fit the targeted profile.

To further lower their footprint, attackers increasingly 
abuse legitimate tools offered by the social media 

ad framework, such as forms and surveys instead of 
external webpages, to harvest victims’ information.

Templates used to generate phishing websites have 
also seen design and language improvements, and their 
HTML code shows signs of AI-generated content, such 
as the use of checkbox emojis. 

Based on ESET analysis, most of the repositories found 
on GitHub that offer templates for both investment 
and snake oil scams originated from Russian 
and/or Ukrainian users, with frequent use of Russian 
comments in the code.

Fake news site with AI-generated image showing two prominent Czech politicans in a fight Code snippet of a phishing page with signs of AI-generated content such as checkboxes in the comments
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Interestingly, some of the landing pages change their 
behavior to default to the “United States” version if 
there’s an error determining geolocation or if the visitor 
is identified as being in Ukraine.

Scammers have also been adopting strategies 
typical for vendors of potentially unwanted/unsafe 
applications, who often try to file reports of false 
positives for their pages, and to display prominent 
disclaimers on their phishing sites noting that they 
serve for “marketing purposes” only, and “do not 
offer or provide any trading, brokerage or investment 
services or products”, and thus “cannot be held liable 
for any infringement of laws and regulations or any 
damage”.

Public report: Scammers pay Meta 
billions to reach their victims
In late H2 2025, Reuters published a report citing 
Meta’s internal documents, which revealed that 
the company anticipated earning approximately 
USD 16 billion – or 10% of its 2024 revenue – from 
advertisements promoting banned goods and scams, 
part of which we track as HTML/Nomani. The 
documents further estimated that users are exposed 
to 15 billion deceptive ads daily across Facebook, 
Instagram, and WhatsApp.

The report also claims that Meta’s automated systems 
only ban advertisers when they are at least 95% certain 
that they are scammers; if less certain, Meta instead 
charges those advertisers higher rates rather than 
removing their ads.

Meta disputes the report, saying it presents “a selective 
view that distorts Meta’s approach to fraud and scams” 
and called the 10% figure “rough and overly-inclusive” 
but did not provide a more accurate, updated figure.

Risk and liability disclaimer used on some phishing sites, detected by ESET as HTML/Nomani

EXPERT COMMENT
Scammers continue to use familiar strategies, but as public awareness grows, they are 
forced to adapt by refining their call center scripts and tactics to appear more convincing. 
A notable trend is the increasing use of native speakers as operators in scam call centers, 
which significantly boosts the credibility of fraudulent calls. Additionally, follow-up scams 
that exploit the names of reputable local or international law enforcement agencies, such 
as Europol, have become increasingly prevalent. On a positive note, the growing number 
of scams has prompted banks and law enforcement agencies to ramp up their efforts, 
investing more in user education and awareness campaigns. We are also seeing increased 
international cooperation, with investigations, takedowns of fraudulent websites, and, in 
some cases, even raids and arrests targeting the perpetrators.

Ondřej Novotný,, ESET Senior Detection Engineer

Code that uses the US as the geolocation fallback

https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
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High or low profile, ransomware is 
on a growth spurt
Qilin has become the new public leader of the ransomware scene, but newcomer group 
Warlock brings innovative and dangerous evasion techniques.

Despite the chaos that followed the downfall of the 
former leading ransomware gang RansomHub in H1 
2025, the number of victims reported on dedicated 
leak sites (DLSes) has continued to grow rapidly 
– with the cumulative number of victims in 2025 
already higher than the 2024 total. Criminals have 
also continued to deploy a myriad of new EDR killers 
– malicious tools designed to kill, or silence, defensive 
tools in victims’ environments.

Ransomware was also behind the headline-making 
attack on Jaguar Land Rover, currently estimated to 
be the costliest cyberincident in UK history, causing 
damage of almost USD 2.5 billion. Around the same 
time, ESET published its findings on HybridPetya 
– an upgraded copycat of the infamous NotPetya 
ransomware, deployed in the most destructive 
cyberattack on record.

But there were positive news stories as well. Justice 
inched closer to being served in several older cases 
related to ransomware attacks, and collaboration 
between private companies and law enforcement led 
to disruption of several active ransomware operations.

Growing victim numbers
Over the course of 2025, ESET researchers analyzed 
hundreds of hands-on-keyboard ransomware attacks 
reported via ESET telemetry. The largest number of 
these were aimed at organizations in the United States 
(17%), Spain (5%), France, Italy, and Canada (4% each).

Looking at the targeted sectors, organizations in 
manufacturing, construction, retail, technology, and 
healthcare were most often identified as victims. In 
the ransomware-as-a-service (RaaS) arena, Akira 

and Qilin were the leading players, each responsible 
for 10% of the analyzed attacks, followed by 
MedusaLocker with 7%.

Based on public information from DLSes run by 
ransomware gangs, the cumulative number of known 

victims in 2025 reached 6,937, surpassing 2024’s total 
by over 1,700. If that trend continues, the year-over-
year increase will reach 40%. DLS data also suggests 
that construction, healthcare, and IT were the most 
targeted sectors in both 2024 and 2025.

Number of publicly reported victims on DLSes of ransomware gangs, collected via ecrime.ch

Ransomware

https://www.bbc.co.uk/news/articles/cy9pdld4y81o
https://www.welivesecurity.com/en/eset-research/introducing-hybridpetya-petya-notpetya-copycat-uefi-secure-boot-bypass/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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It’s important to note that this DLS data only includes victims who refused 
to pay the ransom and were reported by ransomware gangs themselves via 
their DLSes, which was then collected by the ecrime.ch monitoring service.

EDR killers, EDR killers everywhere
EDR killers also remained a significant trend in the ransomware scene. Over 
the last three months, ESET Research discovered over a dozen new tools of 
this kind in the wild, mostly used by affiliates of the Akira and Qilin gangs, 
followed by Warlock.

The dominant method for deployment of EDR killers is bring your own 
vulnerable driver (BYOVD), allowing the attacker to enter kernel mode and 
attempt to kill the EDR tool from there. Apart from that, ESET observed 
rapid adoption of the recently released EDR-Freeze, a malicious tool that 
abuses a vulnerability in WerFaultSecure – a legacy error-reporting utility 
for Windows. According to ESET telemetry, EDR-Freeze has been utilized 
mostly by Akira and Chaos affiliates.

To counter these evasive techniques, defenders are advised to enable 
detection of both potentially unwanted applications and potentially unsafe 
applications, which can detect and block the installation of legitimate, yet 
vulnerable, drivers abused by attackers.

Qilin dominates publicly, Warlock roars  
with silence
After the former leader – RansomHub – was taken down by rival gang 
DragonForce in H1 2025, fierce competition for affiliates and overall 
dominance in the ransomware scene broke out. This reminded us of the 

turf wars that followed the 2024 law enforcement takedowns of the two 
formerly most active gangs, LockBit and BlackCat. Publicly available data 
from DLSes suggests that at the end of H2 2025, Qilin’s RaaS came out as 
the dominant force with record increases in reported victims, followed by 
Akira’s RaaS.

In ESET threat intelligence, another group stands out – Warlock. Our 
analysis suggests that this threat actor has advanced technical skills, 
demonstrated by swiftly adopting emerging intrusion vectors, including 
exploitation of ToolShell and Windows Server Update Services (WSUS). 

Warlock also uses novel approaches, such as abuse of vulnerable versions 
of Velociraptor (a legitimate forensics tool) chained with VS Code (a popular 
open-source code editor) for establishing a stealthy remote connection.

Yet, looking at Warlock’s scarcely populated DLS might lead one to the false 
conclusion that this group doesn’t see much success. In reality, the number 
of analyzed cases from ESET telemetry is alarmingly high for a newcomer, 
especially since Warlock operates as a closed group rather than using the 
popular RaaS model.

HybridPetya
In the last six months, ESET researchers identified new ransomware and 
named it HybridPetya due to its close resemblance to the notorious Petya 
and NotPetya malware families. HybridPetya was found on VirusTotal, 
where it was uploaded in February 2025.

Like its predecessors, HybridPetya is designed to encrypt the Master 
File Table, which holds crucial metadata for all files on NTFS-formatted 
partitions, effectively locking users out of their data. However, HybridPetya 
introduces a significant advancement: it is capable of compromising 
modern UEFI-based systems by installing a malicious EFI application onto 
the EFI System Partition, expanding its potential reach and impact.

One of the HybridPetya variants analyzed exploits CVE-2024-7344, 
a vulnerability that allows bypass of UEFI Secure Boot protections on 
outdated systems by using a specially crafted file. Unlike the infamous 
NotPetya, HybridPetya hasn’t displayed aggressive network-spreading 
behavior and has also not been detected in the wild, suggesting that it may 
be used for targeted attacks or is in a proof-of-concept phase.

Warlock’s leak site shows few victims, but ESET telemetry suggests that the gang is highly active

https://ecrime.ch/
https://en.wikipedia.org/wiki/Kernel_(operating_system)
https://www.welivesecurity.com/en/eset-research/toolshell-an-all-you-can-eat-buffet-for-threat-actors/
https://learn.microsoft.com/en-us/windows/win32/fileio/master-file-table
https://learn.microsoft.com/en-us/windows/win32/fileio/master-file-table
https://nvd.nist.gov/vuln/detail/cve-2024-7344
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JLR BREACH, one of the costliest 
cyberattacks in history
In H2 2025, automaker Jaguar Land Rover (JLR) reported a major 
ransomware incident that forced it to shut down its production and IT 
systems across the globe, severely disrupting both its production and  
sales operations, and affecting approximately 5,000 businesses across  
its supply chain.

Full recovery is projected to take months, but the weeks-long shutdown 
caused financial damage close to USD 2.5 billion and made it the costliest 
cyberincident in UK history.

A group comprised of members linked to three distinct threat actors – 
Scattered Spider, Lapsus$, and ShinyHunters, infamous for its sophisticated 
vishing- and SIM-swap-powered initial access methods – claimed 
responsibility for the attack.

Disrupted, arrested, extradited, charged, 
decrypted
In law enforcement waters, charges were brought against threat actors 
linked to BlackCat ransomware and also against a key administrator tied 
to the LockerGoga, MegaCortex, and Nefilim ransomware gangs. Two 
individuals have also been extradited to the US for further prosecution: a 
Ukrainian national on Conti ransomware charges and another person 
who is considered to be the initial access expert for Ryuk ransomware. In 
the UK, authorities have also arrested a suspect believed to be responsible 
for the RTX ransomware attack that disrupted the operations of several 
large airports in Europe.

Law enforcement and security researchers have also made progress in 
disrupting active ransomware operations, dismantling the infrastructure 
of the BlackSuit ransomware gang in Operation Checkmate, while 
Operation Elicious disrupted the Diskstation ransomware gang targeting 
NAS devices. Several free decryptors have also been published during 
H2 2025, helping victims of MuddyWater’s DarkBit and Phobos/8Base 
ransomware. The Hunters International ransomware group (rebranded 
as World Leaks) also announced its shutdown and released free decryptors 
for its victims.

These successes show that increased international cooperation and 
technical advancements are beginning to have a meaningful impact on the 
ransomware threat landscape.

EXPERT COMMENT
While 2025 ransomware numbers have already surpassed 
last year, and we can expect that trend to continue in 
2026, we should not overly focus on the statistics. The 
newly emerged Warlock gang brings new, dangerous 
evasion techniques and besides the very active RaaS 
scene and noisy actors, this is the one group to keep an 
eye on for the foreseeable future.

“Headline-producing” attack vectors such as SIM swaps, 
vishing, and zero days will continue to grab media 
attention, but we expect that the majority of attacks in 
the next year will still rely on traditional vulnerabilities 
such as weak passwords, unpatched systems, open RDP 
ports, and edge device vulnerabilities.

Meanwhile, the rising popularity of EDR killers highlights 
that endpoint detection and response (EDR) tools remain 
a significant obstacle for ransomware operators. This also 
means that we can expect EDR killers to stick around 
for 2026, and that similar malicious tools will continue to 
surface. We will have to be ready to defend against them.

Jakub Souček, ESET Senior Malware Researcher

Ransom note displayed by HybridPetya, resembling the messaging of original Petya/NotPetya 

https://legacy.www.documentcloud.org/documents/26212062-digital-mint-sygnia-indictment/
https://legacy.www.documentcloud.org/documents/26086821-tymoshchuk-indictment-1-23-bc-cr-00324/
https://www.bleepingcomputer.com/news/security/ukrainian-extradited-from-ireland-on-conti-ransomware-charges/
https://www.bleepingcomputer.com/news/security/ryuk-ransomwares-initial-access-expert-extradited-to-the-us/
https://www.nationalcrimeagency.gov.uk/news/uk-arrest-following-aerospace-cyber-incident
https://www.bleepingcomputer.com/news/security/airport-disruptions-in-europe-caused-by-a-ransomware-attack/
https://www.bleepingcomputer.com/news/security/law-enforcement-seizes-blacksuit-ransomware-leak-sites/
https://www.bleepingcomputer.com/news/security/police-disrupt-diskstation-ransomware-gang-attacking-nas-devices/
https://www.bleepingcomputer.com/news/security/muddywaters-darkbit-ransomware-cracked-for-free-data-recovery/
https://www.npa.go.jp/english/bureau/cyber/ransomdamagerecovery.html
https://www.npa.go.jp/english/bureau/cyber/ransomdamagerecovery.html
https://techcrunch.com/2025/07/03/ransomware-gang-hunters-international-says-its-shutting-down/
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Threat 
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Geographic distribution of malware detections in H2 2025
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Geographic distribution of Android detections in H2 2025
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Geographic distribution of Cryptocurency threat detections in H2 2025
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Downloader detections per detection type in H2 2025

Geographic distribution of Downloader detections in H2 2025
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BAT/TrojanDownloader.Agent trojan

Downloader detection trend in H1 2025 and H2 2025, seven-day moving average

Top 10 Downloader detections in H2 2025 (% of Downloader detections)

H2H1
+24%

Downloaders

30.5%

15.8%

14.3%

11.3%

8.9%

5.8%

4.4%
4.2%

3.3%

1.4%

JS

MSIL

Win

DOC

PowerShell

VBA

Other

VBS

HTML

LNK

16%

0%
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Top 10 threats detected in emails in H2 2025

Top malicious email attachment types in H2 2025

41.5%

23.4%

11.1%

9.7%

7.2%

6.6%

0.3% 0.1% 0.01%

Scripts
Executables

Office documents
PDF
Archives

Batch
Shortcuts

Jar
Android

Malicious email detection trend in H2 2025 and H2 2025, seven-day moving average

Spam detection trend in H1 2025 and H2 2025, seven-day moving average

H2H1
+36%

H2H1
-23%

Email threats
30.8%

10.7%

5.7%

3.3%

3.1%

3.0%

2.8%

2.7%

2.6%

2.1%

HTML/Phishing.Agent trojan

DOC/Fraud trojan

HTML/Phishing trojan

JS/Danger.ScriptAttachment trojan

Win/Agent trojan

Win/Exploit.CVE-2017-0199 trojan

MSIL/TrojanDownloader.Agent trojan

PDF/Phishing trojan

Win/Exploit.CVE-2017-11882 trojan

JS/TrojanDownloader.Agent trojan
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Trends of RDP, SMB, and SQL attack attempts in H1 2025 and H2 2025, seven-day moving average

External network intrusion vectors reported by unique clients in H2 2025

43.3%

14.4%

8.4%

7.5%

2.7%
2.6%
2.5%
1.4%

0.6%
0.2%

0.1%

16.2%

Password guessing

Apache log4j CVE-2021-44228

Apache Struts2 CVE-2017-5638

PHP  CVE-2024-4577

Apache spring4shell CVE-2022-22963,22965

MS IIS CVE-2015-1635

SMB.DoublePulsar scan

Pulse Secure CVE-2019-11510

MS RDP CVE-2019-0708 Bluekeep

MS Exchange Exploit.CVE-2021-26855

MS SMB1 EternalBlue

Other

Geographic distribution of Email threat detections in H2 2025

Exploits

H2H1

18%

0%

+27%

+62%

+19%

Email threats
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Geographic distribution of SMB password guessing attack attempt targets in H2 2025

Geographic distribution of SQL password guessing attack attempt targets in H2 2025

Geographic distribution of RDP password guessing attack attempt sources in H2 2025

Geographic distribution of RDP password guessing attack attempt targets in H2 2025

14%

0%

13%

0%

21%

0%

15%

0%

Exploits
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Infostealer detection trend in H2 2025 and H2 2025, seven-day moving average

Top 10 Infostealer families in H2 2025 (% of Infostealer detections)

17.3%

10.7%

10.5%

9.5%

4.7%

4.0%

3.9%

2.9%

2.7%

1.9%

Win/Formbook trojan

MSIL/Spy.AgentTesla trojan

MSIL/Spy.Agent trojan

JS/Spy.Banker trojan

PHP/Webshell backdoor

Win/Spy.VB trojan

MSIL/Spy.SnakeStealer trojan

MSIL/Agent backdoor

Win/Rescoms backdoor

ASP/Webshell backdoor

Infostealers

H2H1
-18%

Geographic distribution of Infostealer detections in H2 2025

8%

0%
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26.6%

7.0%

4.8%

4.1%

3.9%

3.0%

3.0%

2.7%

2.6%

2.4%

OSX/Mackeeper PUA

OSX/Ngrok PUsA

OSX/PSW.Agent trojan

OSX/EaseUS PUA

OSX/Keygen PUsA

OSX/Pirrit adware

OSX/Genieo adware

OSX/TrojanDownloader.Adload trojan

OSX/GT32SupportGeeks PUA

OSX/Agent trojan

macOS detection trend in H2 2025 and H2 2025, seven-day moving average

Top 10 macOS detections in H2 2025 (% of macOS detections)

H2H1
-31%

macOS

Geographic distribution of macOS detections in H2 2025

16%

0%
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18.8%

12.3%

6.9%

6.1%

3.2%

2.7%

2.6%

2.6%

2.1%

2.0%

Win/RiskWare.LockScreen application

Win/Filecoder trojan

Win/Filecoder.BlackMatter trojan

MSIL/Filecoder trojan

Python/Filecoder trojan

PowerShell/Filecoder trojan

Win/Filecoder.GandCrab trojan

Win/Filecoder_AGen trojan

Win/Filecoder.WannaCryptor trojan

Win/LockScreen trojan

Ransomware detection trend in H1 2025 and H2 2025, seven-day moving average

Top 10 Ransomware detections in H2 2025 (% of Ransomware detections)

H2H1
+13%

Ransomware

Geographic distribution of Ransomware detections in H2 2025

8%

0%
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Web threat block trend in H1 2025 and H2 2025, seven-day moving average3

Unique URL block trend in H1 2025 and H2 2025, seven-day moving average3

H2H1
-22%

H2H1
+78%

Web threats

3 The sharp decline in detection numbers from late June to early July 2024 was caused by a short-lived problem with connections to our statistical databases; this had no impact on threat protection.

Global distribution of Web threat blocks in H2 2025

Global distribution of blocked domain hosting in H2 2025

12%

0%

38%

0%
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Research publications
Gamaredon in 2024: Cranking out 
spearphishing campaigns against Ukraine 
with an evolved toolset 
ESET Research analyzes Gamaredon’s updated cyberespionage 
toolset, new stealth-focused techniques, and aggressive 
spearphishing operations observed throughout 2024

Introducing HybridPetya: Petya/NotPetya 
copycat with UEFI Secure Boot bypass
UEFI copycat of Petya/NotPetya exploiting CVE-2024-7344 
discovered on VirusTotal

PlushDaemon compromises network 
devices for adversary-in-the-middle attacks 
ESET researchers have discovered a network implant used 
by the China-aligned PlushDaemon APT group to perform 
adversary-in-the-middle attacks

GhostRedirector poisons Windows servers: 
Backdoors with a side of Potatoes
ESET researchers have identified a new threat actor targeting 
Windows servers with a passive C++ backdoor and a 
malicious IIS module that manipulates Google search results

ToolShell: An all-you-can-eat buffet for 
threat actors
ESET Research has been monitoring attacks involving the 
recently discovered ToolShell zero-day vulnerabilities

Update WinRAR tools now: RomCom and 
others exploiting zero-day vulnerability
ESET Research discovered a zero-day vulnerability in WinRAR 
being exploited in the wild in the guise of job application 
documents; the weaponized archives exploited a path 
traversal flaw to compromise their targets

Gamaredon X Turla collab 
Notorious APT group Turla collaborates with Gamaredon, 
both FSB-associated groups, to compromise high‑profile 
targets in Ukraine

DeceptiveDevelopment: From primitive 
crypto theft to sophisticated AI-based 
deception
Malware operators collaborate with covert North Korean IT 
workers, posing a threat to both headhunters and job seekers

Unmasking AsyncRAT: Navigating the 
labyrinth of forks 
ESET researchers map out the labyrinthine relationships 
among the vast hierarchy of AsyncRAT variants

Gotta fly: Lazarus targets the UAV sector
ESET research analyzes a recent instance of the Operation 
DreamJob cyberespionage campaign conducted by Lazarus, a 
North Korea-aligned APT group

MuddyWater: Snakes by the riverbank
MuddyWater targets critical infrastructure in Israel and 
Egypt, relying on custom malware, improved tactics, and a 
predictable playbook

First known AI-powered ransomware 
uncovered by ESET Research 
The discovery of PromptLock shows how malicious use of AI 
models could supercharge ransomware and other threats

New spyware campaigns target privacy-
conscious Android users in the UAE 
ESET researchers have discovered campaigns distributing 
spyware disguised as Android Signal and ToTok apps, 
targeting users in the United Arab Emirates

ESET Threat Report H1 2025
A view of the H1 2025 threat landscape as seen by ESET 
telemetry and from the perspective of ESET threat detection 
and research experts

ESET APT Activity Report Q2 2025–Q3 2025
An overview of the activities of selected APT groups 
investigated and analyzed by ESET Research in Q2 2025 and 
Q3 2025

https://www.welivesecurity.com/en/eset-research/gamaredon-2024-cranking-out-spearphishing-campaigns-ukraine-evolved-toolset/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/introducing-hybridpetya-petya-notpetya-copycat-uefi-secure-boot-bypass/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/plushdaemon-compromises-network-devices-for-adversary-in-the-middle-attacks/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/ghostredirector-poisons-windows-servers-backdoors-side-potatoes/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/toolshell-an-all-you-can-eat-buffet-for-threat-actors/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/update-winrar-tools-now-romcom-and-others-exploiting-zero-day-vulnerability/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/gamaredon-x-turla-collab/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/deceptivedevelopment-from-primitive-crypto-theft-to-sophisticated-ai-based-deception/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/unmasking-asyncrat-navigating-labyrinth-forks/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/gotta-fly-lazarus-targets-uav-sector/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/muddywater-snakes-riverbank/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/ransomware/first-known-ai-powered-ransomware-uncovered-eset-research/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/new-spyware-campaigns-target-privacy-conscious-android-users-uae/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/eset-threat-report-h1-2025/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.welivesecurity.com/en/eset-research/eset-apt-activity-report-q2-2025-q3-2025/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
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The threat statistics and trends presented in this report 
are based on global telemetry data from ESET. Unless 
explicitly stated otherwise, the data includes detections 
regardless of the targeted platform. 

Further, the data excludes detections of potentially 
unwanted applications, potentially unsafe applications 
and adware, except where noted in the more detailed, 
platform-specific sections and in the Cryptocurrency 
threats section. 

This data was processed with the honest intention to 
mitigate all known biases, in an effort to maximize the 
value of the information provided. 

Most of the charts in this report show detection trends 
rather than provide absolute numbers. This is because 
the data can be prone to various misinterpretations, 
especially when directly compared to other telemetry 
data. However, absolute values or orders of magnitude 
are provided where deemed beneficial.
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About ESET
WeLiveSecurity.com

@ESETresearch

ESET GitHub

ESET Threat Reports and APT Activity Reports

ESET® provides cutting-edge digital security to prevent attacks before 
they happen. By combining the power of AI and human expertise, ESET 
stays ahead of known and emerging cyberthreats — securing businesses, 
critical infrastructure, and individuals. Whether it’s endpoint, cloud, or 
mobile protection, our AI-native, cloud-first solutions and services remain 
highly effective and easy to use. ESET technology includes robust detection 
and response, ultra-secure encryption, and multifactor authentication. 
With 24/7 real-time defense and strong local support, we keep users safe 
and businesses running without interruption. An ever-evolving digital 
landscape demands a progressive approach to security: ESET is committed 
to world-class research and powerful threat intelligence, backed by R&D 
centers and a strong global partner network. For more information, visit 
www.eset.com or follow us on LinkedIn, Facebook, and X.

https://www.welivesecurity.com/en/about-eset-research/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://x.com/ESETresearch
https://github.com/eset
https://www.welivesecurity.com/en/threat-reports/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h22025
https://www.eset.com/
https://www.linkedin.com/company/eset
https://www.facebook.com/eset
https://x.com/eset
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