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Automated protection—
from edge to endpoint

Organizations today face an increasingly complex threat landscape. While
security teams rely on powerful endpoint protection, detection, and response
solutions, these often demand manual intervention and vendor updates—leading
to operational strain and even vendor lock-in.

By harnessing Al and Machine Learning, teams can automate processes and
strengthen their overall security posture—reducing both risk and workload.

ESET and BlockAPT deliver a turnkey solution to achieve these goals. By
combining ESET's Al-driven detection and advanced threat intelligence
with BlockAPT's vendor-flexible platform and automation capabilities, your
organization gains centralized visibility, speedy mitigation, and streamlined

incident response.

KEY BENEFITS

FASTER THREAT DETECTION

Harness real-time insights and Al-driven analysis
to reduce Mean-Time-to-Detect (MTTD) across
your organization.

QUICKER INCIDENT RESPONSE

Use automated workflows to streamline
remediation, significantly reducing Mean-Time-to-
Respond (MTTR) and limiting threat impact.

OPTIMIZED SECURITY OPERATIONS

Reduce manual effort and alert fatigue with
intelligent automation, enabling your teams to focus
on high-priority threats and strategic initiatives.

POWERFUL RISK REDUCTION

Strengthen your security posture with unified
visibility, centralized management, automated
controls, and advanced threat defense—all to protect
your organization and reduce operational stress.

KEY FEATURES

DATA COLLECTION AND ENRICHMENT

BlockAPT Unify collects telemetry from ESET
PROTECT and enriches it with telemetry
from your organization'’s other security tools,
enhancing visibility.

AUTOMATED THREAT RESPONSE

BlockAPT Control automates response actions,
pushing malicious IPs, IOCs, and intelligence feeds
to ESET PROTECT for real-time mitigation.

COMPREHENSIVE SECURITY INSIGHTS

ESET PROTECT, combined with ESET Inspect—our
XDR-enabling solution—delivers in-depth security
insights to enhance threat detection and response
across your organization.



HOW IT WORKS

ESET PROTECT seamlessly integrates with BlockAPT's automation and
orchestration platform to reduce your organization’s workload and mitigate
risk—enhancing your security posture and ensuring robust defense against

sophisticated cyber threats.

INTEGRATION IN ACTION

Examples of workflows that utilize ESET PROTECT within BlockAPT Control.

Endpoint Protection Playbook

Malicious IP detected by Enrichment by Protecting your entire
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Network Protection Playbook
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About ESET

PROACTIVE DEFENSE. MINIMIZE RISKS
WITH PREVENTION.

Experience best-in-class protection thanks to
ESET's in-house global cyber threat intelligence,
compiled and examined for over 30 years, which
drives our extensive R&D network led by industry-
acclaimed researchers. ESET PROTECT, our
cloud-first XDR cybersecurity platform, combines
next-gen prevention, detection, and proactive
threat-hunting capabilities. ESET protects your
business so you can unlock the full potential

of technology.
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About BlockAPT

BlockAPT was created in 2019 and has been highly
recognized for its disruptive, agile technology
which unifies disparate endpoint solutions into

a simplified, centralized management platform
with quantum secure technology. This enables
vendor-agnostic control with a single pane of
glass view across digital ecosystems, whether
on-premise, cloud or operating on

hybrid environments.
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