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Actively track and fix 
vulnerabilities across 
all your endpoints
Timely patching of applications and operating systems remains 
critical for preventing security breaches, but is still one of the most 
time-consuming tasks in IT. Growing IT complexity can also lead 
to degraded coordination among cross-functional teams, gaps in 
inventory, and restricted visibility of the threat landscape.   

Key Benefits
AUTOMATION

Reduce time-consuming tasks 
and ensure timely patching

Automated scanning of your endpoints’ 
software and third-party applications, 
with instant reporting to the console, 
provides immediate visibility of 
vulnerabilities. To ensure continuous 
protection for your business, you can 
configure auto-patching by selecting a 
patching strategy (all, only allowed, or all 
but excluded) and defining specific time 
slots for when patching should occur.

CUSTOMIZATION

Simplify your patching process and 
maintain control of your systems

Select automated or manual patching 
according to your own schedule in just 
a few clicks, based on easily-adjustable 
rules. Customize your patching policies 
to prioritize critical assets by manually 
addressing severe vulnerabilities, and 
automate the patching of other assets 
to take place at off-peak times to avoid 
interruptions.

ORCHESTRATION

Enjoy a complete overview and 
minimize your exposure to threats that 
go beyond software vulnerabilities

The ESET PROTECT Platform augments 
ESET Vulnerability & Patch Management 
with unique prevention, detection and 
response capabilities, maximizing overall 
security. Get a complete picture of all 
the security risks that your organization 
faces—in one place.

ESET Vulnerability & Patch Management, with automated 
vulnerability scanning, instant reporting to the console, 
and numerous filtering options, enables you to prioritize 
vulnerabilities based on their severity, meaning you can 
effectively manage security risks, allocate resources and focus 
on critical security issues. 

With automatic and manual patching options, customizable 
patching policies, advanced prioritization techniques and 
automated workflow tools, your endpoints and applications are 
updated with the latest security patches in a timely manner, 
giving you improved control and oversight over your systems. 

ESET Vulnerability & Patch Management is integrated into 
the ESET PROTECT Platform, which provides you with wider, 
enterprise-grade protection against malware of all types, 
including ransomware, and zero-day threat prevention across 
all endpoints, servers, and emails—all via a single, unified 
solution. Benefit from unique prevention, detection and 
response capabilities, reduce IT complexity, and get complete 
visibility into the security posture of your organization.
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Key Features
VULNERABILITY ASSESSMENT

•	 Scans thousands of applications, such as Adobe Acrobat, 
Mozilla Firefox and Zoom Client

•	 Detects over 35,000 common vulnerabilities and exposures 
(CVEs) – with more added as they are identified

•	 Automated scans with customizable schedule settings
•	 Prioritizes and filters vulnerabilities by exposure score 

and severity
•	 Vulnerability reports of most vulnerable software and devices
•	 Supports multitenancy: visibility over vulnerabilities in 

specific parts of multisectional organizations
•	 Unified overview via the ESET PROTECT console, 

with multilingual support and light demands on your 
IT infrastructure

PATCH MANAGEMENT 

•	 Launch immediate updates and patching via customizable 
options or manually

•	 Simplify your patching process: prioritize critical assets 
and schedule the remainder for off-peak times to 
avoid interruption

•	 Register and track exceptions for patches of selected 
applications

•	 Provides an updated inventory of patches with patch 
name, new version of app, CVE, patch severity/importance, 
affected applications

•	 All patches available via the ESET PROTECT console

Specific Requirements 
ESET Vulnerability & Patch Management is managed centrally 
via the ESET PROTECT console. Vulnerability scanning and 
patching are executed locally by ESET endpoint and server 
modules on Windows, Linux and macOS endpoints and 
Windows and Linux servers. 

The ESET PROTECT console facilitates endpoint deployment, 
configuration through standard policies, the processing and 
visualization of relevant data and the execution of remediation 
actions such as automatic or manual patching of vulnerable 
applications.

With ESET Vulnerability & Patch Management, you can also 
take advantage of scanning and fixing vulnerabilities on 
endpoints and servers via:

•	 ESET Endpoint Security for Windows and macOS
•	 ESET Endpoint Antivirus for Windows and Linux
•	 ESET Server Security for Microsoft Windows Server 
•	 ESET Mail Security for Exchange 
•	 ESET Security for Microsoft Sharepoint Server

How to buy:
The ESET Vulnerability & Patch Management module 

comes as part of these subscription tiers:

For other purchase options, contact your 
ESET representative.

www.eset.com

This is ESET
Proactive defense. Minimize risks with prevention.

Stay one step ahead of known and emerging cyber threats with our 
AI-native, prevention-first approach. We combine the power of AI 
and human expertise to make protection easy and effective. 
Experience best-in-class protection thanks to our in-house global cyber threat intelligence, 
compiled and examined for over 30 years, which drives our extensive R&D network led by 
industry-acclaimed researchers.  

ESET PROTECT, our cloud-first XDR cybersecurity platform, combines next-gen prevention, 
detection, and proactive threat hunting capabilities with a broad variety of security services, 
including managed detection and response. Our highly customizable solutions include local 
support and have minimal impact on performance, identify and neutralize known and emerging 
threats before they can be executed, support business continuity, and reduce the cost of 
implementation and management. 

ESET protects your business so you can unlock the full potential of technology.


